ES A AEFRALKFMC
B =%

I

AXENAESTRAEHA)PARZ 2 XEEEHO(FMC)HEN TR,

TORFAMF
=R

Cisco BB THUTER :

- BUAMER
- Z2FMCEE

fiE R 4A 4
AXRPNEREFEMEZEFMC 7.1.04%,

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZHZNERAR
(A ) RE. MRENMELTEIRS , FERRETHRAERSHBERRE,

db B2 /=
B 5{15 Ex
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B EEXNFAZENESD,
RE , FEEAERABRATERAR , RAEBEETRAFMCHER ALK,

BYS  HRANFALETMRE/ZERN , AN FEERITENRE ; BN RM,
ARESTEEAUTRE, HEHE , FEHTRHEBEMEEE R,
MREHATTEAREER , WRASERBIETREEREE.

Fa &

1. AR AL RE. EFMCEHEHR , BEEARFMC , ARARHEZERE ., FIREMNEEN
WATT B AL, ETRNITBD AR

2. ARFrAARERANKNEEE R,
3. REWR., BRENEENZEFNITARBEAMAIFTNTI.
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5. EARBEZMEIE. System > Backup / Restore > Firepower Management backup. &

NSRS e S

6. ARELIEE, HEETRIAMRALIVMwarert | X2 H4FE/,
7. RE[E,
8. WENTPRES .

FMC : i%£#System > Configuration > Time,

®& : EAshow time CLITE &5

0. REMEZTIH,

10. BBEE. EFMCEHTRAMEES , ERFMNEIXIFHFEITHE.

M. REEEETHES, BREEEENIE,
AHERF
TER1EERSL

EEHET L, SMEBEIFMC LA High Availability 5+ .
RE>ER>E R A%

Deploy
Configuration Logging
Users Security Analytics & Logging
Domains
Health
SecureX RUET Monitor
| Updates Policy
Events
Licenses Exclude

Smart Licenses Monitor Alerts

Classic Licenses

Reboot

FTIERAL, ERRGMEK

Monitoring

Audit
Syslog

Statistics

Tools

Backup/Restore
Scheduling
Import/Export
Data Purge



cisco

alan. Firepower Management Center

Ovarview Analysis Polickes. Dwnices Dinfocts AP Intedigence

Cloud Senvices Realms Iidentity Sources High Avaiability eSTneamar Hiost Inpast Client Smart Software Manager On-Prem
f—— —

Summary System Status
Stats Synchronization task is in progress
Syrehronization oK
" 10.4.11.84 Oparating Systern
Reher Siern { M synchrosization time : Tus Jul 18 02-08:47 2023 )
Saoftwaen Vorsion
10.4.11.85
SR ST { HA synehroniization time : Tue Jul 18 02:06:00 2023 ) Wedal
R =] MR ]
gL, EEEURAM
N 2 . .
i%£$#¥Pause Synchronization,
Firepower Management Center
bl
n',é'é nccration § 1ok A Cendow Analysis Policlos Devices Objects AP Infeligence
Cloud Senvices Realms Klerity Sources High Avadability LSIreames Host Input Chert Smart Sedtware Manager On-Prem
Surmmary System Status
Stass Healthy
Synchrorization ok
1041184 Cporating System
A Eyiibn { HA synchranization ime : Tue Jul 16 02:32:23 2023 )
Saftware Version
10.4.11.85
Stanciy Sysbem { HA synchoonization time ; Tue Jul 15 02:27:29 2023 ) Model
L=
gI=EL

FEHRLSERE.

Summary

Status

Synchronization

Active Systemn

TR, AP 254 T EERES

poply @ @ & @ admin~

Peer Manages

B Switch Peer Roles 4 Break HA Il Pause Synchronization
Loeal Remote:
Active = Primary Standby = Secondary
(10.4.11,84) (19.4.11.85)
700 710
7.1.0-90 7.1.0-90

Cisco Fiepower Management Center for  Cisco Firepower Management Cenler
Wihwane foe Vhbware

Beploy @ & @ admin~

Peer Manager

B Switch Paer Rokés & Break HA

Local Rermatn
Active - Primary Standhy - Secondary
10.4.11.82) (904,11 55)
ERE] T8
7.1.0-90 1.1.0-90

Cisco Firapowor Managemant Conter bor  Cisco Firepownr Managament Conter
Whiware for Vitware

A Degraded- Synchronization incomplete

( Both Management Centers are configured to run in standalone mode , Database
is not configured for high availability , Synchronization paused. )

A Paused by user

10.4.11.84

( HA synchronization time : Tue Jul 18 02:32:23 2023)

Standby System

10.4.11.85

( HA synchronization time : Tue Jul 18 02:27:29 2023)

S P RR SR BTN L
B=L . LEAES
BRIZAREBHF LEFARE.

System > Updates > Upload Update



Hmim FMC

CI5CO  Product Updates

Devices  AMP o @ # @ adminv

Product Updates

Download Updates Upload Update

Currently running software version: 7.1.0

Currently installed VDB version: build 346 ( 2021-08-24 21:48:15)

Available Updates Readiness History

Type Version Date Reboot

Cisco Firepower Mgmt Center Patch 7.1.0.1-28 Tue Feb 22 23:32:26 UTC 2022 Yes =3

Cisco FTD Upgrade 7.0.4-55 Sun Aug 7 19:43:24 UTC 2022 Yes . = i
LEARE

B2 B TR EARRRAEN RS,

Currently running software version: 7.1.0

Updates

Lnlnad enf —

Jpload software updates and patches here.

Action (@ Upload local software update package
! | Specify software update source (FTD devices only)

Package | Browse... | Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4-169.sh.REL tar

Cancel Upload

MR TR A
E=F RAEANRE

NEARHRBZEITREERE,
REES AR KM ZZ L Minstal B4R,



T mm FMC

CISCO  Product Updates Devices AMP

Product Updates

Currently running software version: 7.1.0

Currently installed VDB version: build 346 ( 2021-08-24 21:48:15)

Available Updates

Readiness History

Type Version

Cisco Secure FW Mgmt Center

Upgrade 7.2.4-169

RERFARIUHTREMRE

ERER EMNIZ R H B THCheck Readiness,

Date

Wed May 10 12:48:58 UTC 2023

Q @ I+ @ admin~

Download Updates Upload Update

Reboot

B

Hmm

€ISCO  Uploa Devices

AMP

Product Updates

Currently running software version: 7.1.0

Selected Update

Type Cisco Secure FW Mgmt Center Upgrade

Version
Date
Reboot

7.2.4-169

Wed May 10 12:48:58 UTC 2023
Yes

s  Ungrouped (1 total)

firepower
1 11.85 - Cisco Firepo ter for VMware

Compatibility Check

MR B
AEERPORERE,

HESES>ET

ty chec!

Readiness Check
Results

k passed. Proceed with

Q IP I+ @ adminv

. By Group -

Readiness Check

Estimated i
Completed

Upgrade Time

35 min (]

o [




Q ﬁ? i+ @ adminv

Upgrades A Health @ Tasks

20+ total 0 waiting m 0 retrying 20+ success 5 failures

Local Readiness Check

Readiness Check For version: 7.2.4-169
[50%] Running script 000_start/110_DB_integrity_check.sh...

Mo more older tasks

REMREEER T
TG BAMERAMERELSRTERRS,
MR, NET ARG R R R D,

B  BEARS
EREARNIRR., £F Install,

Product Updates
Currently running software version: 7.1.0
Selected Update
Type Chce Secure Fi Mgent Caesor Upgeade
Version  7.2.4-169

Date  Wed May 10 12:48:58 UTC 2023
Ruboot  Yes

- [

._,‘. ovrer . % % Suttass

ZRARE

NFHRL , FREFOK,

Filter

2023-07-18 00:05:22

3m 17s

By Group -

k Check Readiness




@h 10.88.243.115:43085

After both FMCs are updated, FMC high availability will be in split
brain. Click "Make Me Active' after choosing the right Active FMC
to resolve split brain.

BRAWMDRNWES

Al {# flMessages > Tasks PR EH E,

Q @ I+ @ adminv

Upgrades A Health O Tasks

| 0 waiting 1 running 0 retrying 20+ success 1 failure Q, Filter
“': Local Install
Installing Cisco Secure FW Mgmt Center Upgrade version: 7.2.4-169 Tm 7s
Installing Cisco Secure FW Mgmt Center Upgrade version: 7.2.4-169
69
t Tue

© Local Readiness Check

Readiness Check For version: 7.2.4-169 4m 18s X
Success. OK to upgrade to 7.2.4-169 version.




EE  ERERERRNFEIODH,

Ny

MR LB RICLI , W AT LATE AR SR ivar/log/sfh R B E ; # Blexpertt® = 3 4 Aroot

acCesso

> expert

admin@firepower:~$ sudo su

Password:

root@firepower:/Volume/home/admin# cd /var/log/sf/

root@firepower:/var/log/sf# 1s
Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4

root@firepower:/var/log/sf/Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4# 1s
000_start AQ_UUID DBCheck.log exception.log flags.conf main_upgrade_script.log status.log status

root@firepower:/var/log/sf/Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4# tail -f status.log



ARERE , FMCEH B3,

ui:[100%] [1 minsto go for reboot]Running script 999_finish/999 zzz_complete upgrade message.sh...
ui:[100%] [1 minsto go for reboot] Upgrade complete

ui:[100%] [1 minsto go for reboot] The system will now reboot.
ui:System will now reboot.

Broadcast message from root@firepower (Tue Jul 18 05:08:57 2023):
System will reboot in 5 seconds due to system upgrade.

Broadcast message from root@firepower (Tue Jul 18 05:09:02 2023):
System will reboot now due to system upgrade.

ui:[100%] [1 minsto go for reboot] Installation completed successfully.
ui:Upgrade has completed.

state:finished

Broadcast message from root@firepower (Tue Jul 18 05:09:25 2023):

The system is going down for reboot NOW!

EFEYE , WEFMCHARIEFMCHRE REBAHE S,

GUI > Help > About



dses’ SECURE
Firewall Management Center

Version 7.2.4 (build 169)

Model Secure Firewall Management Center for VMware

Serial Number None

Snort Version 2.9.20 (Build 4004)

Snort3 Version 3.1.21.400 (Build 24)

Rule Pack Version 2869

Module Pack Version 3245

LSP Version Isp-rel-20230717-1542

VDB Version build 353 (2022-03-07 22:13:19)

Rule Update Version 2023-07-17-001-vrt

Geolocation Update Version Country Code: 2023-07-17-100, IP: 2022-12-19-101

0s Cisco Firepower Extensible Operating System (FX-0S)
2.12.0 (build 499)

Hostname firepower

For technical/system questions, email tac@cisco.com phone: 1-800-553-2447 or
1-408-526-7209. Copyright 2004-2023, Cisco and/or its affiliates. All rights reserved.

FMCH BRI TR AME B
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Firewall Managemen nter :
eV anagement CE I_e_ : Dritrviaw Analysis Palicies Davices Objects Integration Deploy Oy @ L @ adminvy | lwl ceeyng
—
Pear Manager
Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
—
B3 Make Me Active dF  Break HA P Resume Synchronization

Thiz high availability pair s in split brain. Make one Management Center active by clicking "Make Me Active’.

Summary System Status

A Split Brain - Management Center is active on both peers, Local Remote

{ Both Management Centers are configured to run in standalone Split Brain - Secondary Split Brain - Primary
Status mode , Database is not configured for high availability , No {10.4,11.85) (10.4.11.84)
synehronization 1ask running between high availability )
management centers , Synchronization paused. ) Operating System 724 710
Synchronization A Paused by user Saftware Version 7.2.4-169 7.1.0-90
10.4.11.85 Model Secure Firewall Managerment

Active System { HA synchronization time : Software versions do not match Center for Vkiware

(7.2.4 vs 7.1.0) VDB versions do not match (353 vs 346) )

10.4.11.84
Standlby System { HA synchronization time : Software versions do not match
(7.1.0 vs 7.2.4) VDB versions do not match (346 vs 353} )

NARZERAFMCHN S AMHE

HECLI L |, BSEULAG AT AR ERRAS,

Copyright 2004-2023, Cisco and/or its affiliates. All rights reserved.
Cisco is aregistered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.12.0 (build 499)
Cisco Secure Firewall Management Center for VMware v7.2.4 (build 169)

>

> show version

------------------- [ firepower ]--------------------

Model : Secure Firewall Management Center for VMware (66) Version 7.2.4 (Build 169)
uuID : 1c71ae24-1e60-11ed-8459-9758e19f 1a24

Rules update version  : 2023-01-09-001-vrt

LSPversion : Isp-rel-20220511-1540

VDB version : 353

SRS AREINFHE

EXRRE LESSR2ESRS

. t{gﬂ-é&@o

BREMRE,



REARE.

AT . BUEFMENFMC

EFRINFMCLEERALRE , BREREFTARERNEARENAMC , HEBRFERR N ERIRSFIETR,

SR> SRS MER

Firewall Management Center

Cverview Analysis Paolicies Devices Objects Integration

Deploy Q @° £ @ adminv Ll secure

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On=Prem

This high availability pair is in split brain, Make one Management Center active by clicking "Make Me Active’

Summary System Status

A Split Brain - Management Center is active on both peers.
Status ( Both Managemant Centers are configured to run in standalone
mode , Database is not configured for high availability .
Synchronization paused. )
Operating System

Synchronization A Paused by user
Software Version
At Sstar 10.4.11.84
¥ { HA synchranization time : Tue Jul 18 16:57:35 2023 ) Model
10.4.11.85

Standby Syst
il { HA syncheonization time : Tue Jul 18 16:57:07 2023 )

BUEFTERFMC

BXH#BENBEEANSEPTRNEMEENES , FREYESHE,

Local
Split Brain - Primary
(10.4,11.84)
7.2.4
7.2.4-1689

Secure Firewall Management
Canter for Wiihware

Pear Manager

€@  Break HA I» Resume Synchronization

b8

Remote
Split Brain - Secondary
{10.4.11.85)
7.2.4
7.2.4-169

Secure Firewall Management
Canter for Viwane



Warning

This operation may affect critical processes running in
the background. The local peer will be active and the
other peer will become a standby. The active peer will
overwrite configuration and policies present on the
standby peer. Do you want to continue?

BREANSEH LN ENBERENES

Make Me Active

Do you want to make this Management
Center active and peer standby?

Cancel l




HRWEE

Resolving split brain, making this
Management Center active.

Please Wait...
% A % % % % . % R RN

LERSEFEY , RAES —IFMCRITFTF&AEN,

Cloud Services Realms

Summary
Status
Synchronization
Active System

Standby System

FMCE %

[i...". Firewall Management Center

ation | Other Integ

15 [ High Availability

Identity Sources

Overview Analysis Policies Devices
High Availability eStreamer Host Input Clent
I ————
High 1y arg in progress, The status

These operations inclede file copy which may take time to comphite.

Objects Integration

Smart Software Manager On-Prem

3 Make Me Active | [ 4% Break HA

Deploy Q € # @ adminv ik secure

Peer Manager

] [ Il Pause Synchronization

and alents on this page are lemporary, Please check after high availabiity operations ane complete, ><

A Temporarily degraded- high availability operations are in
Progress.

4k Failed

10.4.11.84
{ HA synchronization time : Tue Jul 18 17:27:28 2023 )

10.4.11.85
{ HA synchronization time : Tue Jul 18 17:26:56 2023 )

System Status

Operating System
Software Version

Model

Local
Split Brain - Primary
(10.4.11.84)
7.24
7.2.4-169

Secure Firewall Management
Center for Vidware

Remaote
Split Brain - Secondary
(10.4.11.85)
7.24
7.2.4-169

Secure Firewall Management
Center for ViMware
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EFMCERRE L HBEENEY , UERARIE.
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EFRINFMCA THERRABERSERZE , HA Summaryi£ I 4= A5 80 F TR -
E£R>EUAM



Cloud Samvices Realms
Summary
St

Synchronization

all Management Center

Overview

Identity Sources High Availability

| HA synchronization time

& synchronization time

Analysis Policias

aStreamar st Input

hronization task is in progress

10.4.11.84
: Tue Jul 18 17:27:28 202

: Tue Jul 18 17:

Devices Objects Integration Deploy

Smant Software Manager On-Prem

System Status

Losey
Active - Primary
(10.4.11.84)

Operating System 724

o @ t @ adminv

-
Standby - Secondary
(10.4.11.85)

el
e
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