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<tfroot>

interface GigabitEthernet0/0



nameif outside
security-level 0

pppoe client vpdn group RTRL

ip address pppoe setroute

interface GigabitEthernet0/1
nameif outside2
security-level 0

pppoe client vpdn group RTR2

pppoe client route distance 10

ip address pppoe setroute

vpdn group RTR1 request dialout pppoe
vpdn group RTR1 Tocalname pppoe
vpdn group RTR1 ppp authentication pap
vpdn group RTR2 request dialout pppoe
vpdn group RTR2 Tocalname pppoe
vpdn username pppoe password #¥¥¥*
sla monitor 1
type echo protocol ipIcmpEcho 172.16.1.1 interface outside?2
num-packets 2
timeout 5
frequency 5

sla monitor schedule 1 Tife forever start-time now
track 1 rtr 1 reachability

object network net-192.168.1.0
subnet 192.168.1.0 255.255.255.0

nat (inside,outside) source dynamic net-192.168.1.0 interface
nat (inside,outside2) source dynamic net-192.168.1.0 interface

route outside2 172.16.253.0 255.255.255.0 172.16.1.1 1 track 1
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Edit Physical Interface
General IPvd IPwE Path Monitoring Hardware Configuration Manager Access Advanced

IP Type:

| use pepoE “ ]

VPDN Group Name *:

[rren ] vpdn group RTR1 request dialout pppoe
PPPOE User Name *: interface G0/0

[pppoe ] Fppoe client vpdn group RTRI

PPPoE Password *:

["“. ] vpdn group RTR1 localname DPPOE

Confirm Password *:

vodn username pppos password **xx¥

(oree

PPP Authentication:

[ pAP

vpdn group RTR1 ppp authentication pap

PPPoE route metric:

[-|'I 2z i)

Enable Route Settings:

IP Addrass:

interface GO/0
ip address pppRos SSLIQULES

[

1920217255285

Store Username and
Password in Flash:

O

255228 ar 192.0.2 1425

cnce (3

fmc Ul LM A ZBPPPoE# OB iE




Edit Physical Interface

General IPwd IPvE Path Monitoring
IP Type:
[ Use PPPOE v ]

VPDM Group Name *;
| RTR2 |

PPPoE User Mame *:
oovoe )
PPPoE Password *:

= )

Confirm Password *;

| esens |

PPP Authentication:
[mp u]

PPPGE route metric:
10 l
(T -ZF55]

Enable Route Settings:

IP Address:

|

&g. 192.0.2.1/255.255 255 228 or 192.0.2.1/25
Store Username and
Password in Flash:

0

Hardware Configuration Manager Access Advanced

¥pdn group RTR2 request dialout pppos
interface G0/1

pppgoe client ypdn group RTR2

¥pdn group RTRZ localname pppos
vpdn username pppgog password *FEE*

vpdn group RTRZ ppp authentication pap
interface GO0/1

EEEEE~Cli&nt route distance 10

&E’address BEpCE. setroute

s (3

fmc Ul EBoutside2 PPPoEZ O &L &

™ ERERY B SR




Edit Static Route Configuration ®

Type: ® ieva O pve
Interface*
| outside? w ]

(Interface starting with this icon @ signifies it is available for route leak)

Available Network + Selected Network

Q, Search net-172.16.253.0

.

10.0.0.164
10144.81.0
10.199.60.96

10.62.184.23

|< < Viewing 1-100 of 2742 > |

Ensure that egress virtualrouter has route to that destination

Gateway

| 1721611 w | +

Metric:

E |
(1-254)
Tunneled: | | (Used only for default Route)

Route Tracking:

| trackl w “+

R BREY B S BR

SLAGEZBNREE :



Edit SLA Monitor Object ®

MName: Description:
l trackl| J [ ‘
Frequency (seconds): SLA Monitor ID*:
Threshold (milliseconds): Timeout (milliseconds):

5000 [ 5000 J
Data Size (bytes): ToS:
| 28 ' [ 0 ]
MNumber of Packets: Monitor Address®:

2 ' [ 1721611 ]

Available Zones/Iinterfaces

Yo

O Search Selected Zones/Interfaces

o Add ; : .
inside_ig outside2_ig g
outside_ig

csf1230 inside_ig
clupea
clupea-maobile

v001inside

D08 clupea-gast

SLAELE

FER

RTR1FRTR2% 3 2G0/0MG0/1# 0O L#2NVPDNA,

Track 1/SLA1ERIRZBIRTR2KI A& M, track¥ RiBiFoutside2iZ 0 A TR SKBEE.

« pppoe client route distance 108 T8 Ry K B FEEEE 10N A T MRTR2EZ YA BRI B
, At Zm ST 2 EEKE,

BN outside2#E O EISE FMH B BEE T RER.



« At , BIMPPPOEREMERENEIRES , F AKRBPCHRESRIFIRMEE

o

A

1. BEAHEOBSRTR1ZIPPPoESTE :

<#root>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=1)

SessID TunID Intf State Last Chg
23 5 outside2 PADI_SENT 225 secs
14 4 outside SESSION UP 150 secs
firewall#

show vpdn pppi nterface

PPP virtual interface id = 1
PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 33, Received Pkts: 33, Error Pkts: O

MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was deleted and pending reuse

firewall#

show route

S 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

7

T

ks

7/

N\

=
=



C 192.168.1.0 255.255.255.0 1is directly connected, inside
L 192.168.1.1 255.255.255.255 is directly connected, inside

R&EAE

<{froot>

Mar 15 2026 20:23:26: %ASA-6-305009: Built static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 15 2026 20:23:26: %ASA-6-603108:

Bui |t PPPOE Tunnel, tunnel _id = 4, renpte_peer_ip = 10.10.1.1, ppp_virtual _interface_id = 1, client_dyn:

Mar 15 2026 20:23:26: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [G0/0] tableid [O

2. Bdoutside2#Z O E I 5SRTR2HPPPoELIE :

<#froot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=2)

SessID TunID Intf State Last Chg
24 5 outside2 SESSION UP 76 secs
14 4 outside SESSION UP 349 secs
firewall#

show vpdn pppi nterface

PPP virtual interface id = 1
PPP authentication protocol is PAP



Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 67, Received Pkts: 67, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0O
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2

PPP authentication protocol is PAP
Server 1ip address 1is 172.16.1.1

Qur ip address is 172.16.1.10

Transmitted Pkts: 54, Received Pkts: 54, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

S 172.16. 253. 0 255.255.255.0 [1/0] via 172.16.1.1, outside2
C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
REAE -

<#root>

Mar 15 2026 20:27:59: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 0.0.0.0 [10/0] on [outside2] [@0/1] tableid [0O]

Mar 15 2026 20:27:59: %ASA-6-305009: Built static translation from outside2:0.0.0.0 to inside:0.0.0.0



Mar 15 2026 20:27:59: %ASA-6-603108:

Bui It PPPOE Tunnel, tunnel _id = 5, renote_peer_ip = 172.16.1.1, ppp_virtual _interface_id = 2, client_dyr

Mar 15 2026 20:27:59: %ASA-6-305010: Teardown static translation from outside2:0.0.0.0 to inside:0.0.0.
Mar 15 2026 20:28:04: %ASA-6-622001:

Addi ng tracked route 172.16.253.0 255.255.255.0 172.16.1.1, distance 1, table default, on interface outs

Mar 15 2026 20:28:04: %ASA-6-317077:

Added STATIC route 172.16.253.0 255.255.255.0 via 172.16.1.1 [1/0] on [outside2] [G0/1] tableid [O0]

3. KIEMPC IP#1£192.168.1.2%]10.10.253.2F1172.16.253. 2 B HE 2. HTFPAT , ##KcapoH
capo2. /R OEOIPH#biE ( BRET b3 )

<tfroot>

Mar 14 2026 23:13:13: %ASA-6-305011: Built dynamic ICMP translation from

inside:192.168. 1. 2/ 2668 to outside: 10.10. 1. 10/ 2668

Mar 14 2026 23:13:19: %ASA-6-305011: Built dynamic ICMP translation from

inside:192.168. 1. 2/2669 to outside2:172.16.1.10/ 2669

firewall#

show cap

capture capo type raw-data interface outside [
Capturing - 456 bytes

]
match icmp any host 10.10.253.2
capture capo2 type raw-data interface outside2 [

Capturing - 456 bytes

]
match icmp any host 172.16.253.2



firewall#

show cap capo

4 packets captured

1: 23:13:13.409387

10.10.1.10 > 10.10.253.2 icnp: echo request

2: 23:13:13.417764

10.10.253.2 > 10.10.1.10 icnp: echo reply

3: 23:13:14.409799 10.10.1.10 > 10.10.253.2 1icmp: echo request
4: 23:13:14.415978 10.10.253.2 > 10.10.1.10 icmp: echo reply

4 packets shown

firewall#
show cap capo2
4 packets captured
1: 23:13:19.500584

172.16.1.10 > 172.16.253. 2 icnp: echo request

2: 23:13:19.506321

172.16.253.2 > 172.16.1.10 icnp: echo reply

3: 23:13:20.502201 172.16.1.10 > 172.16.253.2 icmp: echo request
4: 23:13:20.508076 172.16.253.2 > 172.16.1.10 icmp: echo reply

4 BHRTR1 LR 88 R, Bidoutside2Z OWBR IR ZABRBERATE1D%

RTR1:

<ffroot>

Mar 15 20:43:19.679: %1 NEPROTO 5- UPDOWN:  Li ne protocol on Interface G gabitEthernet0/1, changed state t



B Kt

<{froot>

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoE: PPP | i nk down:

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoOE: PPP | i nk down: Peer not responding

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoE: PPP | i nk down:

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoE: PPP | i nk down: LCP down

Mar 15 2026 20:44:17: %ASA-6-603109:

Teardown PPPCE Tunnel, tunnel _id = 4, renote_peer_ip = 10.10.1.1

Mar 15 2026 20:44:17: %ASA-6-305009: Built static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 15 2026 20:44:17: %ASA-6-317078:

Del eted STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [Q0/0] tableid [O]

Mar 15 2026 20:44:17: %ASA-7-110007:

De

Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 tinestanp: 147 resol ver_cnt:0 ifcout: outside rest

Mar 15 2026 20:44:17: YASA-6-317077: Added STATIC route 0.0.0.0 0.0.0.0 via 172.16.1.1 [10/0] on [outsic

Mar 15 2026 20:44:17: %ASA-7-110006: Add Entry:0.0.0.0/0.0.0.0 nh:172.16.1.1 nh_cnt:1 flags:0 timestamp
Mar 15 2026 20:44:17: %ASA-6-305010: Teardown static translation from outside:0.0.0.0 to inside:0.0.0.0

firewall#

show route



S 0.0.0.0 0.0.0.0 [10/0] via 172.16.1.1, outside2

m R RHAZNPPPoOER FimMARENER — EHTR

ERETHEABRAENER — AR , HAEFEEAFlexConfigfE /B3 O T ERBHIAH

track ¥ pppoe client route track xfi %o

BESHEUTROIA
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Z ) -
A 638 EO

GO o % Boo .
1* * — GO
f i

.2 192.168.1.8/24 .1 ) PANG e i
P WG > " Ggog RTR3

2
GO GO0
Backup path (default route) & 172.16.253.8/24

RTR2
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- RERERENL , AR O R (PAT)ES outsideMoutside2iZ OB 1TELE



ASA Bl &

<tfroot>

interface GigabitEthernet0/0
nameif outside
security-level 0

pppoe client vpdn group RTRL

pppoe client route track 2

ip address pppoe setroute

interface GigabitEthernet0/1
nameif outside2
security-level 0

pppoe client vpdn group RTR2

pppoe client route distance 10

ip address pppoe setroute

vpdn group RTR1 request dialout pppoe
vpdn group RTR1 Tocalname pppoe

vpdn group RTR1 ppp authentication pap
vpdn group RTR2 request dialout pppoe
vpdn group RTR2 Tocalname pppoe

vpdn username pppoe password #¥¥¥**

sla monitor 2

type echo protocol ipIcmpEcho 10.10.1.1 interface outside
num-packets 2

timeout 5

frequency 5

sla monitor schedule 2 1ife forever start-time now

sla monitor 1

type echo protocol ipIcmpEcho 172.16.1.1 interface outside?2
num-packets 2

timeout 5

frequency 5

sla monitor schedule 1 Tife forever start-time now

track 1 rtr 1 reachability
track 2 rtr 2 reachability

object network net-192.168.1.0



subnet 192.168.1.0 255.255.255.0
nat (inside,outside) source dynamic net-192.168.1.0 interface
nat (inside,outside2) source dynamic net-192.168.1.0 interface

route outside2 172.16.253.0 255.255.255.0 172.16.1.1 1 track 1

FTDE.&

BEHD RN BHETFTDHPPPoERLE, BIESRE TAHRLENERA — FARRBIHH
FTDECEHE , FEATESNEREE O T80T pppoe client route track x@it. HTFFMC UIREFRZHE
FimiE A BRER |, X bt 49068 I FlexConfig.

BREBUTILR

1. FlexConfig R BB EXREET 2 ARIE, SR IEFlexConfig REEFWEEEH, TER
WEESSHIBLAM , NMERMEFH, A, BEZREBEEDBE , FHRXIBIEFlexConfigE X
, A SIEH MR E T,

QEHBIEF , FMCaBIBREMEEX. T, XNTHAM , BULIUFFlexConfight RV ZPE IR E
JEverytime , H7E &I HIFlexConfigii RHPEE,

FlexConfigEi B £ %

1. A EBZE OB SLAFIPPPoESR F im it & Bl B £ Z FlexConfigh o H{RfFDeploymenti& & f
Once , FTypel®RE N Append, EARRAFIH , F£HATHRE2, SLA2, FEE , Rtrack 2 rtr 2
reachability @i ¥ :



Edit FlexConfig Object ®

Name:

[ pppoe_add_sla_pppoe_config ]

Description:

| |

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

EX Deployment: [Once ~ Type: [ Append ~

1.1 interface cutside

life forever stert-vime now

r zcheduls 2

nt route track 2

SLAKYFlexConfig

2.8 2 —/ FlexConfigX} R LABL Etrack 2 rtr 2 reachabilityés . #RIFDeploymenti®iE H
Everytime , #ffTypei&i& ;I Append:

Edit FlexConfig Object @

Mami:

| pppoe_add_track_reachability |

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Ed Deployment: | Everytime - Type: | Append w
zoack 2 zzz 2 seachabilizy

TR ERAIFlexConfig

3N FARMEIFlexConfigK b, HWRERIS ( &5 ) FMAtrack 2 rtr 2 reachability i IR ,
B KR



fx1

nier Description

Available FlexConlfig C FlexConfig Object
®

User Defined

Systern Defined

“a Default_DMNS_Configure

= Default_inspection_Protocol_Disable

"B Default_inspection_Protocol_Enabile

i DHCPvE_Prefix_Delegation_Configure
=% DHCPVE_Prefix_Delegation_UnConfigure
"B DNS_Configure

=7 DNS_UnConfigure

<+
2]

“Binspect_IPvE_Configure
a7 Inspact_IPvE_UinConfigure

“B1515_Configure

" Selected Prepend FlexConfigs

[ Praview Config J | Cancel |

Peliey Assignments (1)

# Mame Description
.U Selected Append FlexConfigs
i Mame Description

1 pppoe_add_sla_pppoe_config

2  pppoe_add_track_reachability

FlexConfig % B&

TER

« RTR1MRTR2% 5, 2G0/0MG0/1# 0 £#I24NVPDN4A,

 Track 2/SLA2EREREIRTR1#I A3k, pppoe client route track 2@ 18 RBF X IEERER2E B
RHES Sh R O RS BRIABE Ao

« Track 1/SLA1BRERBIRTR2H A&, trackX KRBT outside2iZ N A THAKBEE,
* pppoe client route distance 1085 18 RBH AN SR IEE 108 A EIMRTR2#EZ U K B TA RS H
, At ZEBEETRHIEE.

« Bidoutside2$EZ O 45 E + MV EE HELE T BRER,

- At , BIMPPPOEREHHARENEIRES , A ARBEPCHRESBRERHEEHRTAHAE

o

1IN

1. BN O ERTR1Z M PPPoELE :

<ttroot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=1)




SessID TunID Intf State Last Chg

12 3 outside SESSION UP 80 secs

12 4 outside? PADI_SENT 74 secs

firewall#

show vpdn pppi nterface

PPP virtual interface id =1

PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 71, Received Pkts: 71, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was del eted and pendi ng reuse

firewall#

show route

S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
REAE -

<{froot>



Mar 14 2026 22:54:46: %ASA-4-411001: Line protocol on Interface GigabitEthernet0/0, changed state to up
Mar 14 2026 22:54:50: %ASA-6-305009:

Built static translation fromoutside:0.0.0.0 to inside:0.0.0.0

Mar 14 2026 22:54:50: %ASA-6-603108

Bui |t PPPCE Tunnel, tunnel _id = 3, renpte_peer_ip = 10.10.1.1, ppp_virtual _interface_id = 1, client_d)
Mar 14 2026 22:54:51: %ASA-6-305010: Teardown static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 14 2026 22:54:52: %ASA-6-622001:

Addi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table default, on interface outside

Mar 14 2026 22:54:52: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [G0/0] tableid [O]

Mar 14 2026 22:54:52: %ASA-7-110006: Add Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 timestamp:

2. Bdoutside2#Z O E I 5SRTR2HPPPoELIE :

<#froot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=2)
SessID TunID Intf State Last Chg

12 3 outside SESSION UP 412 secs

13 4 outside2 SESSION UP 89 secs

firewall#

show vpdn pppi nterface



PPP virtual interface id =1

PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 238, Received Pkts: 238, Error Pkts: 0
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0O
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2
PPP authentication protocol is PAP
Server 1ip address 1is 172.16.1.1

Qur ip address is 172.16.1.10

Transmitted Pkts: 56, Received Pkts: 56, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 10.10.1.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
S 172.16. 253. 0 255.255.255.0 [1/0] via 172.16.1.1, outside2
RERE :

<tfroot>



Mar 14 2026 22:59:45: %ASA-4-411001: Line protocol on Interface GigabitEthernet0/1, changed state to up
Mar 14 2026 23:00:13: %ASA-6-603108:

Bui It PPPOE Tunnel, tunnel _id = 4, renote_peer_ip = 172.16.1.1, ppp_virtual _interface_id = 2, client_dy

Mar 14 2026 23:00:14: %ASA-6-305010: Teardown static translation from outside2:0.0.0.0 to inside:0.0.0.
Mar 14 2026 23:00:18: %ASA-6-622001:

Addi ng tracked route 172.16.253. 0 255.255.255.0 172.16.1.1, distance 1, table default, on interface out

Mar 14 2026 23:00:18: %ASA-6-317077:

Added STATIC route 172.16.253.0 255.255.255.0 via 172.16.1.1 [1/0] on [outside2] [G 0/1] tableid [0]

Mar 14 2026 23:00:18: %ASA-7-110006:

Add Entry:172.16. 253. 0/ 255. 255. 255. 0 nh:172.16.1.1 nh_cnt:1 flags: 0 timestanp: 339 resol ver_cnt: 0 ifcout

3. KIEMPC IP#1£192.168.1.2%]10.10.253.2F1172.16.253 .2 H4E 2. HTFPAT , capo#l
capo2:Z /R HH O OIPHEHE ( BRET M )

<tfroot>

Mar 14 2026 23:13:13: %ASA-6-305011: Built dynamic ICMP translation from

inside:192.168. 1.2/ 2668 to outside:10.10. 1. 10/ 2668

Mar 14 2026 23:13:19: %ASA-6-305011: Built dynamic ICMP translation from

inside:192.168. 1. 2/2669 to outside2:172.16.1.10/ 2669

firewall#

show cap

capture capo type raw-data interface outside [
Capturing - 456 bytes

]
match icmp any host 10.10.253.2
capture capo2 type raw-data interface outside2 [

Capturing - 456 bytes



]

match icmp any host 172.16.253.2

firewall#

show cap capo

4 packets captured

1: 23:13:13.409387

10.10.1.10 > 10.10.253.2 icnp:

2: 23:13:13.417764

echo request

10.10.253.2 > 10.10.1.10 icnp: echo reply
3: 23:13:14.409799 10.10.1.10 > 10.10.253.2 1icmp: echo request
4: 23:13:14.415978 10.10.253.2 > 10.10.1.10 icmp: echo reply

4 packets shown

firewall#

show cap capo2

4 packets captured

1: 23:13:19.500584

172.16.1.10 > 172.16.253.2 icnp:

2: 23:13:19.506321

172.16.253.2 > 172.16.1.10 icnp:

3: 23:13:20.502201 172
4: 23:13:20.508076 172

4 BHRTR1 LI 2 6B R

RTR1:

<ffroot>

echo request

echo reply

.16.1.10 > 172.16.253.2 icmp: echo request
.16.253.2 > 172.16.1.10 icmp: echo reply

B outside2$E O M PE t1#2 2 % A B B EUR Ftrack 189 1T AT S -



Mar 15 21:06:11. 608:

Bh X1 -

<tfroot>

Mar

Mar

Mar

15 2026 21:06:

15 2026 21:06:

15 2026 21:06:

15 2026 21:06:

15 2026 21:06:

15 2026 21:06:

KSEC-CSF1210-1#

show route

N4/

'

0.0.0.0 0.0.0.0 [10/0]

3=z .,

2

14:

14:

14:

14:

14:

14:

%.1 NEPROTO- 5- UPDOVN:  Li ne prot ocol

%ASA-3-317012:

YASA- 6- 622001:

YASA- 6- 317078:

Y%ASA- 7- 110007:

YASA- 6- 317077

%ASA-7-110006:

via 172.16.1.1,

on Interface TenG gabitEthernet0/0/0, changed st

Interface IP route counter negative - Ethernetl/2

Renovi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table

on [outsic

Del eted STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0]

Del

Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags: 0 timnestanp:

Added STATIC route 0.0.0.0 0.0.0.0 via 172.16.1.1 [10/0] on [outsic

Add Entry:0.0.0.0/0.0.0.0 nh:172.16.1.1 nh_cnt:1 flags:0 timestamp

out si de2

BRHERTNATIAEERE, At , IEEEFNRETA  IREENSSRER B BE, X

BRE,

X AR A B EREMW, BIE R NIEERIRE | FERE AEERITER,

wn

REAFHEEENANHRENFEE , WNREEHFHNEETR , NibBEat R FEEXE |, 2
EREMEERAEREFNEH. SR

https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-

Z/m ta-tk.htmIA 2o E R .



https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/m_ta-tk.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/m_ta-tk.html
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ASA Bl &

<ffroot>



interface GigabitEthernet0/0
nameif outside
security-level 0

pppoe client vpdn group RTRL

pppoe client route track 2

ip address pppoe setroute

interface GigabitEthernet0/1
nameif outside2
security-level 0

pppoe client vpdn group RTR2

pppoe client route distance 10

pppoe client secondary track 2

ip address pppoe setroute

vpdn group RTR1 request dialout pppoe
vpdn group RTR1 Tocalname pppoe

vpdn group RTR1 ppp authentication pap
vpdn group RTR2 request dialout pppoe
vpdn group RTR2 Tocalname pppoe

vpdn username pppoe password #¥¥¥*

sla monitor 2

type echo protocol ipIcmpEcho 10.10.1.1 interface outside
num-packets 2

timeout 5

frequency 5

sla monitor schedule 2 Tife forever start-time now

track 2 rtr 2 reachability
object network net-192.168.1.0
subnet 192.168.1.0 255.255.255.0

nat (inside,outside) source dynamic net-192.168.1.0 interface
nat (inside,outside2) source dynamic net-192.168.1.0 interface

FTDE.&



AF5 B A0 H outside2(% 14) 3 O & B pppoe client secondary track x@i . HFFMC UIXERX
BFEFImETRYIRER , B L X400 6 A FlexConfig.

EBHNBREEEREE , @FEPPPoEEE. BHE%,
BEREZEUTILA :

1. FlexConfigilRBEEERBE MM AR, SR IFlexConfigtREEF B EIEH. FIE
BHRESSBEERY , NTTERMERE, A, FZRREEDE , FHNSE
FlexConfigEE Xk , M~ BiEH i KRB E 5,
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FlexConfigHi & 5 Bk
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Edit FlexConfig Object ®

Name:

|' pppoe_add_secondary |

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

| Deployment: | Once v Type: | Append

SLAKIFlexConfig

2.8 B — /1 FlexConfigXt R LABL Etrack 2 rtr 2 reachabilityin &, # R Deploymenti&iE H
Everytime , # & Typei% & I Append:



Edit FlexConfig Object

M

pppoe_add_track_reachability

Description:

A Copy-pasting any rich text might inroduce ling breaks while generating CLI. Please verily the CLI before deployment.

Insert v | E] Deployment: | Everytime v Type: | Append
seack 3 rir @ oseschabality

A FRRERAIFlexConfig

3N FARMEIFlexConfigK b, HWRERIS ( &5 ) FMAtrack 2 rtr 2 reachability i ST R , ¥

LB KR -

fx1

Enter Description

availabie FlexConfig & Rl “ii Selected Prepend FlexConfigs

®

# MName Description

Preview Config ] [ Cance

Policy Assignmants (1)

User Defined

o

"0 pppoe_add_sla_pppoe_conlig

= pppoe_remave_config

+ Systam Dafined
“f DefaultDNS_Configure
=¥ Default_lnspection_Protocol_Disable
“f Default_inspection_Pratocol_Enable
“BOHCPVE_Prefic_Delegation_Configure
=9 DHCPVE_Prefic_Delegation_UnConfigurd
"B DNS_Configure
=9 DNS_UnConfigure

a .7 Selected Append FlexConfigs

2 # MName Dascription

1 pepot_add_secondary

“Binspect_IPvE_Configure
2 pppoe_add_track_reachability

=% Inspect_IPvE_UnConfigure

FlexConfigZk B&

FERK
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<tfroot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=1 sessions=1)

SessID TunID Intf State Last Chg
13 3 outside SESSION UP 72 secs
firewall#

show vpdn pppi nterface

PPP virtual interface id = 1
PPP authentication protocol is PAP
Server ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 60, Received Pkts: 60, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was del eted and pendi ng reuse

2 B AEBEOTIRTRIMIPPPOEAE LM ( Hiltn , ATFWEEOREBHE ) . BEiJoutside2dE
027 BIRTR2HIPPPOEA I,

RERE

<{froot>

Mar 14 2026 23:40:50: %ASA-3-403503: PPPoE:PPP Tink down:Peer not responding
Mar 14 2026 23:40:50: %ASA-3-403503: PPPoE:PPP Tink down:
Mar 14 2026 23:40:50: %ASA-3-403503:

PPPoE: PPP | i nk down: LCP down



Mar 14 2026 23:40:50: %ASA-6-603109:

Tear down PPPOE Tunnel, tunnel _id = 3, renote_peer_ip = 10.10.1.1

Mar 14 2026 23:40:50: %ASA-6-305009: Built static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 14 2026 23:39:44: %ASA-4-411002:

Li ne protocol on Interface G gabitEthernet0/0, changed state to down

Mar 14 2026 23:39:44: %ASA-7-713906: IKE Receiver: Interface 3(outside) going down
Mar 14 2026 23:39:44: %ASA-3-317012: Interface IP route counter negative - GigabitEthernet0/0
Mar 14 2026 23:39:44: %ASA-6-317078:

Del eted STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [G0/0] tableid [O]

Mar 14 2026 23:39:44: %ASA-7-110007: Del Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 timestamp:
Mar 14 2026 23:39:48: %ASA-6-622001:

Renmovi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table default, on interface outside

Mar 14 2026 23:39:48: %ASA-6-305009: Built static translation from outside2:0.0.0.0 to inside:0.0.0.0
Mar 14 2026 23:39:48: %ASA-6-603108:

Bui It PPPOE Tunnel, tunnel _id = 4, renote_peer_ip = 172.16.1.1, ppp_virtual _interface_id = 2, client_dyr

Mar 14 2026 23:39:48: %ASA-6-317078: Deleted CONNECTED route 172.16.1.10 255.255.255.255 via 0.0.0.0 [O
Mar 14 2026 23:39:48: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 172.16.1.1 [10/0] on [outside2] [GO0/1] tableid [0]

Mar 14 2026 23:39:48: %ASA-7-110006: Add Entry:0.0.0.0/0.0.0.0 nh:172.16.1.1 nh_cnt:1 flags:0 timestamp

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=1)

SessID TunID Intf State Last Chg
13 3 outside PADI_SENT O secs

14 4 outside2 SESSION UP 82 secs



firewall#

show vpdn pppi nterface

PPP virtual interface id = 1 was del eted and pendi ng reuse

PPP virtual interface id = 2
PPP authentication protocol is PAP
Server 1ip address 1is 172.16.1.1

Qur ip address is 172.16.1.10

Transmitted Pkts: 56, Received Pkts: 56, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 172.16.1.1 to network 0.0.0.0

S 0.0.0.0 0.0.0.0 [10/0] via 172.16.1.1, outside2

S 172.16. 253. 0 255.255.255.0 [1/0] via 172.16.1.1, outside2
C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside

3. KIEMPC IP#31£192.168.1.2%110.10.253.251172.16.253 2 BiE 2. HTFEREERW , FIEH
FEaBESoutside2E O K%, A , BHTFPAT , capo2 capof /R O OIPHsiE ( BREF#ht ) -



<ffroot>

Mar 14 2026 23:46:07: %ASA-6-305011:

Built dynamic ICMP translation frominside: 192. 168. 1. 2/ 2677 to outside2: 172. 16. 1. 10/ 2677

Mar 14 2026 23:46:09: %ASA-6-305011:

Built dynamic ICMP translation frominside: 192. 168. 1. 2/ 2678 to outside2: 172. 16. 1. 10/ 2678

firewall#

show cap

capture capo type raw-data interface outside [Capturing - O bytes]
match icmp any host 10.10.253.2
capture capo2 type raw-data interface outside2 [

Capturing - 912 bytes

1
match icmp any host 172.16.253.2
match icmp any host 10.10.253.2

firewall#

show cap capo2

8 packets captured

1: 23:46:07.533694

172.16.1.10 > 172.16.253.2 icnp: echo request

2: 23:46:07.541842

172.16.253.2 > 172.16.1.10 icnp: echo reply

3: 23:46:08.534075 172.16.1.10 > 172.16.253.2 icmp: echo request
4: 23:46:08.540621 172.16.253.2 > 172.16.1.10 icmp: echo reply
5: 23:46:09.773031

172.16.1.10 > 10.10.253.2 icnp: echo request

6: 23:46:09.780034



10.10.253.2 > 172.16.1.10 icnp: echo reply

7: 23:46:10.773946 172.16.1.10 > 10.10.253.2 icmp: echo request
8: 23:46:10.778569 10.10.253.2 > 172.16.1.10 icmp: echo reply

4AMEBIIEBEOMNKE , EMEVFRTR1NPPPoERE, Bidoutside2#% O MY 2 FF IR B
MESEERRES:

<ffroot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=1 sessions=1)

SessID TunID Intf State Last Chg
17 3 outside SESSION UP 89 secs
firewall#

show vpdn pppi nterface

PPP virtual interface id = 1
PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 58, Received Pkts: 58, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0O
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was del eted and pendi ng reuse

firewall#

show rout e



S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
REAE -

<#root>

Mar 15 2026 00:04:36: %ASA-4-411001:

Line protocol on Interface G gabitEthernet0/0, changed state to up

Mar 15 2026 00:05:27: %ASA-6-603108:

Bui |t PPPOE Tunnel, tunnel _id = 3, renpte_peer_ip = 10.10.1.1, ppp_virtual _interface_id = 1, client_dynz:

Mar 15 2026 00:05:35: %ASA-6-622001:

Addi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table default, on interface outside

Mar 15 2026 00:05:35: %ASA-6-603109:

Tear down PPPCE Tunnel, tunnel _id = 4, renote_peer_ip = 172.16.1.1

Mar 15 2026 00:05:40: %ASA-6-622001:

Renmovi ng tracked route 172.16.253. 0 255.255.255.0 172.16.1.1, distance 1, table default, on interface ot

Mar 15 2026 00:05:40: %ASA-6-317078:

Del et ed STATIC route 172.16.253.0 255.255.255.0 via 172.16.1.1 [1/0] on [outside2] [G0/1] tableid [O]

5.M\PC IP#1£192.168.1.2%110.10.253.2F1172.16.253. 2y Biid @@ JoutsidedE O ( EBER ) Kk
, le4h , BHFPAT , capture capo& /R tH OO IPH#siE ( BRET ik )

<{froot>



Mar 15 2026 00:17:27: %ASA-6-305011:

Built dynamic ICVWP translation frominside:192.168. 1.2/ 2685 to outside: 10. 10. 1. 10/ 2685

Mar 15 2026 00:17:29: %ASA-6-305011:

Built dynamic ICVWP translation frominside:192.168. 1.2/ 2686 to outside: 10. 10. 1. 10/ 2686

firewall#

show capture

capture capo type raw-data interface outside [

Capturing - 912 bytes

]
match icmp any host 10.10.253.2
match icmp any host 172.16.253.2
capture capo2 type raw-data interface outside2 [Capturing - 0 bytes]
match icmp any host 172.16.253.2
match icmp any host 10.10.253.2

firewall#

show capture capo

8 packets captured

1: 00:17:27.680247

10.10. 1. 10 > 10.10.253.2 icnp: echo request

2: 00:17:27.688761

10.10.253.2 > 10.10.1.10 icnp: echo reply

3: 00:17:28.680415 10.10.1.10 > 10.10.253.2 1icmp: echo request
4: 00:17:28.683405 10.10.253.2 > 10.10.1.10 icmp: echo reply
5: 00:17:29.732673

10.10.1.10 > 172.16.253.2 icnp: echo request

6: 00:17:29.739799



172.16.253.2 > 10.10.1.10 icnp: echo reply

7: 00:17:30.732979 10.10.1.10 > 172.16.253.2 icmp: echo request
8: 00:17:30.736656 172.16.253.2 > 10.10.1.10 icmp: echo reply

8 packets shown
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https://tools.cisco.com/bugsearch/bug/CSCwt39430
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