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ASA ACME Client ACME Server

(1) Initiate certificate request for fj-asav.example.com

(2) HTTP-01 Challenge: put xyz at http://fj-asav.example.com/abc

-l —

(3) Prepare Challenge Response

ASA Web Service

(4) Port 80 web query for challenge (http://fi-asav.cisco.com/abc)

-+ —

(5) xyz

ASA ACME Client

(6) Issued certificate
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- SfnZlConfiguration > Remote Access VPN > Certificate Management > Identity

Certificates.
- BHAJdIRH , ARFIEEAJd a new identity certificate,
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Device List o i X
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Find: Go
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Hetwork (Client) Access Decryption Passphrase:
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AddLocal Users
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A Certificates Key Pair: <Defaul-RSA-Key = ~ Shawe. .. Mew...
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5
2.2 Load Balancing Certificate Act as local certificate authority and issue dynanic certificates to TLS-Proxy
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1 [ Advanced Repeal Advanced. .,
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WWeak Cryphe
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] Add Certificate Cancel Help
& Device Setup Public CA End

Get your Cisco ASA seourity appliance up and running quickly with an 551 Advantage digital certificate from Entrust, Entrust offers Cisco customers a special promokional
g} Firewall price for certificates and trial certificates For testing.

Remote Access VAN
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EL Devvice Management
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2. BEHHIEFHAIFQDN,

. B Advancediél,
+ fECertificate Parametersit T , I§EIE P LM EFHIFQDN,

Advanced Options %

Enrolliment mode pararmeters and SCEP challenge password are not available For self-signed certificates.

Certificate Parameters  Enrollment Mode  SCEP Challenge Password

FQDM: Fi-asav.example. com

Additional FQDMs:
E-mnail:
IP address:

[ ]Include serial number of the device

] 4 Cancel Help

ACME;#ASDM FQDN,

3UEFRACMEME R EMD L

« FEEnroliment Modei® T+ T , i£#FRequest from CA £,
+ ¥§ESource Interface ik #FacmetE N Enroliment Protocol,



Advanced Options

X

Enrollment mode parameters and SCEP challenge password are nok available for self-signed certificates.

Certificate Parameters  Enrollment Mode  SCEP Challenge Password

() Request by manual enrollment

(@) Request from a CA

Source Interface: |outside

e

Enrolment Protocol : | acme « | [ | Let's Encrypt  https: /|

Authentication Metho

Key Pair: (@) RSA

. acme

[ ] Regenerate the key pair

[ ] Install CA Certificate

4 Cerkificate:

[ ] Auto Enroll - Auto Enroll Lifetime

Modulus ;512

ik,

ACMES¥ I ASDM acmetil, &

[ 10-997)%,

Zancel

«w  Buthentication Interface: |-- None -- o

Browse Certificate

Auto Enroll Regenerate Key

Help

4.3% 3 Let's Encrypt , MEIEF HLet's Encrypt A #HCAZE, BN , FIEE X IFACMEEMHHILEY
AEPCARIURL, BEFL , $87EAuthentication Interface,



AR EHLet's EncryptE%kER , FEHEFXRSFH[URL,

Source Interface: outside e

htbps: ff | com: 4001 facmefacmedireckory

Enrollment Protocal : acme | [ ] Let's Encrypt

Authentication Method:  http01 - Authentication Interface: | oukside e

5. 2K CAIEH,
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N s MBECATREEETFREMHAE L ( REUMNLESNTEEES ) | NEEskS
LT, HUHE%E B Install CA Certificate 1% 4E

A EE : E#ELet's Encrypti WAt |, iHEUHEHF Install CA Certificate Z1%£4E , FHLet's
EncryptfViRCAIE B EBEEZ B XIEE T,

(&) Advanced Options X

Enrolment mode parameters and SCEP challenge password are not available For self-signed carbificates.

CertFicate Parameters Enrolment Mode  SCEP Challenge Password

(") Request by marual envoliment
() Request from a Ca
Source Intesface: |outside w

Enrollment Protocal : |acme « | [ ] Let's Encrypt  https:| [ca-acme.example)com: 40011 acme):

Autherticabion Method: hktpDl « | Authenbication Inkerface: oubside W

Key Pair: (®)RSA ()ECDSA  Moduus: 512

|+ Regenerabe the key pair

[+] Install CA Certificate

_A Certificate: | (C:\Users\AdministratoriDeskloplsubca_acme_pr Browese Certificabe

[+ Buto Ervoll Auwko Enrcll Lifebime : |80 | {10-99)% [ | Awto Enrol Regenerate Key

QK Cancel Help

ACMEXIASDM CAR %,

6. ( FIik ) N EHIEHE B Az,



1% F1 Auto Enroll & 1% 4E 18 EAuto Enroll Lifetimef B 23 Lt

LR BRI B ER M B3 E1T. ZES HBEIEB ML RET BAVEE, iz, a0
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[5] Advanced Options =

Enrollment mode parameters and SCEP challenge password are not available for self-signed certificates.

Certificate Parameters  Enrallment Mode  SCEP Challenge Password

() Request by manual enrollment
(@) Request from a CA
Source Interface: | outside -

Enrollment Protocol 1 acme | [ | Let's Encrypt  https:ff |https:ffca-acme. example.com:4001

futhentication Method: | http0l - | Authentication Interface: | -- Mone -- e

Key Pair: (@ RSA (JECDSA  Modulus: 512

Install CA Certificate

A Certificatbe: | CriUsersiadministrator Deskboplsubca_acre, crt Browse Certificate

Auko Enroll  Auto Enroll Lifetime @ 80 || {10-99)% [ | Auto Enroll Regenerate Key

2K, Cancel Help
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BIREE S HIEEacmetE R EMBIL

<{froot>

asav(config)# crypto ca trustpoint private_acme
asav(config-ca-trustpoint)# enrollment protocol ?

crypto-ca-trustpoint mode commands/options:

acrme Automatic Certificate Managenent Environment

cmp Certificate Management Protocol Version 2
est Enrollment over Secure Transport
scep Simple Certificate Enrollment Protocol

2B A TR EEHN S ARIEMNHTTP-015 %,

asav(config-ca-trustpoint)# enrollment protocol acme authentication ?
crypto-ca-trustpoint mode commands/options:

http0l Use the HTTP-01 method, which opens port 80 on the specified
interface

3ERUERENIMBZENACME CA”, MIRFERAZIFACMEMNE S —/NCA |, BRHEMEMAURL,

asav(config-ca-trustpoint)# enrollment protocol acme url ?

crypto-ca-trustpoint mode commands/options:
LINE < 477 char URL
LetsEncrypt Use the Let's Encrypt CA



AEE  BLELetEncryptxBF AT , N B3NEFLet's EncrypthRFEFURL,

4. EXRSAZSAX, T2REHA(FQDN)MIEHHEREE .

crypto ca trustpoint private_acme

enrollment interface outside

enrollment protocol acme authentication http0l outside

enrollment protocol acme url https://ca-acme.example.com:4001/acme/acme/directory
fgdn fj-asav.cisco.com

subject-name CN=fj-asav.example.com

keypair rsa modulus 4096

auto-enroll 80 regenerate

crl configure



5. WUEE1E R

~ AR MRCABFET LM AE LR EFEALet's Encryptdy , AJBkE L5 HR,

asav(config)# crypto ca authenticate private_acme
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIBwzCCAWqgAwIBAgIQedxaTD0J1G6tLgAGti6tizAKBggghkjOPQQDAjASMRAW
DgYDVQQKEwdjYS1hY21TMRgwFgYDVQQDEW9jYS1hY211IFJvb3QgQOEwWHhcNMjQx
[truncated]
ADBEAiB7S4YZfn0K82K2yz5F5CzMe2t98LCpLRZzoPIXMo7umlAIgH+K8EZMLSstLN
AJQopTlycJENo5D7kUmVrwUBBjREqVII=

————— END CERTIFICATE-----

INFO: Certificate has the following attributes:
Fingerprint: 40000000 40000000 40000000 40000000
Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

6. EMIES.

asav(config)# crypto ca enroll private_acme

% Start certificate enrollment ..

% The subject name in the certificate will be: CN=fj-asav.cisco.com

% The fully-qualified domain name in the certificate will be: fj-asav.example.com

% Include the device serial number in the subject name? [yes/no]: no

Request certificate from CA? [yes/no]: yes

10E
EEASAF REMIES

FIAUE+ BRI UELT B H#,

asav# show crypto ca certificates private_acme

CA Certificate

Status: Available

Certificate Serial Number: 79d0000000000000000000008b
Certificate Usage: General Purpose



Public Key Type: ECDSA (256 bits)

Signature Algorithm: ecdsa-with-SHA256

Issuer Name:

CN=ca-acme Root CA

O=ca-acme

Subject Name:

CN=ca-acme Intermediate CA

O=ca-acme

Validity Date:

start date: 23:20:19 UTC Nov 26 2024

end date: 23:20:19 UTC Nov 24 2034

Storage: config

Associated Trustpoints: private_acme

PubTlic Key Hashes:

SHA1 PublicKey hash: 8c82000000000000000000000000000000000077
SHA1 PublicKeyInfo hash: 974c0000000000000000000000000000000009el

Certificate

Status: Available

Certificate Serial Number: 666000000000000000000000000000be
Certificate Usage: General Purpose

Public Key Type: RSA (4096 bits)

Signature Algorithm: ecdsa-with-SHA256

Issuer Name:

CN=ca-acme Intermediate CA

O=ca-acme

Subject Name:

CN=fj-asav.example.com

Validity Date:

start date: 20:51:00 UTC Feb 14 2025

end date: 20:52:00 UTC Feb 15 2025

renew date: 16:03:48 UTC Feb 15 2025

Storage: immediate

Associated Trustpoints: private_acme

PubTlic Key Hashes:

SHA1 PublicKey hash: e6e00000000000000000000000000000000089a
SHA1 PublicKeyInfo hash: 5e30000000000000000000000000000000009f

REHEEH
REFHAEPEHOIRE AL , ATHREMACMEMNIEHEMBRBH -

« 717067 : REACMEIE B EAHMART BB HIE R

%ASA-5-717067: Starting ACME certificate enrollment for the trustpoint <private_acme> with CA <ca-acme.

« 717068 : 2 HACMEIEH E A et 5 Zh Y {E B2

%ASA-5-717068: ACME Certificate enrollment succeeded for trustpoint <private_acme> with CA <ca-acme.exal



e 717069 :

%ASA-3-717069:

« 717070

%ASA-5-717070:

U HEER

REACMESEM K M BT RE B

ACME Certificate enrollment failed for trustpoint <private_acme>

R SIEREMFIEBEITHBATEXRNES

Keypair <Auto.private_acme> in the trustpoint <private_acme> is regenerated for <manual>

WMRACMEEFIEM AW |, BE BT ZERKIR B M AR R R
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- BASAANR  RIEGERKPEENAMEEHRRETAREHNEMAE, XAIBRACMERS =R

AR AT B AN o
HEHRRE T
BXHEMELR , HWET —Ndebug® P -

» debug crypto ca acme <1-255>
» debug crypto ca <1-14>
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