F FAFMTIFASAE B ZlFirepower B i B (FTD)
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BEEER
JRERASAConfiguration 3
ASAS HPKHF B H S A B O
#®RAnyConnectBi B HFELE X #
BB

AN ETFRTE
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RN B/ Cisco BN Z 218 % (ASA)IE B B Cisco Firepower B % &I 12,

SRS
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BREBUETHRENB A ERBHEHFTD)MEENZEIREZ(ASA).
= A A G

AXEPWEEETUTHREME AR

« TFirepoweriE# T E(FMT)v7.0.18Mac OS
- BENZLIRZ(ASA)NVI.16(1)

o ZEPHAIBEEHO(FMCv)V7.4.2

o TPy X IBER B E #L((FTDV)V7.4.1

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZHENERAR
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AN EAERIHE

- BRBEERNZEIREZ(ASA)S. AR E FRA
o REPHAEEEFO(FMCV)IRAG.2.35 E & MR A

P KT TEXEUATRESIX

- ERIASA(8.4+)

« W FPSHICisco ASA(9.2.2+)

- BRZREPHAIBRREERR(7.2+)
. RS (75-r77)

« BRER(r80)

» Fortinet(5.0+)

- Palo Alto Networks(6.1+)

=Iﬁbi1l=l %\

HEEBASABE 2B , BIMITULTIESD

FREVASARL & X4

EFBASAIERE , BEA2E S M show running-configsk 218 S 3 K show tech-supportIREXEL B
, BHBEN cfgitxtX ¥ , REFEALEBAEIB T ENEAHMEITTEN,

MASAS HPKIERH S AEEH L

55 A bt 7 15 08 3 CLINF T B 4R MY PKIE B MIRASAEL B & i BIPKCS 12304

ASA(config)#crypto ca export <trust-point-name> pkcs12 <passphrase>

RiE , FPKIEBEABER L (NREEPKIFNR ) . BXFARFE , 55 HFirepowerEE 0
ELEEEFHIPKIT R,

1 ZRAnyConnectE X # 2 FE & 34

AnyConnectBt EX 42 AEN , BN EBRRLORNTLHAIEEIBITE L,

FRALGSEMENSRGESMNRASAE #IRIFTPERTFTPARS 28
SH<BENXHFMNE  IRXHEE> <Bir>

ASA# copy disk0:/anyconnect-win-4.10.02086-webdeploy-k9.pkg tftp://1.1.1.1 <-----& #l
AnyconnectfB 428 Rl

ASA# copy disk0:/ external-sso- 4.10.04071-webdeploy-k9.zip tftp://1.1.1.1 <-----& HI S\ EB X ¥E BF 5K
Har =B,


https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000b21
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000b21
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000b21

ASA# copy disk0:/ hostscan_4.10.04071-k9.pkg tftp://1.1.1.1 <--—---& #lHostscan 42 19 7R~ Hl,
ASA# copy disk0:/ dap.xml tftp://1.1.1.1. <-----& HlDap.xmI#y 7Rl

ASA# copy disk0:/ sdesktop/data.xml tftp://1.1.1.1 <--—--& #lData.xmI#y =5l

ASA# copy disk0:/ VPN_Profile.xml tftp://1.1.1.1 <& #lAnyconnect®----- S48 R~ 61
FTERNHETSAEEROLIREE > VPN > AnyConnectX ).

a-Dap.xmlIF]Data.xml24 7 MReview and Validate > Remote Access VPN > AnyConnect FileZf 589
T RIBIBRTE LEAREEDD,

b-AnyConnectBl E X A A B3 A FIEE DL, A LUBE MBI > ZEIFRIVPN >
AnyConnectX 7N LB X IBEIRITE L&,

[
B iE DB

1. T8 BRERGPOLHRFHFirepoweriFB T E .

Downloads Home [ Security f Firewalls | Secure Firewall Migration Tool / Firewall Migration Tool (FMT)- 7.0.0
S Search.. Secure Firewall Migration Tool
Expand Al Collapse All Release 7.0.0 Related Links and Documentation

& My Notifications
for 7.0.0

Latest Release hd A
Install and Upgrade Guides
7.0
All Release A
; V File Infermatien Release Date Size
Fir 7.0.0.1 for Mac 04-Sep-2024 4157 MB R 1
7.0 Fire 0.0.1-11241.command
Ak
7.0.0
i Migration Tool 7.0.0.7 for Windows 04-Sep-2024 30,64 MB + \.3' .
Fire Migration_Tool_v7.0.0.1-11241 . exe
Bk
.0.0 for Mac 05-Aug-2024 41.55 M8 i '\_: .
n_Tool_v7.0=11136.command
0.0 for Windows 05-Aug-2024 39.23 MB & \_,-' .
VI 0-11136.ax8
b N
BHUETH

2. B Bl FEEITEAY XA,



" NON | 4 Downloads

Favourites Name Size
@ AirDrOp  Nj_Lai_1vduel (2).usel.)s

- fmc_License(1).log

wblv-ip-fw-2-pri-show-tech (3)(1).cfg

@ Recents VPN_conf.txt

> T resources

2. Applications

(=] Desktop i
app_config.txt
[ Documents Firewall_Migration_Tool_v7.0-11136.command
@ Downloads - fmc_License(1)(1).log
unparsed.txt
Xt

" NON | wdhaar — Firewall_Migration_Tool_v7.0-11136.command — Firewall_Migr... |

ontext migration.'], 'FDM-managed Device to Threat Defense Migration': ['migrate

the Layer 7 security policies including SNMP and HTTP, and malware and file pol
icy configurations from your FDM-managed device to a threat defense device.'], '
Third Party Firewall to Threat Defense Migration': ['Check Point Firewall - migr
ate the site-to-site VPN (policy-based) configurations on your Check Point firew
all ( R80 or later) to a threat defense device (Version 6.7 or later)', 'Fortine
t Firewall - Optimize your application access control lists (ACLs) when migratin
g configurations from a Fortinet firewall to your threat defense device.']}, 'se
curity_patch': False, 'updated_date': '25-1-2024', 'version': '6.0-9892'}}"

2025-01-16 16:51:36,906 [INFO | views] > "The current tool is up to date"
127.0.0.1 - - [16/Jan/2025 16:51:36] "GET /api/software/check_tool_update HTTP/1
.1" 200 -

2025-01-16 16:51:40,615 [ | 1>

2025-01-16 16:51:40,622 [INFO | common] > "proxies : {}"

2025-01-16 16:51:41,838 [INFO | common] > "Telemetry push : Able to connect t
o SSE Cloud server : https://sign-on.security.cisco.com"

127.0.0.1 - - [16/Jan/2025 16:51:41] "GET /api/eula_check HTTP/1.1" 200 -
2025-01-16 16:51:41,851 [INFO | cco_login] > "EULA check for an user"
2025-01-16 16:51:46,860 [ | 1>

2025-01-16 16:51:46,868 [INFO | common] > "proxies : {}"

2025-01-16 16:51:48,230 [INFO | common] > "Telemetry push : Able to connect t
o SSE Cloud server : https://sign-on.security.cisco.com"

iZ?.G.B.l - — [16/Jan/2025 16:51:48] "GET /api/eula_check HTTP/1.1" 200 -

7HAa1e%
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alvale g S
eiseo Firewall Migration Tool

END USER LICENSE AGREEMENT

Migrate policies from Cisco ASA or Cisco ASA with FPS
or Check Point or PAN or Fortinet to Cisco FTD

TRés 5 an agreement between You and Cisco Sysiems, Inc. of iis afikales (*Cisoo”) and govers your Lise of Gisoo Software

You “Four means the indnidual of kegal ent ng the Softwane under this EULA. “Use” or Using” 510
oWRIGa, INSTAN, BCINLE, BC0ESS OF CINEIWESE USE AAre. “SOMWRE" MEANS e CISCO COMUIET OIS and any
Upgrades made avalablé 16 You by a0 Appioved Source and besrsid 16 You by Cisea. “Decumentalon’ i the Cises wser of - ]

g MAENAls, SPECACIIONS. 07 OINET BOCUMENEIoN appacatie 10 the Softwan: and made Jvalabic 1
} the Ciscn aumhonzed fesabar, dish o gyl
Ifiegraton Trom WhOM Y0U acquined the Software, “ENtement” means the loense detal NCIUING BoEnse MEN, tus
ANl (ueanity provided in @ prodiact |0 (PID) putitshed on CiSCo's prce |51, CLam cermficaie of ight bo use notincansn

“Upgraces’ means all UDAAIES, UpQrates. bug S0es, ET0r COMECions, enhancements and olher modEcations to the Software

AN backup Copees. thereal. TS agreemant. & SUppemental Boense Werms and any Speck: poduct 1enms at -

Wi CISC0,COMAoSOMmanetens [coliectively, the "EULA’) gavern Your Use of the Software

1. Accaptance of Terms. By Lising the Software, You agres b be bound & lerms of he EUILA_ If you afe entering into

his: EULA on bekalf of an enly. you represent that you have auhargy 1o bind that enbity. f you do nok Fame such authority or

VO 30 oL BREe 10 e 1EMS of the EULA, hefne T EhE ENlity My Lisa e Sofware and f e PRbLTIE b et

Approwed Sourte for a refund within thirty {30) days of the date you acquited the Sofwane or Cisco product. Your ight to

redum) il refund appes only if you ane the onginal end user koensee of the Software Extract Source Information
2. Licknss. Subect 10 payment of the applcabie fees and compkance with this EULA. CHC0 grans You 2 Bmied, non-

ExXCIUSHE AN ROn-ransferabie IoErse 10 Lise oBReCt £ofe Versions of e Software and e Documentatian sekly for Your Ty, Racnrial Bcmetin e R iy
Ml DRETARGRS and In ACCoRtance wih the Entmement and the Documentation. CISco IERSES You the right to Use only

i Sfracasn Vi 2 freven, an dentrusn S | ke contean in anekeahle o Yo ain el Besead o] o e Z { e >

| hawe: read the content of the EULA and SEULA and agres 1o temms isted

EULA

4. ERBRWCCOK &S , A HFMT GUIREE REWebRI K37 L.

min
cisco

Security Cloud Sign On

Email

| l

Continue

Don't have an account? Sign up now
Or

Other login options

System status  Policy statement

FMT& &

5. R BRI BHIRE XiE.



cisco Firewall Migration Tool (Version 7.0)

Select Source Configuration @

Source Firewall Vendor

Select Source

Cisco Legacy Firawalls

Cisco ASA (B.44)
Cisco ASA (9.2.2+) with FirePOWER Sarvicas

Clsco Secure Firewall Device Manager (7.2+)

Third Party Firewalls

Check Point (r75-r77)
Check Point (r80-r81)
Fortinet (5.0+)

Palo Alle Matworks (8.0+)

REA K 1

20000

Cisco ASA (8.4+) Pre-Migration Instructions

@ This migration may take a while. Do not make any changes to the Firewall Management Center (FMC) when migration is in
progress.

Session Telemetry:

Cigeo collects the firewall telemetry set forth below in connection with this migration. By completing the migration, you consent to
Cisco's collection and use of this telemetry data for purposes of tracking and following up on firewall device migrations and performing
related migration analylics.,

Acronyms used:

FMT: Firewall Migration Tool FMC: Firewall Management Center

FTD: Firewall Threat Defense

Before you begin your Adaptive Security Appliance (ASA) to Firewall Threat Defense migration, you must have the fellowing items:

# Stable IP Connection:
Ensure thal the connection is stable betwean FMT and FMC.

® FMC Version:
Ensure that the FMC version is 6.2.3 or later. For optimal migration time, improved software quality and stability, use
the suggested release for your FTD and FMC. Refer to the gold star on CCO for the suggested release.

® FMC Account:
Create a dedicated user account with administrative privileges for the FMT and use the credentials during migration.

® FTD (Optional):
To migrate the device configurations like interfaces, routes, and so on, add the target device to FMC. Skip this step if
you want to migrate only the shared configurations like objects, NAT, ACL, and s0 on.

6. EFATREEENREA Z.
1. F3) &R ERERunning Confighh“.cfg” 3. ixt" & = L E ASAR X 4,
2. EEBIASAERM A G REEE.

cleen Firewall Migration Tool

000

2 3 4 5 &
[P RP—— St gt I — [P N —— O S— Compie igraten
-
- . Source:
Extract Cisco ASA (8.4+) Information © e
Extraction hathods w
Marual Upleasd Conmect to ASA
Fis formal i ' g o0 " bt Enler Ihe management 1P addiéss and conned using admin
Credensals
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For Single-contex! upload Show naning IF format showid be: <P Ports
A Donotupioad hand coded configurtions ASAIP AddiessHosiname
192 168.1.20
~ . ™
Upload ) | Canmect )
P
¢ e

E3:)1

o



AR BEARHIR , EEEEZFIASA,

7. B AE ERFNEERERS RAEHER , BRENexto



I' Firewall Migration Tool

cisco
Extract Cisco ASA (8.4+) Information
ASA IP Address: 152 168 1
Single Context Mode:
Parsed Summary
Collect Hicounts:
a8 2
s st O
BaF
0 1
o -
BE

8AREMATEIBM BIRFMC,

REFMCHIP, E2TF—IMRHEEQD , RREMAFMCHEREIL.

didh Firewall Migration Tool

Select Target

-:ﬁ On-Prem/Virtual FMC Cloud-deliversd FMC

1 FTD(s) Found

FMC IP

9. (it ) EBREFANBIRFTD,
1. MBIEFTIRBEIFTD , FEFREFEHWFTD,
2. QU%Z:FE\EFH FTD , E_[Lj\iﬁglttﬁiﬁﬁﬁoceedwithout FTD
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el Firewall Migration Tool

Select Target ©

l Firewall Management

FMC WP AddressiHosEname;

Choose FTD

192 168118

(=) Select FTD Device

FTD (192 168.4,97) - ViMWare (Native}

B#sFTD

Proceed winout FTD

10. EREIBNEE , RREE LSERIET.

alvale g = :
(ISCL Firewall Migration Tool

Select Target ©

| Firgwall Management

FMGC IP Acdressisostname:

T92.1681.18

|CnmseF"|’D

Selecied FTD; FTD

| Select Features

Device Configuration

Interiaces

Fowes

Stalic

BEE

Shared Configuration

Aeress Contred
Populate desInaton Securlty Tones

Route-lookup laghc is lmited i Stalic Routes and Connecied Roules. POR, Dynamic Boules
B HAT are not considered

BAigrate unneted ruks a5 Prefner

Resmatn Access VPH migration bs sepported on FMCFTD T2 and abaove.

1. FF 1B BB MASARR NFTD,

Optimization
Migrate Crly Referenced Objcts

Obpect Group Search (1)

Inline Grouping
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clsco

@
-—— )
Select Target Source:
8 )
FMC [P AgdressHostRsme: 192 16811
0050 FT S )
Selected FTD:
F 5 ]
g "
TR

12. BERE , CHER—NMEHER , HPISEEBHONR (NETHEYE ) IRE,
1. 8t A LA 2 HiDownload ReportIERN BT BB ER E,

‘elsen’ Firewall Migration Tool 000
Select Target Source:
Maj : 3 ]
FMC P Address. Ll
[ 5 |
Selected FTD:
= Fe 3
v
0 0 1 0 0
HNeawork O :
0 1 1 0 0
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TEMmE
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clsco Pre-Migration Report

L. Crverall Summary:

A ssmmsmary of the isppérted ASA configuratien clements thil 230 b ieten

10 10 Fireporwes Thieat Defense

Collection Mesbod Comneet ASA
ASA Configunteon Name asalive clscoasa 20725.01-18 02.04-31bet

vmtle

a18(1)
54 Hentrs Nt Avaslable

ASA Device Model ASAY, 2048 MB RAM. CPU Xeom 4100 6100 8100 sevies 2200 MHz

Consst Feanuse e

IP SLA Mositer

Total Extesded ACES ]

ACEs Migraabie 0

Sae bo Sibe VPN Tumnels

FMC Trpe On-Prem FMC

Logical Interfaces 1

Nerwedk Objeets 35d Gioug 1

TEBEHRE

13 FASAROMS B EH T E LMFTDHEO,
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cieco  Firewall Migration Tool

-—— Source:
Map FTD Interface O Durce:

Target FTOD:

Mg R ST
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BREH#E O

14. FFTD LM EOGER S XEMEOA

Date: 16 January 2025 20:25 PM
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-— Source:

Map Security Zones and Interface Groups © Target FTE:

( asaszaic ) ( awo-create )
—— Wm
nanageT: Seiet Secarity Zonw - Sabct Inbertice Crougs -

CHGALEE hmetiD

REXEHMEOR
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cisco  Firewall Migration Tool ° ° 9

Sourca:

Map Security Zones and Interface Groups @ Target FTD;
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- Dptimins, Bavirw & Viebdnte.

Optimize, Review and Validate Configuration ©

Access Control Objects Inlerfaces  Roules

( coess List onjects m Port Objects | vPH Objecss | Dynamic-Route Cbjects )

Setect il 1 erines  Seleced 01

Q. Searen b
;.- 00;-‘]9?‘ 18811 " ‘ e inn FIAC NE::V' Ogect l')?‘lé& 11
MNote: Popuiate the areas highighied in Yellow in EIGRF, Se 10 50¢ and Remote ACCEss VPN SECiions 10 vallkdale and procsed with migration. m
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X
d Validation Status
Optimize, Review and Val ] :::o
‘Vakdation Summary (Fre-push)

Access Conrol List Lines
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Routes
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Complete Migration

Migration Status Cptimization $tts
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4. B, Deploy

HUEHEER

R2 P RIEER T EREHER

nEBEM:
- ASAFELE X RN T HE F R/
- BEXERAFIFITE,
- MG EERIBFER,
o« ASAFELE X & S R FL & X BB 1 OB B R
- ELRBTIE
- FAZFRS T ITHEDRR:
- f£“Complete Migration” ( TRE® ) B&F L , #EHSupportizfll,
- & Support Bundle H &R E T £ ML & X
- BRIAER T %R B A U M BEE XX
- B HDownload3REX.zip L4,
- BESR ZipAEF BER, BUBENGE 4.
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