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New to Secure Firewall 7.7

* |nline Sets is available.

« Hardware Bypass is not
supported.

« Added support for
Hardware Bypass.
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Inline Sets - before 7.7.0

Inline Sets with Hardware Bypass

FDM 7.4.1 7.7.0
REST API 7.4.1 7.7.0
Platforms 1000, 2100 (up to 7.4 only), and 3100 Series equipped with a network module:

3100 Series

= 8 Ports:

o FPR=-X-NM-6X1SXF
* 6 Ports:

o FPR-X-NM-6X10SRF
FPR-X-NM-6X10LRF
FPR-X-NM-6X25SRF
FPR-X-NM-6X25LRF
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/3100/fw-3100-install/m-overview.html#id_80729

XN RS E

FDM
Inline Sets Inline Sets with Hardware Bypass
Licenses Required Essentials Licenses Required Essentials
Works in Evaluation Mode Yes Works in Evaluation Mode Yes

IP Addressing Not required IP Addressing Not required

Supported with HA'd devices Yes Supported with HA'd devices No

Other (only routed mode) Yes Other (only routed mode) Yes

Multi-instances supported? Not Supported on Multi-instances supported? Not Supported on
3100 Series 3100 Series

Supported with clustered devices? | Not Supported on Supported with clustered devices? Not Supported on
3100 Series 3100 Series
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Ethernet1/5
Edit Physical Interface

Description

IPv4 Address IPv6 Address Advanced

€) This interface is a member of an inline set. You cannot configure IP addresses on inline set members.
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Inline Pair
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Router 1 Router 2
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Create

Sample Inline Set Creation Flow Security Zone

Edit interface Create Inline Set Create
Create security

: Inline Set zone
Edit Interface o

Set name Set Inline
Name the mode
interface Set MTU
(optional)
Remove any Add the
IP config Interfaces

Set Routed
mode

More Set Bypass
interfaces (Optional)
needed?
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Management: Merged Geolocation, Rule, VDB, System Upgrade,
Enablod 3 of 2 Security Intolligence Foeds

View All Interfaces > View Configuration > View Configuration *

Smart License

@ Backup and Restore Troubleshoot

View Configuration > View Configuration » renl Ll G

Site-to-Site VPN Advanced Configuration Device Administration
Thare nect Includes: FlexConfig, Sman CLI Audit Everits, Doployment History,
Downlond Configuration
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> © Ethermnet1/10 Routed Enabled
> O Ethermet1/11 Rasited Enalsled
> © Ethemetl/12 Rauted Enabiled
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> © Ethermnetl/16 Routed

> O Ethernet2/1 firstimerface Rauted Enabled
> © Ethemet2/2 secondinterface Rauted Enabled
> O Ethernet2/3 thirdinierface Routed Enabled
> O Ethermnet2/d founhinterface Rauted Enatsled
> © Ethemet2/s Rauted Enabled
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Device Summary
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2. BBAAEMHMIU (T ) o BRIAMEH1500 , X2 ZHHHEMTU,
3. EFEEHBypass (FHAFEEET —HoHEM ) . NBypassimMT — N TR,
4. TEInterface PairsZf% / , i&#Finterfaces,
5. EMBMEONHRR, MRFEFZLI , HHHAI another pairki#.

Create New Inline Set

Name MTU

inline_example 1500

General Advanced

Bypass l

Standby v \

Interface Pairs

(& firstinterface (Ethernet2/1) v —@— (@& fourthinterfa... (Ethernet2/4) ~

Add_ another_pair o
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Bypass-Force 7

Interface Pairs

Please select bl i interface3 (Ethernet1/3) %

Y Filter

(m] fifthinterface (Ethernet2/5)

(m) firstinterface (Ethernet2/1)

CANCEL

You cannot select this interface because is
not bypass capable.
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Create New Inline Set

Name

inline_example

ﬁl Advanced I

Bypass

Standby

Interface Pairs

(& firstinterface (Ethernet2/1)

Y _@_ (& secondinterf... (Ethernet2/4) ~

MTU

1500
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- ER

- Bt B AABRSBEN  WRBEASEER , MEASnort Fail Open.

- PER



Create New Inline Set

Mg MTL
indine_exampla 1500

General Acvanced

Mode

() Tap E} Inlire

) Enabsing * Snor Fail Dpen” might alow aie unresinched

sno Fail Opan Buisy Down

Propagate Link State
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Create New Inline Set

Mame MTU
infine_example 1500
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Security Zongs
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5 Ports

i@ Security Zones

1 inside_zone Routed ingide

2 outside_zone Routed outside
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1. FZe2XHER,
2. &R Inlinet&E =,
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Add Security Zone

Name

test_sz

Description

Mode

(O Routed () Passive 2

Interfaces |
+ P

CANCEL

BREZ£XHE
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Monitoring Policies Objects Dovice: firepower .

Madel voe Intrusion Rule Update Cloud Senvices
Cisco Secure Firewall 3110 Thr 7.7.0-1358 3920  20240724-1901

i) ) = ==
Firewall Device Manager - o ’ £ @ @

admin
Atrrsinistrator

v Gsee SECURE

High Availabillity
3 Not Registered | Register Mot Configured

R

& internet

BB ows Server

)
-
© s irowall 3110 Threat Defense @
@ e o EeaE COO00
FEE OO0
Interfaces Routing Updates
Management: Merged There are no SLIIC oules yel Geolocation, Rule, VDB, System Upgrade,
Enabled 3 of 25 Security Intelligence Feods
View All Interfaces > View Configuration » View Configuration >
Smart License @ Backup and Restore Troubleshoot
Evaluation expires in 90 days
View Configuration > View Configuration > REGLEST FLETO BE GREATED

System Settings

Management

2

Logging S
DHCP Server | Relay

ngs

DONS Senice
DNS Server

Remote Access VF Advanced Configuration

Site-to-Site VPN
Thére aré no connections ye Includes: FlexConfig, Smart CLI

Device Administration

Audit Events, Deployment History,
Download Configuration

View Configuration *> Configura > View Configuration 2 View Configuration b
EEE X
.« REMMBIBRAEE.
- BfiF|Device > Interfaces > Inline setsit I+,
- EditMDeleteZ 4 7l A F A Bk &,
Device Summary
Interfaces
Ciseo Secure Firewall 3110 Threat Defense @
& AEEE D000 QLo
EEEE CoO00 0000«
Interfaces Bridge Groups EtherChannels Virtual Tunnel Interfaces Inling Sets
1 inline set Y Fiter +
inling_oxample Infing 1500 firstinterface + secondinterface

Ym B M BRI BX 52

FDMi%#%REST API

REST API%& i

* GET :/devices/default/inlinesets

REFT BT A NERER FI &R,




» GET :/devices/default/inlinesets/{objID}
BASE NEREX RV IDIREUZ X Ko

+ POST:/devices/default/inlinesets
BRI BREE,

» PUT:/devices/default/inlinesets/{objID}
REIDEHRABEARENR,

« MBR : /devices/default/inlinesets/{objlD}
REIDBIRRIE ABREN R

» GET :/operational/interfaceinfo/{objlD}
3R BUFff & Interfacelnfoentities 9 51l & .

« NTXFEHER | Interfacelnfo APIRGRIN T — NETEER,

EOEEREST APIHER

« WNINT —/NETH FERbypassinterfacePeerldto LA &S Bh i 4 55 B8 & Ao
« WFBRRAHIEZEONEHSEZEOXNNID,
- PME:

- T EOTKEER,

- ID— EOXEFEK,



{ "interfacelnfolist”

[ 1

“interfaceld"™ "

string"”,
"hardwareName": "Stri.l'l.g",
"bypassinterfacePeerld”: "string”,
"speedCapability™: [ "SFP_DETECT" ),
"duplexCapability™: [ "AUTO" ],
"interfacePresent™: true,
"splitinterface": true,
"autoNegCapable™: true,

'lI_ _;FI., I’Sl.‘l",i.l'lg“,

"type": "InterfacelnfoEntry”

}],

: "string”,
l:-._.’: e "Interfacelnfo",

"links":
{

lI 11 L1

string”

¥ O{EEREST API
B OEEREST APIR I

- EOFEEREST APIRS,
- FXRFREM I RERY B O (Ethernet 1/4).
- RIS EERMNEDON ( Ethernet2/1FEthernet 2/2 ) o



{ "interfacelnfoList™: |

:
"interfaceld"; "da%edc2d-58ba-11¢f-b764-ffealbBd9fal2",

"hardwareName™: "Ethernet]/4",
"bypassinterfacePeerld”: null,

“interfaceld": "dbeRd2c]-58ba-11ef-bT764-396644d1¢752",
"hardwareMame™: "Ethemet2/1",
"bypassinterfacePeerld”: "dc74ibc3-58ba- 1 lef-bT64-114423dbcbd 7",

"interfaceld"; "deTd4fbe3-58ba-1 1ef-bT64-11d423dbebd 7",
"hardwareMName™: "Ethernet2/2",
"bypassinterfacePeerld": "dbeSd2c]-58ba-11ef-b764-396644d1c752",

th
"id": "defanlt”,
"Iype": "interfaceinfo",
"links"™: § "seli™: "hitps:fuS0cDdp2-
vrouter.cisco.com:25455/api/fdm/va/operational/interfaceinfo/ 1 /'default”
'
i

¥ OEEREST APIR



AR BATARMATE , IRZEEFAPHNRBE,

MEXEEREST APIFEEH

- Bk

EEBTIE

i)

- BN

- D ERE

- MTU

- AR RIRAS

-« RMIFF B Snorttt

- BiRME  BER. &R,

BYPASS_FORCE



{
"i1d"™; "string",
"type": "string”,
"name”; "string”,
"tapMode": "boolean”, /{optional) false by default
"mi"™: "integer”, /Moptional) 1500 by default
"propagateLinkState"; "boolean”, /Moptional) false by default
"failOpenSnortBusy™: "boolean”, //{optional) false by default
"failOpenSnortDown®: "boolean”, /{optional) false by default
"bypass™; "string", /{optional) DISABLED by default

MinlinePairs™

I
"first"; {
"1d"; “E-tring",
“type™: "physicalinterface”,
"name": "string"
b

“second™: {
H'.LI."; Hﬁntl'iiﬂg“-..
"type":"physicalinterface”,
"name": "string”
}s
"type™: "inlinesetpair”
], /7 list can be empty
"links"; {
"self™; "string"”
5 Saec PN 7.7.01FT TOI: FDM HW Bypass with
} Inline Sats  Page 58
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1, §

"name": "inline_set_example”®,
I'lt}rp-E:ll: "iI'I].iTlEE'E:t“;
"tapMode”: false,
"mtu”: 1500,
"propagateLinkState": false,
"failOpenSnortBusy™: false,
"fallOpenSnortDown"; true,
"bypass™: "STANDBY™,
"inlinePairs"; [

{

e A {

"id": "12345-6789-1234-56789",

M, 1k

"type": "physicalinterface™

"second”: {
"id": "12345-6789-1234-56T89",
"type": "physicalinterface”

|

L1

i
]

ype": "inlinesetpair”



2RIENERE (BXAETH , BEHAPIRREESR ) -

POST/devices/default/inlinesets

3.AIEREXE (BAXABRRH , FSHAPIREESR ) (&),

POST/MR/Z£ X1
4 MFERNRE (BRAUBRH , BSRAPIRREER ) o
ERHNEE#E

ERBEHSREEMEERNERE

1HREEOIDNEXRBHSBEZEONNER (BXAETRH |, &

GET/operational/interfaceinfo/{objld}
2. 0BNEE (BXARTH , BSHAPIRREESR ) .
POST/devices/default/inlinesets

SRAPITREES ) .

3BELZLXE (BXAETH , BSHAPIRREESS ) (k).

POST/M&R/Z £ X1
4 MFERRE (BRAUBRH , BSRAPIRREESR ) -
EHNEERE

IREBAEE

1.3RBZAID ( BXAHTRA , BSRAAPIRREESR ) -
GET/devices/default/interfaces
2 FRELA BR EE
GET/devices/default/inlinesets
IWBAEKE (BXNETA , BSHAPIRREESE ).
PUT/devices/default/inlinesets/{objld}
4 EEBERE (AXABTH , BSHAAPIRREESE ) .
BHZEIRE

% E

<ffroot>

> show runni ng-config inline-set

inline-set test_inline_0
interface-pair test2 testl
inTine-set test_inline_1l

har dwar e- bypass st andby

interface-pair test27 test28
inline-set test_inline_2



hardware-bypass bypass
interface-pair test26 test25

> show i nline-set

InTine-set test_inline_0
Mtuis 1600 bytes
Fail-open for snort down is off
Fail-open for snort busy is off
Tap mode is off
Propagate-link-state option is off

har dwar e- bypass node i s di sabl ed

Interface-Pair[1]:
Interface: Ethernetl/3 "testl"
Current-Status: DOWN
Interface: Ethernetl/4 "test2"
Current-Status: DOWN
Bridge Group ID: 519

> show i nline-set

Inline-set test_inline_1

Mtuis 1500 bytes

Fail-open for snort down is off
Fail-open for snort busy is off
Tap mode is off
Propagate-link-state option is off
hardware-bypass mode is standby
Interface-Pair[1]:

Interface: Ethernet2/7 "test27"
Current-Status: DOWN

Interface: Ethernet2/8 "test28"
Current-Status: DOWN

Bridge Group ID: 618

> show i nline-set

Inline-set test_inline_1

Mtuis 1500 bytes

Fail-open for snort down is off
Fail-open for snort busy is off
Tap mode is off
Propagate-link-state option is off

har dwar e- bypass node i s bypass

Interface-Pair[1]:

Interface: Ethernet2/6 "test26"
Current-Status: DOWN

Interface: Ethernet2/5 "test25"
Current-Status: DOWN

Bridge Group ID: 610



> show i nterface

Interface Ethernetl/7 "", is admin down, Tine protocol is down
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec
AvailabTle but not configured via nameif

Interface Ethernet2/7 "", is admin down, Tine protocol is down
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec

Har dware bypass is supported with interface Ethernet2/8

AvailabTle but not configured via nameif

Interface Ethernet2/8 "", is admin down, Tine protocol is down
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec

Har dware bypass is supported with interface Ethernet2/7

AvailabTle but not configured via nameif

HUEHEER

PPN
op T

* show running-config inline-set
show inline-set
show interface

REXFRE
MBS — 2R RIE

* GUILLE RN FERIEIR,
HAEBE AR,
- MTUKX/NZBE D H31500o
AFUEFRET PRI NMED



Edit New Inline Set

MErTHE MATL)

| | (=

Cipniicd B Bliak Thidh BATL ivsigie el Belanian
1500 arsd 9158,

erseril dudvanced

Bypass

Disabled et

Interfsce Pairs

[ Ntthinterlace (Erhemetd): A Pleasa ' - ]

Indripcs Pair con' b el Bl iy,

Agid angther pad

e

MTU A/
BEHER — BRI

- YERZHN , GULELEE REBNEZBRNFER
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- BIRHERERTAMNSREORN,



Edit New Inline Set

€@ Invalid interface pair for Bypass. Interface Ethernet2/4 can be paired with
Ethernet2/3.

€@ Invalid interface pair for Bypass. Interface Ethernet2/5 can be paired with
Ethernet2/6.

€ Bypass is not available for Interface Ethernet1/3.

€ Bypass is not available for Interface Ethernet1/4.

Name MTU
test 1500
General Advanced
Bypass
Standby v

Interface Pairs

@ firstinterface (Ethernet2/1) v —@— @] secondinterf... (Ethernet2/2)

@ fourthinterfa... (Ethernet2/4) _@_ (@ fifthinterface (Fthernet2/5) v

This pair of interfaces does not support the selected bypass mode.

(@) interface3 (Ethernet1/3) e —@— (@] interfaced4 (Ethernet1/4) v

This pair of interfaces does not support the selected bypass mode.

Add another pair
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Hesponse Body
f

"error': {

"severity": "ERROR",

"key™: "Validation",

"messages”: |

\
"description”™: "Invalid MTU value, The MTU should be greater
than or equal to 1500.",

"eode”: "mvalidMuValuelnlnhneSet",

W, W i

"location™: "mitu
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H &L F/ngfw/var/log/cisco/ngfw-onbox.log.
BRAEKE,
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- ANMEORXEER,

- MMEOTRBERNEEIN,

root@FPR-3110-Pair:/home/admin# cd /ngfw/var/log/cisco/
root@FPR-3110-Pair:/ngfw/var/log/cisco# cat ngfw-onbox.log | grep "InlineSet"
2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InTlineSetValidator: 548 - Invalid
interface pair for Bypass. Interface Ethernet2/4 can be paired with Ethernet2/3.
2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InlineSetValidator:548 - Invalid
interface pair for Bypass. Interface Ethernet2/5 can be paired with Ethernet2/6.
2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InTlineSetValidator:541 - Bypass
is not available for Interface Ethernetl/3.

2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InTlineSetValidator:541 - Bypass

is not available for Interface
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<#root>

> system support trace

Enable firewall-engine-debug too? [n]:
Please specify an IP protocol: ICMP
Please specify a client IP address:
Please specify a server IP address:
Monitoring packet tracer debug messages

[ packets show up here ]
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https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/3100/fw-3100-install/m-overview.html#id_80729
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/3100/fw-3100-install/m-overview.html#id_80729
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/secure-firewall-3100-series-ds.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/secure-firewall-3100-series-ds.html
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