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allow unconfined_service_t self:bpf { map_create map_read map_write prog_load prog_run };

HANEER FRed Hat RE R BRIASELINUXRBERF RFE. ELEIALRHE , EEHFZEHBELR
B N cisco-secure-bpFRYSELINUXSR BEE SRR MMM, MR HIMEATER , W& 5| % HE
cisco-secure-bpf TIEREMME, , HECEH., WMRIERESFS|IAMBE , N &R EECisco Secure
Endpoint Linux Connector Faults%| & &Y% BAE & A 7 K £ FE19,
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* Red Hat Enterprise Linux 7
+ CentOS 7


https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/214523-amp-for-endpoints-linux-connector-faults.html
https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/214523-amp-for-endpoints-linux-connector-faults.html

* Oracle Linux(RHCK/UEK)7
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« Linux 1.22.0% & 5 k4
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2. Feh{E R SELinux K&,
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XF R EERE R RS 2 “policycoreutils-python” 8 B R ¥ 2 M MNESELinux KBS IR, 21T
e UERERSE,

yum install policycoreutils-python
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A Acisco-secure-bpfAISELINUXKERIE IR ELEHAPIEEEHE , FLEUREMEN
SELinuxZRB& &R, EBINEEM TR A RULEN LW ERESS,
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1. XM REER ﬂgcisco—secure—bpf.teﬁw (E

module cisco-secure-bpf 1.0;

require {

type unconfined_service_t;

class bpf { map_create map_read map_write prog_load prog_run };
}

# unconfined_service_t
allow unconfined_service_t self:bpf { map_create map_read map_write prog_load prog_run };

2. FAXLESTHEMMEBER,



checkmodule -M -m -0 "cisco-secure-bpf.mod" "cisco-secure-bpf.te"
semodule_package -o "cisco-secure-bpf.pp" -m "cisco-secure-bpf.mod"
semodule -i "cisco-secure-bpf.pp"

3. EF B NIEREIBR LRI,
IS UESELinuxzk BE 15 X

BITHBSUKRERS % % cisco-secure-bpf SELinuxZR BEHE IR,

semodule -1 | grep cisco-secure-bpf

R H R E “cisco-secure-bpf 1.0” » p1% # SELinux §w i <.

BT T M E R B 17 FT & AV SELinux R B o

sesearch -A | grep "unconfined_t unconfined_t : bpf"

BB EIRE “allow uncontained_service_t self:bpf { map_create map_read map_write prog_load

prog_run }:” o Rl a g RE LML GGG
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