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https://dhxyz-sma2.iphmx.com/sma/api/v2.0/quarantine/messages?quarantineType=pvo&quarantines=TEST_QUARA

BiRS

« API4 % : SMA APIHY EZARURL(fI i https://dhxyz-
smaZ2.iphmx.com/sma/api/v2.0/quarantine/messages),

- BEXEH : ENFRREBBHHSEPVORE XFRRAF ( HIINTEST_QUARANTINE ) .

- AR ATENEBZENEENESSENT R APMERBEH,

o PR&E:EANAPIER FIREMNHKIZER. XBEBTEEAZ K/ , HBIEELE KERASIE
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https:fidh5560-smaZ.iphmx.com, ) s?quarantineTy, tines= TEST_QUARANTINE&limit=25

postman GET#& R

| TEST_QUARANTIME Centralized Palicy 16

TEST_QUARANTINE®B 4
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https://dhxyz-sma2.iphmx.com/sma/api/v2.0/quarantine/messages)
https://dhxyz-sma2.iphmx.com/sma/api/v2.0/quarantine/messages)

echo -n 'username:password' | base64

1 R A BR 4

AT curliE R U H SRR ENEI ANy 34 A

curl -X GET "https://dhxyz-sma2.1iphmx.com/sma/api/v2.0/quarantine/messages?quarantineType=pvo&quarantin
-H "Authorization: Basic token-generated-in-base64" \
-H "Accept: application/json" \
-0 response.json

o Uur 51t

RERIRHEREEH

$ grep "totalCount" response.json | awk '{ print $2, $3}'
{"totalCount": 24},

¥&ig33 JEMID

ERJQIIEERHAVERFRIMID ( Flfn | FEFIIR ) -

$ jq '[.data[] | select(.attributes.sender | endswith("@labcisco.com")) | .mid]' response.json > mids-1
$ cat mids-labcisco-domain.json

440,
439,
438,
437,
430,
435,
434,
433,
425,
414

R ARESMA GUINTEST QUARANTINER #1782 |, M AT LACEMIDEY S E,



Search in Quarant

Search in Quarantine "TEST_QUARANTINE"

Note: For best performance, your search should contain envelope recipient

Message Received:

Envelope Sender [ Contains

v

Ilabdsco.cum

@ Today ':::' Last 7 days ':::' Between date range:

to

Envelope Recipient [ Contains

Sl

Subject | Contains

Sl

Criginating ESA: I

Attachment: | pyame: I

Size: | Less than « ||

KB to

KB

Cancel

REXER

Messages in Quarantine: "TEST_QUARANTINE"

Masaaged In Qi

rmﬂmammlmswme ‘-] F

EST_QUARANTINE

|| Sender

wepm

Recipient

om

0,600
kvkbknDo@|aboiscd. com
<clqoI0sj@labcisco.com

shkqivg3@abeisco.com

Iab@ e, com
lab@example.com

lab@exarmple.com

waikBk £orn com
446 .

¥h cam

|| 601ngr27@labcisco.com lab@example.com
1atipyj; LB e com

|| 320atAm3g B8 de EaT

Subject Received ¥
wector salar 15 Mar 2026 11:25 (GMT -07:00)
pixel delta 15 Mar 2026 11:25 (GMT -07:00)
terra berra 15 Mar 2026 11:25 (GMT -07:00)
terra vector 15 Mar 2026 11:25 (GMT -07:00)
cloud cleud 15 Mar 2026 11:25 (GMT -07:00)
pisel salar 15 Mar 2026 11:25 (GMT -07:00)
quantum alphs 15 Mar 2026 11:25 (GMT -07:00)
omega alpha 15 Mar 2026 11:25 (GMT -07:00)
sigma beta 15 Mar 2026 11:24 (GMT -07:00)
wectar elaud 15 Mar 2026 11:01 (GMT -07:00)

Schoduled Exit

17 Mar 2026 03:25 (GMT -
17 Mar 2026 03:25 [GMT -
17 Mar 2026 03:25 [GMT -
17 Mar 2026 03:25 (GMT -
17 Mar 2026 03:25 [GMT -
17 Mar 2026 03:25 [GMT -
17 Mar 2026 03:25 (GMT -
17 Mar 2026 03:25 (GMT -
17 Mar 2026 03:24 [GMT -

17 Mar 2026 03:01 [GMT -

07:00)
07:00)
07:00)
07100}
07:00}
07:00}
07100}
07:00)
07:00}
07:00}

in Gthor Quarantines | Originating ESA

BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)

| View Al Mm.anrsl Search Quaranting,

Quasantined for Reasan

Content Filter: “test_guaranting’
Content Filter: “test_gubranting'
Content Fifter; "test_guaranting'
Content Filter: “test_quarantineg'
Content Filter: “test_guarantine’
Content Filter: "teat_gubranting
Content Filter: "test_quarantine’
Content Filter: "test_quarantine’
Content Filter: test_guarantine’

Content Filter: "test_gubrantine

Tracking

View
View
View
View
View

View

REEXER

IEMIDM €2 A2

HIEMIDH & R A .

$ jq '{action:"release", quarantineType:"pvo", quarantineName:"TEST_QUARANTINE", mids:[.data[]
$ cat payload.json

{

"action": "release",
"quarantineType":
"quarantineName": "TEST_QUARANTINE",

"mids": [
440,
439,
438,
437,
436,
435,
434,
433,
425,

pvo",

select



414

HAIT R4 (POST)

BISMARERHIER :

$ curl -X POST "https://dhxyz-sma2.iphmx.com/sma/api/v2.0/quarantine/messages” \
-H "Authorization: Basic token-generated-in-base64" \
-H "Content-Type: application/json" \
-d @payload.json
{"action":

{"data":
RELR
K &Email_logs

"release",

"totalCount": 10}}

EREmail_logsH 2B FECBMAVERHET , AT LUK grep "release" mail_logsHl LB iEKIAEE
MID ( EERBKHIMIDAER ) #HITEIE

Sun
Sun
Sun
Sun
Sun
Sun
Sun
Sun
Sun
Sun

Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar

15
15
15
15
15
15
15
15
15
15

11:

11

11:
11:

11

11:
11:

11

11:
11:

48:
:48:
48:
48:
:48:
48:
48:
:48:
48:
48:

21
21
21
21
21
21
21
21
21
21

EEEGUIFKE

2026
2026
2026
2026
2026
2026
2026
2026
2026
2026

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

MID
MID
MID
MID
MID
MID
MID
MID
MID
MID

436
425
414
433
440
439
434
437
435
438

WMREX BATER AR B ITHRINER

released
released
released
released
released
released
released
released
released
released

from
from
from
from
from
from
from
from
from
from

quarantine
quarantine
quarantine
quarantine
quarantine
quarantine
quarantine
quarantine
quarantine
quarantine

"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"

(manual)
(manual)
(manual)
(manual)
(manual)
(manual)
(manual)
(manual)
(manual)
(manual)

BaRPBRIBER , RAAMAMASERT,

y CNZS

t=1393
t=1411
t=2787
t=1397
t=1387
t=1388
t=1396
t=1391
t=1395
t=1390



Messages in Quarantine: "TEST_QUARANTINE"

Messages in Quarantine: "TEST_QUARANTINE"

| w I w I View All Messages | Search Quarantine...

|:| Sender Recipient | Subject Received + | Scheduled Exit Size In Other Quarantines | Originating ESA | Quarantined for Reason | Tracking

Mo records found.
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$ curl -X GET "https://dhxyz-sma2.1iphmx.com/sma/api/v2.0/quarantine/messages?quarantineType=pvo&quarant
-H "Authorization: Basic token-generated-in-base64" \
-H "Accept: application/json" \
-0 response.json
$ jqg '[.data[] | select(.attributes.sender | endswith("@labcisco.com")) | .mid]' response.json > mids-1
$ cat mids-labcisco-domain.json
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https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma16-0/api_guide/b_sma_api_guide_16_0.pdf
https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma16-0/api_guide/b_sma_api_guide_16_0.pdf
https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma16-0/api_guide/b_sma_api_guide_16_0.pdf
https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma16-0/api_guide/b_sma_api_guide_16_0.pdf
https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma16-0/api_guide/b_sma_api_guide_16_0.pdf
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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