ASMAE £ A 7 fR & Bl B Okta SAML SSO
B =%

I

ESMAIE & LB IR IR P (SP)
FEOkta fil ESAMLR A

ESMAE R LB B PR HFEF(1dP)
FAF 9B F Okta AEEF

FEOktaH FlEMFA ( A% )
BIFSAMLEF

&g

AR AT B AR Oktalic B 9 CiscoR £ ERFSMAR L A F iR E 17 B SAML 2.0 5 B RREREF.

TR

c FhmENZeiHREEERIRE(SMA)

- IhiE . RELAFPBEX(EUQ)MSAML SSO

- PRIRIEHEIEF : Okta(SAML 2.0)

- EAT  EERSRE4FE LEMEUQIFRINSMASEE., AREFNES R RGNS i
s

o \RALTX : W3EERTFZEHSAML for EUQEISMARRAS, IIE B 2RI F K o] F FEL A
FKHED,

N
EE  ANHERANSBSMA EUQ SAMLELE ., HSMATEERBZRIEPE |, X5H
ESA&L RRIEH,
ER

el , EEINERE

« XSMA WebRHMEE A,
« EOkta RIS ZSAML 2.0 AN S B AP RANEERR,



- SMARRSREFBEEN IR, BLRIEBXNTFURR AT,

- AARIASMA EUQTE £ BREH A (FQDN) R &4 A P BT SAMKI BE 88 5 Rl A9 3% O o

« SMA SAMLK S URLFISPEKIDE(FE ISP B /5 , MSystem Administration > SAML),
« Oktaff 7 Bt4AOktaf AREFH AP K/,

- BRREASHF (MREHNDBEFEHERER ) -

S
AR OktaRE=FHORMHERF. ANEHREHRIEEAREFSE,

ERREHF

AXHEPNEEHRRETREXRENEFNRZEFEN, AXEFEANMAERZHNERAR
(BN ) BE, MREHMNELTEIRES , BHRRETHEAARTHEBELE,

b =
B %15 /%\

BARRRARARE X EE R S B FK(SSO) , WEAFHEEBTOktai T HARIE , IR
Oktah BT ZEHHRIE(MFA) , WK ZESHRIE(MFA) , AFIREZFSMA EUQITF., &AX
ROGERATSMA, HSMAT EAERBZRIEPR | BERZLHEMX ( UABIMABERZSIRE
[ESA] ) XA TFIEBEK.

B AP APUEEFASAML SSOM AT EMFAE X Oktaml SMALL R BR 4 BB B X ] P # 1T B Rk,

PRE - FMSMABE N RFIRMEE , EOktaPBELESAMLAIA | FFOkta IdPIRES ASMA |, £
Oktadn B A, , HEIEHH,

SAMLR :



Identity End User
Provider Browser (Agent)

4

End User accessing a deeplink
hiips:/facme.example.com/docs/ab123678/f_123

Service Provider redirects
SAML authentication request back to browser
with RelayState=/docs/ab123678/f_123

- IDP parses SAML request ( Browser relaoﬁ SAML request
- Stores RelayState value:

- Idocs/ab123678/f_123

Identify/Authenticate
B, the user

IDP generates SAML assertion
and sends it back to browser
6 with RelayState=/docs/ab123678/f_123

BoE

ESMARF LR ERRSIRHEE(SP)

ERSMAELE NEUQIF B HISAMLAR S 1R RS

1. BFEISMA Web 5L H,
2. #MMEIRSEEE> SAML,
3. EEARMARSTREE,

4. 1£Service Provider Entity IDH , % ASE{RID , B AT EHTEEPEE.,

Browser relays SAML assertion

back to the SP with
[

RelayState=/docs/ab123678/f_123

If user is authenticated, SP sends

g securitycontext to browser and presents

the requested resource
“ldocs/ab123678/f_123"

, BRI TSR

Service
Provider

P2

- SP generates SAML request
- Includes RelayState as:

8

- “idocsiabl123678/f 123

- SPvalidates SAML Response
- Parses RelayState value as:

- “ldocs/ab123678/f_123"

5. WiF2A 2 NEUQEOEF  Name ID FormatFlAssertion Consumer Service(ACS) URL.,

6. ESPIEFH , LEAIUEBULFESAMLIER,

S

EE  SMATZERBZRIER, BEAMUEESALERIES |, HHESHUESMALEE

Ao



Edit Service Provider Settings

Service Provider Settings

Profile Name: ITest

Configuration Settings:

Entity ID:  [mysma
7

Name 1D 1:0as5is: names:te; SAML: 1.
Format: (¥ Y . g

Assertion
Consumer
URL: (7

SP
Centificate:  =heose file  No file chosen

Private Key:  Choose file Mo file chosen

Enter passphrase: |..........

Uploaded Certificate Detalls:
Issuer: CmIN\CN = mytestsma.cisco.comiL=bangalore\O=cisco .com'lLSTI_'_‘rU =Cisco
Subject: C=IN\CN=mytestsma.cisco.com\L=bangalore\D=cisco.com\ST= | cV=cisco

Expiry Qct 11 01:55:18 2029 GMT
Date:

Sign Requests
Sign Assertions

Make sure that you configure the same settings on your Idantity Prowider as well.

Qrganization

Detalls: Name:  |Cisco Systems I
Display Name: Im\'TEStima.clscoeuq,oum
URL:  |https://mytestsma.ciscorug.com:B3/
Technical
I:
Contact: Email: |

GUIk RS R TR E
£ Okta = EL iE SAML A H

E#&Okta ISMA EUQIA R B ZSAML 2.0 RREF , BERA TR :

. VB A & 47 & FOkta,

. SMEBINA>NA , RREFRCIERNAER,

EERSAML 2.0, REEEBET -5,

. 5 AApp name , BIEISMA EUQ , R/FiE#ENext,

RSB RURLF , NSMARRS 1R A& & ASMA ACS URL.

. EEZARURI ( SPRKID ) # |, % ATESMA LB E#YHE ESR4KID,

X TFTERIDER |, FHIEFEEmailAddress.

. X FApplication username , & 1 BRI EBBIEIRE LM Oktal P B &R,

. EREE , REHITHBARERHEHIdP metadata XML 4 Zimetadata URL.,

O 00N OTPh WN -~



L O mal-org-710728 - clace-sma: - X R

« ¢ @ @0 & retps I - comaci o s Mmoo e £

Ooalitd

SAML Settings Edn
Singhe Sign On UAL Ftps:ffertistions cibeoewy com B3
Reciplem URL Iapa e tEea L Coaug . com BN
Destination URL hetpsiierytastsma ciscoaug. com: B
Audience Restriction mysma

Dwefaust Relay State

Name 1D Format Emaildeoss

Response Signed

Assertion Signature Signed

Signature Algorithm RSA_SHAZSE

Digost Algariihen SHAZSS

Assertion Encryption Unencrypted

SAML Single Logout Disabled

suthrComentClasilel PaiswardProtbctid Trarspon

Honar Force Authentication Vo

SAML lssuer ID ittt et comi$org eatemalioy

&EFOktalIF°

ESMAIL % LB E B MR HREF(IdP)
EESMALFOKtaft BN H B IREERF(IdP) , BERU TSR :

1. BREISMA Web5RH,
2. EMBIREEE> SAML,
3. fIdentity Provider Settings T , \ £ —77 5 AOkta IdPTT¥#E , RF3h#H AE.

Edit Identity Provider Settings

Identity Provider Setting

Profile Name: |Tesl:

Configuration Settings: ° Configure Keys Manually

E?Nil\-’ ID: Ihttp:ffwww.okta.co;_

S50 URL: | netps: /I - t2.com/app/mailorg710125_cis
) cosma_1 N o/ sam|

Certificate: Choose file  No file chosen
Uploaded Certificate Details:
Issuer: C=Us\CN=INEEEE -San
Francisco\0=0kta\ST=California\emailAddress=info@okta.com\OU=5S0Provider
Subject: C=US\CN=INNEE\|-San
Francisco\O=0kta\ST=California\emailAddress=info@okta.com\OU=550Provider

Expiry Oct 14 12:29:40 2029 GMT
Date:

Import IDP Metadata

Mo file chosen

| Submit



SMA GUIFR K IdPEL & S 41k B
FAFSERIOKta AR

E AT BEYOKtamSMA EUQ# 1T B IIE |, B mOktaM A DB AP A -

1. #£Oktad , ITHEBIEN N AEF.
2. MBI D E>AR , AREREDE.
3. BB MNHF EL M Assign , RFiEEDone,

@ cisco-sma

Active - = View Logs

Assignments

Assign = #° Convert Assignments People -
FILTERS Person Type
ironport test
inportétest.com
Groups
3 — o 2 B
G iestcom

EOkKtal IJFH o B F

S

EE B FHOBEAF |, MActive DirectoryE S A |, EEAOktaxFENE —1 8B
FERKo

FOkta BL EMFA ( Ak )

MEEXNEUQIFRI#TZHE S MHRIE(MFA) , EEOktad I N AEEMFAKR



1. #£0kta Admin® , § 1% Security > Authentication,
2. BBFTEM R ( HlINOkta Verify, Google AuthenticatorsiSMS ) , FHIFKBE R A FSMA
EUQRI A,

I UESAMLE %

MHER  ERIURE , FEAATHR

1. M B ESMA EUQ URL , #l#https://<sma-fqdn>:<port>/,

2. #IAX 55 28 B 7E [@ B Oktadt 17 & 0 Wik,

3. MEEFAMFA , FERMFAL Y,

4. WIABEEFE @ EISMASLIRBR 4R E X[ 7 H AT LA [E] PR ES ThEe.

Connecting to @

okta

fF FOkta®



i AOktal 5D

ELRLELN LES
cisco Spam Cuansting

Spam Quarantine

ok Harwi PETEl) Aavarsind baarch

Connecting to

L T3 MOCAS

¥O

okta

st Varity

Enier your Cida Vet passoode

Enter Coda

Date w

14 Gck BOLE 2D (M
4 Oen DOV 202 GMT
A4 O Pk 28R o
A4 0o DAk 18R oM

Dmslaving | — & of 4 Aemg.

4953}
+93: 39}
458}
358}

Sae
L
1w
(B
(B

152 F Okta B 3% f5 (9 137 4% B 44 P 78 (X0 P




XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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