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1. NEE T BJTFAD FS ManagementiZ#l &,

2. EAD FSERE &A% , B Trusted Relationships , %% HRelying Party Trusts , AFi%
$#Add Relying Party Trust.

G File Action View Window Help

« < x| B[
| ADFS Relying Party Trusts
B ] Service Display Name
& | Trust Relationships D Registration $
| Claims Provider Trusts https /A
] R,elymg parhr Truste i PP g
| AttributeS{|  Add Relying Party Trust...
b | Authentication Add Nen-Claims-Aware Relying Party Trust...
View P
Mew Window from Here
Refresh
Help
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https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/operations/create-a-non-claims-aware-relying-party-trust
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/operations/create-a-non-claims-aware-relying-party-trust
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1. BRSNS AR TEBSHNRE K RREET—F,

i Add Relying Party Trust Wizard x|
Select Data Source

Seps Select an option that this wizard will use to obtain data about this refying party:

@ Welcome

Import data about the relyving party published online or on & local network

LIz this option to import the necessary data and cestificates from 3 redying party onganization that publishes
@ Specify Display Name its federation metadata onlne or on a local network

@ Select Data Source

@ Canfigure Multifactor Federation metadata address fhost name or URL)

@ C(hooss lssusnce

Athorization Fules BExample: fs.contoso.com or hitps-//www contoso com./app
@ FReadyto Add Tnust ® Import data about the reking party from a file
@ Fnish Lise this option to impor the necessany data and cetificates from a redying party organization that has

sported s federation metadata to a file, Ensure that this fis is from a trusted source, This wizand will not
vakdate the source of the file

Faderation metadsts fils beation:
|ZMCHS DSMMSAML SMA config\sma_sami_metadata ol | Browse.. |

Enter data about the relying party manualy
Lise this option to manually input the necessary data about this relying party organization.

:c:F'remwsH Meod = Cancel
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4. NF—1M&Bi&E N Default = Yes,

5. [ FRK% B i&E HDefault = Noo

Cisco ESA - Dev Properties >
Monitoring ldentifiers Encryption Signature Accepted Claims
Organization Endpoints Prooty Endpoints Motes Advanced
Specify the endpoints to use for SAML and W S-Federation Passive protocals.

URL Index  Binding Default Fe

SAML Assertion Consurmner Endpoints

https:ffdh1111-esal.iphmx.c.. 0 POST Yes
https:ifdh1111-esaZ iphmx_c.. FOST Mo
hitps:/‘dh1111-esa3.iphmx.c. 2 POST Mo
hitps:/dh1111-esad.iphmx.c.. 3 POST Mo

£ >

Add SAML...

Add W S-Federation. .. Remove Edit...

Concsl | | 0
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@ Wiioore

o Seect Daby Source

@ Sipechy Dapley Hama

@ Cheom Fitle

@ Corfigure Cothcale

o Combgurs URL

& Corfigure idertifier
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Futhoazston Fules
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1. &R EE X HIEITAD FSELE X4,

Choose Profile
Seps Thies wetrand ey corfguration profles 1o sd i oreating T rebang paty brust . Crocss the spproprisie
@ Wk corfguration peofils for ths rebang pasty ust
@ Select Dista Source ) ADFS protie
@ Specly Displyy Name This profile: suppaosts neyineg parties that are intampersbls with nesw AD FS lestures, such a3
sacurty loken encryplion and e SAML 70 protocsl
@ Chocss Profis
@ Configune Carificate O ADHFS 1.0.8nd 1.1 profile
@ Canfigues LURL Thes profile suppasts reving parties that are inbampersbds with AD FS 1.0ed 1.1,
@ Configure derifieny
@ Configurs Mulilacior
Aughentication Mow?
@ Chacan hsusnce
et Fules
@ [Ready o Add Tt < ” s I |
@ [Frish

fEFASAML 2.089AD FSEL B STk 1

1. NESARRSF 1R E (SP)ELE MnEk a HiE P,
2. Xt FConfigure URL , ##EEnable support for the SAML 2.0 single-sign-on(SS0O),
3. W AE B SPHEE X4 RIDENEH 5 SAML 2.0 SSORFFURL,

Conlaguern LIRL
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@ Corfgure LIRL l I
@ Cirfiure dentfers Eample: hitpa /s contoeo com i te/
o Corfgure Mol facior
Wil i ] e st o the SAMR, 20 Wb 521 potacel
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https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/technical-reference/the-role-of-claim-rules

1. XN FHRRERAN , EEEAVRAERSHRLEBTS.

Cisco ESA - Dev Properties et
Monitaring Identifiers Encryption Signature Accepted Claims
Organization Endpaints Proxy Endpoints Motes Advanced
Specify the endpoints to use for SAML and W 5-FederationPassive protocals.

URL Index  Binding Default Re

SAML Assertion Consumer Endpoints

https:/fdh1111-esal.iphmx.c.. 0 POST Yes
hitps:ffdh1111-esad.iphmecc.. 1 POST Mo
https:/fdh1111-esad.iphmx_c.. 2 POST Mo
hitps:/fdh1111-esad.iphmxc.. 3 POST Mo

< >

Add SAML...

Add W S-Federation. .. Remove Edit...

Cancel Apply

& ##Issuance Authorization Rules

1. EF T —H LU E ST T,
EEBAEELR (NEEH)

RYEEFHPEESPESANTMITH SR,

1. ;I FEB A EEEME> RS
2. AINEANESATFRIURLBHE | %Jﬁiﬁom
3. IR EMOFF H M endpointZR 5|{E ( 4400, 2 3)o

4. U —/NK IR & JyDefault = Yes, J‘v‘fﬂ‘% %1% & H Default=%&



Cisco ESA - Dev Properties et
Monitaring Identifiers Encryption Signature Accepted Claims
Organization Endpaints Proxy Endpoints Motes Advanced

Specify the endpoints to use for SAML and W 5-FederationPassive protocals.
URL Index  Binding Default Re
SAML Assertion Consurner Endpoints

https:/fdh1111-esal.iphmx.c.. 0 POST Yes
hitps:ffdh1111-esad.iphmecc.. 1 POST Mo
https:/fdh1111-esad.iphmx_c.. 2 POST Mo
hitps:/fdh1111-esad.iphmxc.. 3 POST Mo

< >

Add SAML...

Add W S-Federation. .. Remove Edit...

Cancal | [ ool
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« “ERTRGENREFHANIFE , HEBSETFER ( Fissuance Transform RulesH
NE) o

R BRI — G F

- J%£$ZEdit Claims Issuance Policy.

EMAIL_AUTH_SSO
pdate from Federation Metadata

Edit Access Control Policy...

I Edit Claim Issuance Policy..

Disable
Properties

K Delete
H Hep

Y8 UK R 1B LR SR

« 1%&FAdd Rule,



Issuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name Izsued Claims

Edit Rule... : Remove Rule...

AN IR Fe R AN
L4t &R ER A FESAEIN B B RIFREFIERA A M BERE.

5 2R MM ETAREER SRR,

.Q B EHEBN RIS Fahm AL HFBEEEmemberOffluserPrincipalName, M T 151
FH%EEName ID,



‘You can corfigure this nule to send the values of LDAP attributes as claims. Select an attribute store from
which to extract LDAP atirbutes. Specify how the attrbutes will map to the outgoing claim types that will be
issued from the nie.

Claim nule name:
LDAP
Fule template: Send LDAFP Altributes as Clams

Atribute store:
Active Directory

Mapping of LDAP attributes to outgoing caim types:

ﬂm"“m“’“‘“ Outgoing Claim Type (Select o type 1o add more)

[ ] E-Mail-Addrasses w | Mame 1D

* Token-Groups - Ungualified Names v | memberOf
* User-Principal-Name w | userPrincipalName
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net stop adfssrv
net start adfssrv
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https://myserver.domain.com/FederationMetadata/2007-06/FederationMetadata.xml
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https://myserver.domain.com/FederationMetadata/2007-06/FederationMetadata.xml
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_cn/support/security/content-security-management-appliance/products-user-guide-list.html
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