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2. i X B9 https://secat-eu.cisco.com/
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https://secat.cisco.com/for
https://secat-eu.cisco.com

w9 Content Builder

€ User List

e

User - ciscotac@cisco.com

Prole Rode Coiitsas Quizzes
ing Sienulator Role Save Changes
Dashboards » = User Is a standard role that all users and administrators have by default. The User role grants access to the
e e Leaming Zone, where users can take the courses and quizzes they are assigned,
F Temp! Gilobal Administrator
Sirmulations IPhighing Administrator
[Phishing Simulation Administrater
~ 2 Emall Center PR i
Phishing Sirmulation Lawnch Administrator
Sand [Phishing Temglate Administrator
History Training Administrator
User

Global Email Templates R
v [ Analytics

Global Dashboard

Standard Reports

Saved Repons
w @ Environment

Usars

Ruoles

AP AeTHETNE

3548 & User is Phishing Recipient > Save ChangesiE#E , 0B PR 7R o

v 1 Coment Bullder

User - ciscotac@cisco.com

Role
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HIR3.5 AHREAPI

£ fin B Environments > Setti ngs > Report API IR H 3% H Enable Report APl > Save Changes o

AR B TERBTE, EFRENRETENSEGESCSAERK.

Environment - CISCO Tests - Vibhor Amrodia

Rupuart APY

St Fiaports

v Bl Envronmen

REBEILREAREAPIEEECEA,

HIR4BIBEMEZ BRI

a%ﬂ;ﬁu Phishing Simulator > Simulations > Create New Simulation C1;: §U§Template , #ME‘J%':':'J&#—/I\J&IMTI ) ZZU
B Ro

¢ voma
Simulation List

RREEHERH I R CIETEL R
b.IEEEUTEER :
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4. ME LRI ERE Mo

5 ERERM4 At (N TRIFIRFIERE )
6. BS it (M THRIRPERE ),

7. %% Language.

8. REEX,
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oo Emad Tempanes
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o Express — L)) e ® | mannvppngexpress.com
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. ) PRy = /
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I (";., Phishing Simulator Sanirgs Emall Template Faatack Page Recigitrn List Paechi

Dashboards [ Y Import From Filters (I & import From Simulation | | @ Clear List

Phishing Tempiates

Simulations
~ & Emall Center

Sand

Histary

Global Emall Tempiates
v [ Anabytics

Global Dashboard

Standard Feports

Saved Reparts

w B Ervironment

w I Admin
Phishing Domains:

Gateway Exclusion List

RHEE RN RBFS N REANRSEE

B LIREEREBERIERAF. Biadd BT,
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o f— 5

| g B
It's a bit empty here.

No recipint has been added yet.



Filter Users

Search for fiter criteria in the following sections and acd them to the results tigs

~ Default Filiers

Language(s) Faset Filter

English =

Manager(s) aAcd il | Resst Filer

Seadch and select this fiter calied Managers) ...

Total number of selected recipients - 5
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Message @

15 SRS e QR & O B-b @

Delete Archive Reply Reply Forward @7 aptachment Move Junk Rules Move to Read/Unread Categorise Follow Send to
to All Other Up OneNote

Your Ship EXpress Order was shipped

o o AppleService <apple-service@apple-service.com> Today at 12:52 PM

To: © Ramanjaneya Devi Madem (ramadem)

/i, To protect your privacy, some pictures in this message were not downloaded. Download pictures

Dear Customer,

We thought you'd like to know that your item has shipped, and that this completes your order.
Your order is on its way, and can no longer be changed.

Your estimated delivery date is: Your order was sent to:
Friday, April 8 Home address on file

Shipment Details

Insured value: $300.00
Shipping and handling: To be paid on delivery

If you did not make that order, let us know as soon as possible to make sure we do not
charge you by visiting the Customer Service.

Click on the link below to track you package or notify us of an error:

We hope to serve you again soon!
Ship Express

Copyright 2016 Ship Express Inc. We understand the importance of privacy to our customers.

J P B R R B9 AR 0L P £ 49 £ B 4 R 51

HWHAREURLE , ERBTNE2SAAFETR , ABLAFPECSAFE RN ESE REE"(Repeat
Clickers)3l5&k ( BEHRETMEILURL ) W—F5-



Beware of the warning signs!

0 From: do-not-reply@intlshippingexpress.com

YOU'VE BEEN T
PHISH ED! Subject:  Your Ship EXpress Order was shipped

Company-wide simulation SHl P EXF)TSS.

in progress!

0 Dear Customer,

We thought you'd like to know that your itern has shipped. and that this completes your order.
Your order is on its way, and can no longer be changed.

Your estimated delivery date i Your order was sent to:
Friclay, April 8 Home address on file

Shipment Details
PLEASE DO NOT TELL YOUR irvsured vaue $ 30000

CO-WORKERS ABOUT THIS ik el Bl

" did ke that order, | kn sibl e di
PHISHING SIMULATION. e i s g esoind el it s

Click on the link below to track you package or notify us of an error:
https/fwww.shipment-expre m/en/tracking.htmi?

We hope to serve you again soon!
Ship EXpress

ee

We'd like to see if we can
hook them, too!

ALWAYS REMEMBER

TECSALWIF

“EE,@E&%" §|J ?EMEJ'L /_TTj_:Analytics > Standard Reports > Phishing Simulations > Repeat Clickersas shown in the image.

TIMIr EN
CIsSCO @ z' - e

Showing 1 1.3 of 3 entries n Mot

‘EERTE TUNEE

B B L S B M5<
~

JEZ : Createand Send Phishing Simulations TECSA Cloud Service Step 3(CSAZ IR & B 3) B 0 Report
AP BT TEETHE. REXNHE,



L
i n it E 30 Fred Ev e
Coraurkaiios Took =l

i P B - P —
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I ——

-
s [ —— =1
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+ B Errall e

) Adrin,

Py Lo

Bl B L

HEAPI THRERE , B2 R TNE LA RERE S
SR ELT2EEMKRHEABRRREBATEE

ERZEHHFMARGUIL |, 51 Z security Services > Cisco Security Awareness > Enable “H1 A X135 FICSATHE ( M
CSAZIRFREM AR THE , WA XFRBE MR ) , ARRIXHRERER.

Cisco Security Awareness Settings :

Make sure that you have a valid Cisco Security Awareness token before you enable the Cisco Security Awareness cloud service on your email gate
You can obtain a Cisco Security Awareness token from the Cisco Security Awareness portal.

Enable Cisco Security Awarenesd

I CSA Server | | AMERICAS v |

Repeat Clickers List Polling interval (7) [1a

| Cancel |
B2 AMX ENENZERARERENER

CLIBE

8 Acsaconfig , I CLIELECSA,

ESA (SERVICE)> csaconfig

Choose the operation you want to perform:

- EDIT - To edit CSA settings

- DISABLE - To disable CSA service

- UPDATE_LIST - To update the Repeat Clickers Tist

- SHOW_LIST - To view details of the Repeat Clickers Tist
[]> edit

Currently used CSA Server is: https://secat.cisco.com
Available 1ist of Servers:

1. AMERICAS

2. EUROPE

Select the CSA region to connect

[1]>

Do you want to set the token? [Y]>



Please enter the CSA token for the region selected :
The CSA token should not:

- Be blank

- Have spaces between characters

- Exceed 256 characters.

Please enter the CSA token for the region selected :

Please specify the Poll Interval
[1d]>

HPR2. VPR B CSAT ARST RYRE LI 4549 £ iR 44

~
EE - BUIAER T CYBERSEC AWARENESS ALLOWED , &4 tlEMailflowskEg , HPrrEHE

5IZEFRE RN Off ( MEFR ) o

Spam Detection: Use Default {On) On O Off
AMP Detection Use Default (On) On Q Off
Virus Protection: Use Default (On) On Q Off

Sender Domain Reputation Use Default (On) On Q Off
Verification:

Virus Outbreak Filters: Use Default (On) On Q Off
Advanced Phishing Protection: Use Default (On) ©On Q Off
Graymail Detection: Use Default (On) On O Off

Content Filters: Use Default {On) On O Off

Message Filters: Use Default (On) ~ On O Off

ERALLINEERN"CYBERSEC_AWARENESS_ALLOWED”HB {45 5 B 19 &

EAUFRBECSAERSHELUNEHN & EHBHSEL LT HMRX EWFIERESIZE | BHTUT
BE

a. QI & 4 A A H 2 BB 4 7R 5 B CYBERSEC_ AWARENESS ALLOWED. il 2 Mail Policies > HAT
Overview > Add Sender Group , 1%t 3% SR B CYBERSEC_AWARENESS ALLOWED , HIFIRFIRE N1 , RS submitand
Add Senders.

b. 0 & 4 A1 PidomainBl, Geo Location & 42 P 48 £ & SE B BRF YL B

S E Mail Polices > HAT Overview > Add Sender Group > Submit and Add Senders > Add the sender IP > Submit;FCommitE B¢
, BT Ro



Sender Group Settings '

Name: ICy berSec_Awareness_Allowed

Comment: | CyberSec_Awareness_Allowed
| Policy: [CYBERSEC_AWARENESS_ALLOWED VI]
SBRS (Optional): I— o I—

[) include SBRS Scores of "None”
Recommended for suspected senders only.

External Threat Feeds (Optional):
For IP lookups only Source Name Add Row |
| Select Source v | 1~ |

DNS Lists (Optional): ' 7) I
(e.g. 'query.blocked _list.example, query.blocked_list2.example’)

Connecting Host DNS Verification: [_] Connecting host PTR record does not exist in DNS.
[_] Connecting host PTR record lookup fails due to temporary DNS failure.
[_] Connecting host reverse DNS lookup (PTR) does not match the forward DNS lookup (A).

Submit and Add Senders >>

1% “CYBERSEC_AWARENESS_ALLOWED"HR#7i 5K BE B CyberSec_Awareness_Allowed & #f A A K BIE

Sender Details

Sender Type: | @) 1p addresses O Geolocation

Sender: (7) |52 242.31.199 |
(IPv4 or IPvE)

Comment: | (Configured as CSA NAM(AMERICA) ]

BRREMHMX LN ENZERAREREANER

CLI & :
1 %ﬂﬁf; listenerconfig > Edit > Inbound (Publiclnterface) > HOSTACCESS > NEW > New Sender Group .

2.1 FA HB 4 55 BE 0] 22 — N T CYBERSEC_ AWARENESS ALLOWEDEY R A 4R |, H RN &E M &L & ES B
B8 &85 AP/

3ﬁﬁﬁ1¢ﬂéﬂﬂ'gﬂ|ﬁﬁlﬁ|§j§l1 ) %{EFH—FEE"JMoveﬁIﬁ listenerconfig > EDIT > Inbound (Publiclnterface) >

HOSTACCESS > MOVE .

4.7\,

~
EE . REFIPRCSAWIPHY , ETEARNXE, #SEXR , THREERNERPihy

o TR NEER AFXLEIPHI/FHE ( SEG 14.0.0-xxxH ik 057443 ) E#EFICSAT RS

o



AMERICA REGION

hostname IPv4 IPv6
https://secat.cisco.com/ 52.242.31.199
Course Notification (Outbound) 167.89.98.161

Phishing Simulation (Incoming Email Service) 207.200.3.14,
173.244.184.143

Landing and Feedback pages (Outbound) 52.242.31.199
Email Attachment (Outbound) 52.242.31.199
EU REGION:
hostname IPv4 IPv6
https://secat-eu.cisco.com/ 40.127.163.97
Course Notification (Outbound) 77.32.150.153

Phishing Simulation (Incoming Email Service) 771:32.150.153

Landing and Feedback pages (Outbound) 40.127.163.97

Email Attachment (Outbound) 40.127.163.97

CSAZE M AN R B #th X |P3h 31t F1 3= 4% WY B &

S 3.3 SEGHIRepeat Clicker XEW{T3h

—BEMZNEMHERIZEEEREENRCERESEGH |, BIA IR E AMRLFREE | BN
RIEEX 45 TE A P BV ER A AT IR 1R

£ W A BB BRI TR E 3045 A B TE SR 44 5% B include Repest Clickers List(Aggressive Incoming Custom
Mail Policy and enable)& i£4E

MGUISHin Bllmail Policies > Incoming Mail Policies> Add Policy > Add User > Include Repeat Clickers List > SubmitFH commit“SE

”
o



(® Any Sender | Only if all conditions match v
(_} Following Senders ) Any Recipient
) Following Senders are Not @ Following Recipients

Email Address:

o~ (e.g. user@example.com, usern@®, @example.com,

@.example.com)
(e.g. user@example.com, user@®, @example.com, @.example.com)
LDAP Group: Include Repeat Clickers List
' {From Cisco Security Awareness)
Query:
Group: I

LDAP Group:
Query: | testLdapServer.group v |

Group: I Add Group | Remove J

Following Recipients are Not

Email Address:

BEMEAMERENRFEE , ZRBEENBERETES SEOVERF

HEHERIE R

1

.Eﬁ[:zhcsaconfig > SHOW_LI$L1§§E§$$%§U§E@ﬁém1§«§m

ESA (SERVICE)> csaconfig

Choose the operation you want to perform:

EDIT - To edit CSA settings

DISABLE - To disable CSA service

UPDATE_LIST - To update the Repeat Clickers 1ist
SHOW_LIST - To view details of the Repeat Clickers 1ist

[1> show_1l1ist

List Name : Repeat Clickers
Report ID : 2020

Last Updated : 2021-02-22 22:19:08
List Status : Active

Repeat Clickers : 4

2MBEREFHEE ¥ 58 5l Kcsaconfig > UPDATE LIST , IHSME,

ESA (SERVICE)> csaconfig



Choose the operation you want to perform:

- EDIT - To edit CSA settings

- DISABLE - To disable CSA service

- UPDATE_LIST - To update the Repeat Clickers Tist

- SHOW_LIST - To view details of the Repeat Clickers 1ist
[I> update_list

Machine: ESA An update for the Repeat Clickers Tist was initiated successfully.

3.&&3%’1083 S ) EE%E\ETQEE,QE%EU%ZEE%E\@E El:i%o AT 2 working setup:

tail csa

Tue Jan 5 13:20:31 2021 Info: CSA: Connecting to the Cisco Security Awareness cloud service [https://s

Tue Jan 5 13:20:31 2021 Info: CSA: Polling the Cisco Security Awareness cloud service to download the

Tue Jan 5 13:20:31 2021 Info: CSA: Trying to get the Ticense expiry date: loop count 0

Tue Jan 5 13:20:31 2021 Info: CSA: Connecting to the Cisco Security Awareness cloud service [https://s

Tue Jan 5 13:20:31 2021 Info: CSA: Trying to download Repeat clickers 1ist: loop count O

Tue Jan 5 13:20:31 2021 Info: CSA: The update of the Repeat Clickers 1ist was completed at [Tue Jan 5
6

Wed Jan 13:20:32 2021 Info: CSA: Polling the Cisco Security Awareness cloud service to download the

Hereis an output when you have entered the incorrect token:

tail csa

Fri Feb 19 12:28:39 2021 Info: CSA: Connecting to the Cisco Security Awareness cloud service [https://s
Fri Feb 19 12:28:39 2021 Info: CSA: Trying to get the Ticense expiry date: loop count 0

Fri Feb 19 12:28:39 2021 Info: CSA: Polling the Cisco Security Awareness cloud service to download the

Fri Feb 19 12:28:43 2021 Info: CSA: Connecting to the Cisco Security Awareness cloud service [https://s
Fri Feb 19 12:28:43 2021 Info: CSA: Trying to download Repeat clickers 1ist: loop count 0

Fri Feb 19 12:28:44 2021 Warning: CSA: The download of the Repeat Clickers 1ist from the Cisco Security

ATEGUIRtBAI LB RIESE R &E VR ITE. S = security Services > Cisco Security AwarenessZl B Flf 7R o



ﬂ Manitor Mail Policies Security Services Network System Administration

Cisco Security Awareness

Cisco Security Awareness

Cisco Security Awareness | Enabled
Repeat Clickers List Poll Interval @ | 1d

Edit Settings

Repeat Clickers List Settings

List Name Report ID Last Updated Status Repeat Clickers Update
Repeat Clickers 2020 Tue Feb 23 02:24:14 2021 IST Active 4 Update List

Cisco Security Awareness Updates

File Type Last Update Current Version New Update

Cisco Security Awareness Config MNever Updated 1.0 Not Available

Cisco Security Awareness Engine MNever Updated 1.0 Not Available

No usces i rogrese. [updat o |

“22 4 RS (Security Services)>*B Rt Z 4 BA1"(Cisco Security Awareness) REKEBR , REEREER/THHE

EESEYS

« BFARLZEFEFHY - Cisco Systems



https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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