TREZ2B4 X EWURLB I EE @ ERE

E38D — BEM
BE

H=E

H=F

=G

R FE BERR

HE

fasr

AXHEMABURLTIEBRFEANBUENEEQREENZER |, SR IAX href 1M XA EF 7]
ABEEILT,

FRFM

ER

ERBURLEERIITE , RENMANABTLIRBZRETEZINERRE , KA2REARET
IS BRI AE.

ER A
RSP HEBET U TREFMELRA :




- BRlR e B FERHMX

- AR MER I 25
AXHEPNEEHRETREXRERNEFNREFEN ., AXHFEANMERZHENERAR
wh(RIA) BRE. MRENMELTEIRS , FERRETRAERSHBERRE,

HRER

URLIEZhAERY — N ShEE R EAH RN/ RA BT IE R BIFURLIEE R A REITE. RTFURLEH
ZR (URLMEXREZM ) , AN AURLEN =AM AREZ—

- Defang URL
- EEMERRLREARE
- FURLEB#R A MNAHE

AN E R 2 BDefangMMRedirect URLIEI Z BIF 1T . TS TEALIEEMIERFE R
KNMBWURLE S IhAER B ZHR IR M A,

HETRH
T 3t o 46 A B9 R B BB 44 2 MIME multipart/alternative BB 43R 8 | A HE SCAS/ 45 STAF STAS/htmlEB

o XEMABEHBEFHAREBFIER , LERANHTMLAFEHTMLERSENBRRXEH AR
o At , FEFIHYRIEXA/H AN A/htmIB AR,

Content - Type: multipart/alternative; boundary=" 7781793576330041025==" M ME-
Version: 1.0 From adm n@xanpl e.com Date: Mn, 04 Jul 2022 14:38:52 +0200 To: adm n@i sco.com
Subj ect: Test URLs -- 7781793576330041025== Cont ent - Type: text/plain; charset="us-

ascii" MM Version: 1.0 Content-Transfer-Encoding: 7bit This is text part of the nmessage Linkl
http://mal ware. testing. googl e.test/testing/ malware/ and sone text Link2: http://cisco.comand
some text -- 7781793576330041025== Content-Type: text/htm ; charset="us-ascii"

M ME- Version: 1.0 Content-Transfer-Encoding: 7bit

This is an HTM. part of the message

Linkl: http://malware.testing.google.test/testinag/ malware/ and sone text

Li nk2: CLICK ME sone text
Li nk3: http://ml ware.testing.google.test/testing/ malware/ and sone text

Li nk4: http://cisco.comand sone text

7781793576330041025==- -

-0y — B85
[
EE—#s  BEEA -

- ZRRIAR SR ERHF(AS)/BARE (AV)/ & 408 B4 B4 (AMP) B B M 18 & K 85 (OF ) Ry BB 4+ R
&


https://en.wikipedia.org/wiki/MIME
http://malware.testing.google.test/testing/malware/
http://malware.testing.google.test/testing/malware/

Policies

Add Policy...
Order | Policy Name = Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters = Outbreak Filters Adwvanced Phishing Protection Delete
1 URLTest (use default) (use default) (use default) (use default) URL_SCORE Disabled (use default) |7 |

- EARNBTIESS - EBAURL_ SCOREN AT E SR

Add Filter,.. |
Crder | Filter Name Description | Rules | Palickes Duplicate | Delete

i URL_SCORE URL_SCORE: if {url-reputation(- 10.00, -6.00, ™", 0, 1)) { leg-ontry["$FilterName”); url-reputation-defang{-10.00, -5.00,"0); } L |

AATERFEAURLEERGHRCEEZURL , XEURLH 2N TF-6.0081-10.002 8. ERIRE
, FHE K AR IERF B R HBUHIRE url-reputation-defang 23R

Defang#®E

BEMTARBETHREE. AFEmRHEUHR ; IFRRURL , BER AR H, BRAFREAMHART
EFEMEHURL,

ZEA

B RS IERR IR E B 7z
NB TR RIRIE 75

websecurityadvancedconfig hreffIXAEEEE A 7

WZRHATEARNIERENIUERENE R, ERINEEP , SMNHBERHTMLIREH | HE
BURL, EEW%B@‘%—‘EURLE’JHTMLEQ& :

Linkl: http://malware.testing.google.test/testing/ malware/ and sone text

Li nk2: CLICK ME sone text

Li nk3: http://nmalware.testing.google.test/testing/ nalware/ and sone text

EHFHERYT , URLAEYNMHTML AFRIER TR. <A>TTEEIE hreft= SR ICAR S B EMIE RER BFR
HEM. HMICTEFNRNB B AT ARRER B IR, I textform AILAEEURL, ZE—Link1fETTEN
hrefE@ MM Ao P ETEHRAURLEERE, AL, XEURLATEERE, 5 =Link2{X1E
hrefBMEAEZEEBHURL, &RE—BTEEEMAEE,

AR HARBIHISEE L ARNERHENRABRE , A TUER EBA b, BIRHR
R AN S TR RS R IR,

—BEfF 5EURL_SCOREMEZSICE |, EEURLFSBMARR, LA oUTBREAKCONFIG TR S 20 B
URLTA fEmail_logsH & Zl,

Mon Jul 4 14:46:43 2022 Info: M D 139502 URL http://mal ware.testing.google.test/testing/ nmal ware/
has reputation -9.4 matched Cond tion: URL Reputation Rule Mon Jul 4 14:46:43 2022 Info: MD
139502 Custom Log Entry: URL_SCORE Mon Jul 4 14:46:43 2022 Info: M D 139502 URL

http://mal ware.testing. google.test/testing/ nmalware/ has reputation -9.4 nmatched Acti n: URL

def anged Mon Jul 4 14:46:43 2022 Info: M D 139502 URL

http://mal ware.testing. google.test/testing/ nmalware/ has reputation -9.4 nmatched Acti n: URL


http://malware.testing.google.test/testing/malware/
http://malware.testing.google.test/testing/malware/

def anged Mon Jul 4 14:46:43 2022 Info: M D 139502 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Acti n: URL
def anged Mon Jul 4 14:46:43 2022 Info: M D 139502 rewitten to MD 139503 by url-reputation-
def ang-action filter 'URL_SCORE

X2SHEEHEE

- 7781793576330041025== Content-Type: text/htm ; charset="us-ascii" M M Version
1.0 Content-Transfer-Encoding: 7bit

This is an HTM. part of the nmessage

Li nk1: http://nmal ware.testing.google.test/testing/ nalware/ and sone text
Li nk2: CLICK ME sone text

Li nk3: http://ml ware.testing.google.test/testing/ malware/ and sone text

Li nk4: http://cisco.comand sone text

7781793576330041025==- -

RTM|ME$M¢E’Jtext/htmlﬁB FITESIREN S REDBRVARRIE , FERFIEHABRETT, HBFE—
NI NEBCES | MIBR T ARANEERE Hh B THTMLAB RS T TR0 A, & — N
qJEﬁURLi&th;EﬂEﬁHTMLJE?XUIKﬁB THYURLbHE, HTUEEMR | ?ﬂ?ﬁfiﬁﬁf’ﬁ)ﬁ , BB
EARMPURLIU AT A |, B3R BHTML AFRIE , TETREATE T, F=ZRTHITHE , BRL4:
AURLM st KRB FEMASRIEZE , FEFAREE, BFXFRAMNEENTH , EERE=. &
%, AR UURBRNEEHEREE  RARENKERFHIIT. F2ANRRR , — LB FHRA4R4EE
FEXAADBEUBEROURLIER | HEEK R T S d5EE,

UERMNEEMIMESBHH XA/ B XA D . XA/BXABLEXEAREFIEFHMURL, XA/L L
AHFAEHEHTMLABRHMUAE R, Ek%?&ﬁﬁ%%&lﬁﬁ:@? m, B F BER AR A/ 43
K, RECERREFHAEFREENSIF M. BE , &F E#ﬁﬁﬁﬁﬂﬁﬁﬁﬂ(—ﬂﬂ?&éﬁﬁﬁ:
BHEMLIER ) FEEEEMBFEMIMES 2

BEAL B9 B3R RIFOH B AN A XX AN E 5 B URL.

Li nk1: http://nmal ware.testing.google.test/testing/ nalware/ and sone text Link2: http://cisco.com
and sone text

Hh—RERESTEEBY HUFER. BABRLT , IMIMEZR & Wtext/plainZf 2 REVH 5512 4E
Etext/htmIZ o RE ESIREEETFTENE R, ©ZTFBLOCKED wordsM 5 ES 2 BN ERZ
8] o

-- 7781793576330041025== Content-Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: 7bit This is text part of the nmessage Linkl:
BLOCKEDnal war e[ . Jtesting[.] google[.]test/testing/ mal ware/ BLOCKED and sone text Link2:
http://cisco.comand sone text -- 7781793576330041025==

&4t .

oalm .

. FETEXT/PLAINEB %% T Defang 2 %% URLE B BLOCKEDIR
. MA-tagiH B | MA-tagZ MM AR A AR ( AT LURURLMEIL ) B , ZETEXT/HTMLERS
+FiE1TH9Defang2 EE R BHTML A-taghYURL

7R B
1B R SR BR IF R E RS 7%



NETL IR SRRIE =5
websecurityadvancedconfig hreffIXAEEE /3 A Yes

37 S 1R A < 7 i websecurityadvancedconfigit i 2 — f5 Bh #R B 1T H AT B S B
websecurityadvancedconfig2 T VR B MWAFECLIH T , AFREFETURLEAENRE., £H
LA E AP — MR E AT A E REUERIENBRIAIT R

> websecurityadvancedconfig Enter URL | ookup tinmeout in seconds: [15]> Enter the naxi mum nunber
of URLs that can be scanned in a nessage body: [100]> Enter the maxi mum nunber of URLs that can
be scanned in the attachnents in a nessage: [25]> Do you want to rewite both the URL text and
the href in the nessage? Y indicates that the full rewitten URL will appear in the email body.
N indicates that the rewitten URL will only be visible in the href for HTML messages. [N> Y

ﬁ.%./l\lﬂﬂq:' , Do you want to rewrite both the URL text and the href in the message? .. , |=|7|< Y EZI'\T:T:EIMq:
REFHTMLEMIMEZB 2 HER T , TILEA- tagyciE'Jhreffﬁq:% YR EIFTE R URLF /T

CHEREENEALENXEBIHNAR. EXMBPAT , EMREARNER , BEERBET
=

BREETWHURLAtext/ntml MIMER 25 , FFHE SRR ZEHHTMLAEZIT LR,

Linkl: http://malware.testing.google.test/testinag/ malware/ and sone text

Li nk2: CLICK ME sone text
Li nk3: http://ml ware.testing.google.test/testing/ malware/ and sone text

Li nk4: http://cisco.comand sone text

‘_—LIFFHhreﬁl]IZIKEEuﬁIﬁET TR ZURLth I R hreffE tEH) — 3 75 1E R A-tag HTMLIT R Ry XA ED
:R%EEHTMLI$éMEfmiB PHRRE, ERIATES ,zf%%URLo

7781793576330041025== Content-Type: text/htm; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encoding: 7bit

This is an HTM. part of the nessage

Li nk1l: BLOCKEDnal ware[.]testing[.]google[.]test/testing/ mal ware/ BLOCKED and sone text
Li nk2: CLICK ME sone text

Li nk3: BLOCKEDnal ware[.]testing[.]google[.]test/testing/ mal ware/ BLOCKED and sone text

Li nk4: http://cisco.comand sone text

.- 7781793576330041025==- -
BIE , HA-tagnZFURLR X LE N , 2ESENEARINEE-RBHE K AEEZREN , 28
EEEEEENURL, BEH ALY P EAE MIME B 49 LA/ 28 A 5P 59 MERMERER. ZAM
EEBLOCKEDZFHZH , MERHRELFESZH, X2HEILAFEHNMBEBURL , FEFE LS
TR AR SO A B W A

M4

P = =


http://malware.testing.google.test/testing/malware/
http://malware.testing.google.test/testing/malware/

. FETEXT/PLAINEB %% 17 Defang & 412 URLE B BLOCKED#R
- HAFRICHEMIBREY , ETEXT/HTMLE 2 L ETHWEUEFRIEAEEBRBHTML AFRICAIURL
- ETEXT/HTMLER 731217 Defang 5 ILEL 1Y P B FRF R E E IBLOCKED#R

B_#0 — EHEM

.7
EE=BoH , RESA

- BR4 3R A , BIAAS/AV/AMPELEFOFEZEA

Policies
Add Policy...
Order | Policy Name  Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters = Outbreak Filters Advanced Phishing Protection Delete
1 URLTest (use default) (use default) (use default) {use default)  URL_SCORE Disabled (use default) ||

- EARBIIER | 25 AURL_SCORER AT E =R

Add Filter...
Order | Filter Mame Description | Rules | Polickes Duplicate | Deleta
URL_SCORE URL_SCORE: if (uri-reputation(-10.00, ~6.00 , =, 0, 1)} { logrentry{*$FilterName"); url-reputation-proxy-redirect(~10.00, -6.00,",0; } -] L

AR EEFRERAURLEERERCE ESURL , XEURLMW 25 N F-6.00Ff1-10.002E ., ERRE
,CFIEZRHNATIEER B, H B redirect action E,%;-(Hyo

EE@RE

EERIATREGNEIFENANZEANBRS AITPHSBFARTEEAEEAZZFH BN
FKE2RE , IRUEL/BKRFINEBEUR , ZRELB LT,

aRC

B RS IE R IR E B 7z
MBI R E EEM

websecurityadvancedconfig hreffIXAEEEE A v

WHEETHALEERF—BIFNFRAEEEL , NETRBFREFHNERETEE@MIEECER
BRURL., websecurltyadvancedconflgli%4‘%})&57] FIARE |, IXEBRE "Do you want to rewrite both the
URL text and the href in the message? .. WEN N.

BT ER A AR F HEENURL, BRI D 2R URL_SCORER AR EBFM N FHIATERAE un-

reputation-proxy-redirect-action

Tue Jul 5 12:42:19 2022 Info: MD 139508 URL http://nal ware.testing. google.test/testing/ nal ware/
has reputation -9.4 matched Condition: URL Reputation Rule Tue Jul 5 12:42:19 2022 Info: MD
139508 Custom Log Entry: URL_SCORE Tue Jul 5 12:42:19 2022 Info: M D 139508 URL

http://mal ware. testing. google.test/testing/ nalware/ has reputation -9.4 natched Action: URL
redirected to Cisco Security proxy Tue Jul 5 12:42:19 2022 Info: MD 139508 URL

http://mal ware. testing. google.test/testing/ nalware/ has reputation -9.4 natched Action: URL
redirected to Cisco Security proxy Tue Jul 5 12:42:19 2022 Info: M D 139508 URL

http://mal ware.testing. google.test/testing/ nalware/ has reputation -9.4 natched Action: URL
redirected to Cisco Security proxy Tue Jul 5 12:42:19 2022 Info: MD 139508 rewitten to MD



139509 by url-reputation-proxy-redirect-action filter 'URL SCORE
TREMANHTMLER S T EBURL, 5HRAFHEE , REEA-tagitZE M hrefE tEF K EIHY
URL , #BES EA-tag TR AT FREIBWURLIE I, ERAEFERE , BN NAtagt RWERR
,BEREEMMRE , hreBHEFHURLEEE,

-- 7781793576330041025== Content-Type: text/htm; charset="us-ascii" M M- Versi on:
1.0 Content-Transfer-Encoding: 7bit

This is an HTM. part of the nmessage

Linkl: http://malware.testing.google.test/testinag/ malware/ and sone text

Li nk2: CLICK ME sone text
Li nk3: http://ml ware.testing.google.test/testing/ malware/ and sone text

Li nk4: http://cisco.comand sone text

.- 7781793576330041025==- -

Rt , BFHA4EFIRE RFEANESHEE  Link1 FLink28E R ENNE T2 RERS , BER4F
PP EREEE2E RAtagfi XA B D , MIAMBRTFA2EE, A TEHFHERX—K , BEE
& TRER 4 XA /htmI BB 25 BYWebBR 45 7 iim A9 5 Hi o

Mot Secure — ews-pv3201.cisco.com (] . oo [ -+

com () Logout

roundcube - Co LF Seitings

+ = 1 e m“d, T & ?

Back  Compose Reply Reply all Forwar Delere Mave

8 inbox Test URLs Message Zof 13510 4 B
‘/' Drafts p—
& sent [ <> |
B Junk

— This is an HTML part of the message

[t Link1: hipo/ fmatware testing.google. test/testing /malware/ and some text
Link2: CLICK ME same text

Link3: hup://malware.testing.google. testfresting /malware/ and some text

Link4: hitp:/ feisco.com and some text

Opin "secure-web,cisco.com/1 HMOVE_ap7q0pHA YIUMs2eLaylas

n_30QbSEMIgAD_aK DI PAEVBSpULCNK.. PvBax7UsMzugzsinsQahttp®e 349 abware bisting googht. lest W 2Ftesting % 2F malware4 2F* in a new tab

EMIMER DI XA/ANAE D , EEQERRETZER  ANCEEIHENURLZFRES
WEE,

-- 7781793576330041025== Content - Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: 7bit This is text part of the message Link1:
http://secure-

web. ci sco. conm 1dupt zzunif | | uUAGDNg__ M hr ANf OQZ4xul Dj L8yqgeTnpwbH Po0722VEI VeKf sJWW00kULnj FQancMvh
r p6xEpTnKeEFYNhDOhRLuTwy P2TC-

b74Q VOznKsi kLcNmdC4pl Bt | ol sZ707Mrl 0CAHECgyxBRf _bx YMAPQDNVSZOW3UPNS - nBO7Rwt sPfi _-

Ey XHQb3pTz Mpy Fb@QB6I VI f Dq96VcNMRBqi DzGLTgFwej 4J_- QW

72i 3qCp9e YFDXR1LCOY4T9bkDVO 0xZh56Z53w ht t p¥B8AYRFY2Fmal war e. t est i ng. googl e. t est ¥2Ft est i ng¥%2Fnmal wa
re%2F and sonme text Link2: http://cisco.comand some text -- 7781793576330041025==
&4 -

/Ch=[ .

- MTEXT/PLAINEB D 1T EE B S EESCisco Web SecureR B RS ILELFURLZE T R
- ETEXT/HTMLER 2 £i21THY E 3E [61 52 F Cisco Web SecureRE RS MHTML A-tag hrefE &



http://secure-web.cisco.com/1IhMDvC_ap7q0pHdJYlUMs2eLayIaSowon_3Qb8bMIgAO_aKJD9PA6VBspUtiCNkxlKc5eJlNhOtEfr39JCzxxvtcBL1Afs_iV01OL_vXFE30zOmEEVYX8djFTJ1T9seDtxmxF8beciVywF2xlokkRSP8SolTEtSJyveaHblr8uI4gcXBUrhul0C3rfjHzH92GySnz9Fh7Waj8cv67P7WHi4qCTYzzEXbGh4DXbIig8VD6PHCMsezaN-79nWaAy6GeFPvBax7UsMzugzsInsQaQ/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1IhMDvC_ap7q0pHdJYlUMs2eLayIaSowon_3Qb8bMIgAO_aKJD9PA6VBspUtiCNkxlKc5eJlNhOtEfr39JCzxxvtcBL1Afs_iV01OL_vXFE30zOmEEVYX8djFTJ1T9seDtxmxF8beciVywF2xlokkRSP8SolTEtSJyveaHblr8uI4gcXBUrhul0C3rfjHzH92GySnz9Fh7Waj8cv67P7WHi4qCTYzzEXbGh4DXbIig8VD6PHCMsezaN-79nWaAy6GeFPvBax7UsMzugzsInsQaQ/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F

BEURL , BREFIE B R IEHHURLFRF &

H=D
BRYIRRRIERE R RN 7z
NBETIERIRE BEEM

websecurityadvancedconfig hreffIXN A EE B 5 H Yes

i BEE—HoNFRBEL., EREAEENHTMLBS P EENABURLFHEEEA. &

5{1 'Do you want to rewrite both the URL text and the href in the message? .. &)

-- 7781793576330041025== Content-Type: text/htm ; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encoding: 7bit

This is an HTM. part of the message

Link1l: http://secure-

web. ci sco. com 1dupt zzunilf | | uAGDNg M hr ANf OQZ4xul Dj L8ygeTnpwbH Po0722VEI VeKf s JWW00kULnj FQancMvh
r p6x EpTnKeEFYNnhDOhR1uTWyP2TC-

b740 VOznKsi KLcNmdCApl Bt | ol sZ707Mri 0CAHECayxBRf _bx YMAPODNVSZOW3UPNS - mBO7Rwt sPfi _-

Ey XHQ03pTzMyFb@861 VI f Dg96VcNMBgi DzGlTgFwej 4J - Qv

72i 39Cp9e YFDXR1COY4T9bkDVO 0xZh56Z53w ht t p¥8AYRFY¥2Fnal war e. t est i ng. gooql e. t est ¥2Ft esti ng¥%2Fnmal wa
re¥?F and sone text

Li nk2: CLICK ME sone text

Li nk3: http://secure-

web. ci sco. conm 1dupt zzunif | | uUAGDNg__ M hr ANf OQZ4xul Dj L8yqgeTnpwbH Po0722VEI VeKf sJWW00kULnj FQancMvh
r p6xEpTrKeEFYNhDOhRLuTwy P2TC-

b74Q VOznKsi kLcNmdC4pl Bt | ol sZ707Mrl 0CAHECgyxBRf _bx YMAPQDNVSZOW3UPNF - mBO7Rwt sPfi _-

Ey XHQb3pTzMpy FbQB6I VI f Dq96VcNMVRBqi DzGLTgFwej 4J_- Qv

72i 3qCp9e YFDXR1LCOY4T9bkDVO 0xZh56Z53w ht t p¥B8AYRFY2Fmal war e. t est i ng. googl e. t est ¥2Ft est i ng¥%2Fnmal wa
re%2F and sone text

Li nk4: http://cisco.comand sone text

7781793576330041025==- -
Fﬁﬁhrefﬂljlzlii‘—i}‘ SEEMMEEABRTEB/RMEENURLFRSH, EHBH4EF in P AYER4
NESRFEEER, 5T EFHERE— 5 , BEE L FEE A htmiEs B Webil 4% 1= 1
i o



http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F

Mot Secure — ews-pv3201.cisco.com

Abau ad m () Logout
roundcube . 2 contacts G Settings
. g — e - -
| N B+ B AR
Back Compase Reply Reply all Forward Delete Move Prinmg Mark Mare
& inbox m Test URLs Message 4af 13513 | 4
+
& Drafts m =
& sent
B Junk
— This is an HTML part of the message
Trash
U Link1: hatp: ! (secure-web cisco.com/ 1duptzzum LiluagDbe M _hrANROOZ4xulDL Sy e Tmpwh HIPa0 7 2 2VENV ek fs IWwFODkUL mjFOans MMnrpSx EpTmEeEFYnhDORR LuTwyP2 TC

B740NWOZIKslkLCNMACADiBtiolsZ 70 7MmIOCSHECQYx BRF_bxY MAPQDNVSZ0wIUPNF-mB0T RwtsPfi_-EyXHODINT zMpyFbOB6NIDOIEVCNMIqIDZG I ToFwei4) ~CM
7213GCRIeYFDXRLCOY4TILKOVO oxZhs 62 3w MIpKIARZFRZ Fralware 1esting gooqle tes12 Flesting%2Fmatware¥2F and some text

Link2: CLICK ME some text

Link3: hitp:/ [secure-web cisco.com/ lduptzzum LiliuAgDig_M_hrANFOOZdxulDjLEyge Tmpwh HIPa0 7 2 2VENV eKfsWwFOOkULmiFCanc MMArp&xEpTmEeEFYmhDORR 1uTwyP2TC
b740fVOznKsikLeNmd Capiitiols FOTMmIDCSHEC gy BRE_bxY MAPQDNVIZOwIUPNF-mB0T RwtsPfi_-EyxXHObIpTzMpyFOQBGEINVIIDGI6VCNMIqIDzG 1 TaFwe4)_-OM-
72i3qCp0eYFOXR LOOYATOBKDVO oxZhs 625 3w Mgk A%IFE2 Froalware. 16sling. goog e testE2 Fresting%2FmatwareX2F and somse Text

Link4: hatp:f fcisco.com and some text

Optn “secure-web, cisco.com/iduptzzumiflluAGDNG__M_hrANFOQZ 4xulDiLByaeTmpwhH VieKfsJWwFD...4TSbs 2Fmakware testing.google

MIMEBR 48 XA/ 8 AR E 5 B RECHIHEE , ERwebsecurityadvancedconfig cixd lp £ #Y 3
AR5 AT & B R,

-- 7781793576330041025== Content-Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: 7bit This is text part of the message Linkl:
http://secure-

web. ci sco. conl 1dupt zzunilf | | uUAGDNg__ M hr ANf OQZ4xul Dj L8yqgeTnpwbH Po0722VEI VeKf sJWW00kULnj FQancMvn
r p6xEpTnKeEFYNhDOhRLuTwy P2TC-

b740 VOznKsi kLcNndC4pl Bt | ol sZ707Mv OCAHECgYyxBRf _bx YMAPQDNVSZOW3UPNS - mBO7Rwt sPfi -

Ey XHQb3pTzMpy FbQB6I VI f Dq96VeNVBqi Dz GLTgFwej 4J - Qv

72i 3qCp9e YFDXR1COY4T9bkDVO 0xZh56Z53w ht t p¥B8AY2FY2Fmal war e. t est i ng. googl e. t est %2Ft est i ng¥2Fmal wa
re%2F and sonme text Link2: http://cisco.comand sonme text -- 7781793576330041025==

jm

/Bh=[F .

. ETEXT/PLAINZ 2 L EITHEEMASEESCisco Web Secure R RS LB Y URL 7T &
- ETEXTHTMLE 2 L ETHEERAEERBHTML A-tag hrefB 4ERURL , BATEE XA SR
2 LA K 5 Cisco Web SecurefS IR FEHTMLIE X & L B9 {E M BB URL F £ &

B3y — EXEM

FEB o RMEE X EHE RN OFRE MA K IMURLIAKIE R,
Bl

Rk ZERARFHANE D P EANABTTIERS.

- HRHERRE , BRIARAS/AV/AMPELE FMOF 2 /5 A

Policies
Add Policy. ..
Order Policy Name | Anti-Spam Anti=Virus Advanced Malware Protection Graymail Content Filters | Outbreak Filters | Advanced Phishing Protection =Delete
i URLTest (use default) (use default) | (use default) (use default) Enabled Retention Time: | (use default) I ]

(no filters) Virus: 1 day
Other: 4 hours

- ATEmERMENARALERAREE TURLEEE , LEEEEHRHPIEHNAIEURL



Mail Policies: Outbreak Filters

Qutbreak Filtering for Policy: URLTest

Enable Oulbreak Fillering (Customize settings) a

Outbreak Filter Settings
Quarantine Threat Level: (7 28

Maximurn Quaranting Retention: | yiral attachments: Ii— bavs B
Gther Threats: v B
Deliver messages without addxng them to quaranting
Bypass Attachrent Scanning: & | None configured

Message Modification
[ Enable message modification. Required for non-viral threat detection (excluding attachments)
Message Modification Threat Level: (7 28

Message Subject: | propend @ [[SUSPICIOUS MESSAGE] Insert Varisbles | Preview Text &F
Include the X-IronPort-Cutbreak-5tatus headers: Enabie for all messages
Enabile only for threat-based outbreak
0 Disable
Include the X-IronPort-Cutbreak-Description header: Enable
Disable

Alternate Destination Mall Host (Other Threats only): | |
fexamples: example.corn, 10.0.0.1, 2001:420:80:1::5)
URL Rewriting: | Cisco Security proxy scans and rewrites all URLs contained in malicious cutbreak emails.
O Enable only for unsigned messages (recommended)
Enabile for all messages
Disable

Bypass omain Scanning (7

p:
(examples: example.com, crm.example.com, 10.0.0.1, 10.0.0.0/24, 2001:420:80:1::5, 2001:db8::/32)
Threat Disclalmer: | none 8

Disclaimer text will be applied to the top of the message body far Suspicious and Quarantined messages, Ta create custom disclaimers go te Mail Poficies > Text
Resources » Disclaimers

E=

MER I OF D2 R E="r , HPHPTAEURLERE A Cisco Web Secure KBRS EE,

I RE

1B R R 2R 3E R B B AR Yes
AESSURE L (S 7
websecurityadvancedconfig hreflIX A EE B /5 A 7

It 5 8 RE B EE AR 1 /8 A OF B 2 Awebsecurityadvancedconfig hrefIX A EEMHER T
T,

Wed Jul 6 14:09:19 2022 Info: M D 139514 Qutbreak Filters: verdict positive Wed Jul 6 14:09:19
2022 Info: M D 139514 Threat Level =5 Category=Phi sh Type=Phi sh Wed Jul 6 14:09:19 2022 Info: MD
139514 rewitten URL u' http://mal ware.testing.google.test/testing/ malware/' Wed Jul 6 14:09:19
2022 Info: MD 139514 rewitten URL u' http://cisco.com Wed Jul 6 14:09:19 2022 Info: M D 139514
rewitten URL u' http://malware.testing.google.test/testing/ malware/' Wed Jul 6 14:09:19 2022
Info: MD 139514 rewitten URL u' http://mal ware.testing.google.test/testing/ malware/' Wed Jul 6
14: 09: 19 2022 Info: MD 139514 rewitten to M D 139515 by url-threat-protection filter ' Threat
Protection' Wed Jul 6 14:09:19 2022 Info: Message finished MD 139514 done Wed Jul 6 14:09:19
2022 Info: M D 139515 Virus Threat Level =5 Wed Jul 6 14:09:19 2022 Info: MD 139515 quaranti ned
to "Qutbreak"” (Qutbreak rule:Phish: Phish)

ERNMMNIE/AEMIMES 2 FF . RERER |, TR XA/ XA ANFAEURLEHEE R
Cisco Web SecureRERSF. FEXMERRERANBEEEHENNBURLAEEHA TURLEE

o

-- 7781793576330041025== Content - Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: quoted-printable This is text part of the nessage Linkl:
http://secure-web. ci sco. com 11ZWnZYNbRp_t vvnco4l 3G nExI| EFgpi r K= f 5\\BmD_7X-

8wSvnnDQx YNYhb4apl Et OXp_- 0OCMInyweWK63xZI Fnj 5S_n0vY18F9GOIWCSoVJIpK= 30EQ8I B-j cbj x9BW ZaNbl -t -




uTOLj 107Z3j 8XCAdOaHe 1t 7GGF8LFt 1GNFRCVLEM wQZyo- uxh= Uf khZVETXPZAdddg6-

uCeoei M RZUOCAzqvgw2axnB03AUpi eDdf eMHYXpnzeMw574FRGobr 7uV=

t B65hf y29t 2r _VyWA24b6nyaKyJ_hnRf 2A4PBWOTe37cRLveONF9cl 3P51Gx U/ ht t p¥8AYRFIRF=

mal war e. t esti ng. googl e. t est %2Ft esti ng%2Fmal war e9%2F and some text Link2: http://secure-

web. ci sco. conm 107068d- dObG3Sqwei fi | 89X-t Y7S4csHT6=

LsLToTUYJqVWef Lf ODch91ly XW J8aOxPqlPQBSACgJI Dt 4hCZi pXXmC1XI 3- XdNLGBMIObLf j 1cB= hY_OW Bf LD
zC86MD2dm f OXCgKTOt DET3RD_KAe UWMTVWWZVIN9i 81 LPcwBBBi 9TLj MAMhRKPeg= En_YQvDnCzTB4qYkGBaUQ Fsec XB-
V_HU1vL8I RFRP- ud Nj hHp9kWCnnt JBJEMOMeALT6MBIJ= ZhBzZnf ynf OddXs-

x1' G YXn3j uN1Tvud Cceo3Yeai Vr bOXcOl Zs3FOBxvN OnwWKN181y CKPRY= cn5aSWg/ ht t p¥8A¥RFY2Fci sco. com
and sone text -- 7781793576330041025==

X BMIMESR 4 B 4L 3 A /htmIEB 5o

-- 7781793576330041025== Content-Type: text/htm ; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encodi ng: quoted-printable

This is an HTM. part of the nmessage

=20
Linkl: http://ma= |lware.testing.qgooqgle.test/testing/ malware/ and some text

Link2: CLICK ME<= /a> sone text

Link3: http://malware.testing.google.test/testing/malware/ and sone= textlLink4: http://cisco.com
and sone text=20 -- 7781793576330041025==- -

M~ < HH ) Not Secure — ews-pv3201.cisco.com

n U Logout

roundcube - ontacts g Settings

-t g & — - =
- = L. . F B T /7 ..
Back Compose Reply Reply all Forward Delete Mave Print Mark Mare
Q mo  ED [SUSPICIOUS MESSAGE] Test URLs Message 4of 13524 | 4 | B
’
# Drafis (o> 5
ﬂ Sent
&
— This is an HTML part of the message
Trash
L Link1: hitg:/fmatware testing google. testitesting /malware] and some text
Link2: CLICK ME some text
Link3: hitp:/ frmahware testing gaagle test/testing fmalware | and same text
Link: hitp: fcisca.com and same text
Open "secure-web.cisco.com/1YD7q4LPvO34Z TyUhwlLHvnMGguRdBI 24

WA AT B HINE —NMNERELNKSEEEE, MERFMEMFEIFXENE  RELKMNEZERT. B
INERT . MIME B text/htmI3E 2 ik F14b FEA-tag Tt E W hrefE 1. 3158 F B3R I3 As /48 A EB
DHTH . W4T Bwebsecurityadvancedconfig href I AEE, T—NMgSIE2Mtt, B4 -
- ETEXT/PLAINZB D= 1THOFEEmEE 5Cisco Web Secure REREZ LB AW FIEURLERFSH
- OFETEXT/HTMLE  EiZ2 T EE X EEXRBHTML A-tag href B I URLE B EWebZ £
RERS

I RF

B RS IE RS IR E B Yes
NBLIRERERE 7

websecurityadvancedconfig hreffIXAEEEE A Yes


3D"http://secure-web.cisco.com/1YD7q4LPvQ34ZTyUhwULH=
3D"http://secure-web.cisco.com/1YD7q4LPvQ34ZTyUhwULH=
3D"http://secure-web.cisco.com/1YD7q4LPvQ34ZTyUhwULH=
3D"http://secure-web.cisco.com/1YD7q4LPvQ34ZTyUhwULH=

= {Ewebsecurltyadvancedconﬂg hrefMI X AEE R/ T ROFFHRERMRNEZHENURLEE
TRMMER, LT T | websecurityadvancedconfig & RN LA/ 4 SLAMIMEZR 790 1E3R
MR text/htmlZhs 3 2 & 175 AL,

-- 7781793576330041025== Content-Type: text/htm; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encodi ng: quoted-printable

This is an HTM. part of the nmessage

=20

Linkl: http://secure-web.cisco.con ldgaf ald Z6Grc_TKnEHBFI G - | 0TxJMFkg= 1-vbj f 0- 0Z2c9G
by KGdhMWV gCESYCPDI & Jf Fkl 9k069ni t sXnL49W XoXEr SWk- Yf vWnNnBj P18=

D3Vj oi 501 AghnmByJJaK | g6f 38p4Ni Mal 8] dSI Mp_1caEd@LdzeZHHg_B7_Xi nul BHekVsVFAwW= -

| kgA7j Eusyf zI Dt m}45Ygbl 3Dg- WWMSMySHpc gk RP6aA] w aKMEo CO9uL DowChAKr Y5w nVf c= EJ-

t mvEVO94LDI Ai Rl PYosunpsj 5e_4Jvg4B PDOF CvRynghk MBGBHLEE Vi r z- SQ RFRHZKSpzNh=

bN1LUSWGEA/ ht t pYBAYRFY@Fmal war e. t esti ng. googl e. t est ¥2Ft est i ng¥@Fnmal war e¥@F and sone t ext

Link2: CLICK ME sone text

Li nk3: http://secure-web. ci sco. conf 1dgaf ald z6Gnc_TKnEHBFI G_- | 0TxJMF= kgl- vbj f 0- 0Zc9G

by KGdhMW gCESYCPDI @t Jf Fk1 9k069ni t sXnL49W.XoXEr SWk- Yf v\WnBj P=

18D3Vj oi 501 AghnmByJJaK_| g6f 38p4Ni Mal 8j dSI Mp_lcaEd®LdzeZHHg_B7_Xi nul BHekVsVF= Aw

I kgA7j Eusyf zl Dt mI45Ygbl 3Dg- WFWh SMySHpc gk RP6aA] w- aKVEOCO9uL DowChAKr Y5w nV= f cEJ-

t mvEV94LDI Ai Rl PYosunpsj 5e_4Jvg4B_PDOF CvRynghk MBGBHLE Vi r z- SQ RFRHZKSpz =

NnbN1LUSWGA/ ht t p9BAYRFY2Fnal war e. t est i ng. googl e. t est %2Ft est i ng¥%2Fmal war e%2F= and sone text

Li nk4: http://secure-web. cisco.conf 11 8PM MwwHLYpcRmM j uqY9F2WGES37D= ksL| ADF8z6Mn8ke-
Qd4LygPhRy9r | OWRcHVJI 2Vt g1wHXhvi N9Ont r QN8Uz W nsycf wf bHeY6r de=

spa Whj 2DWsowi | d45maDs Rxopf hRDW 3KLHr 4ZX70z8eW Q 8Vxu__- Yt pYXgt | 1_niT73Fj Cs= 5mivHKf | qS52FXyr o-
Mo X9v u9V14wXSHWHAt pXHVR- Jq2yq_FWp3ei OTpkkJ6X1wTaof CKsSbQcb=

RhbFWua3GZWAFyonDmAgvLbj _8KZNz8al Ff 8l y_zUWMO7S4pZ2KsT- 0qPt | | AnUEJEj dvntgO= GDneol L6m

g/ htt p¥8AY¥RFY2Fci sco. com and sone text

=20 -- 7781793576330041025==- -
ALUEEE , WS RONEHIEERL , HE—HNX3RFFEURL ( FMREESMURL ) HEH
EE, HTMLES L& KIS 5B B URLTH BB LAEN.

M~ < - ) Not Secure — ews-pv3201.cisco.com
About admin@ta n (& Logout
roundcube . L contacts 'm Settings
. - —
« - .. §F a9 /...
Back Compose Reply Reply all Forward Delete Move Print Mark More
Qmox @D [SUSPICIOUS MESSAGE] Test URLs Message 10f 13524 (4 |
'./' Drafts m =
ﬂ Sent -
B unk

— This is an HTML part of the message
Trash

W Tras Link1 [secure-web,cisco,com/ 10gafaGi6Gme_TKMEHSFIG_-I0Tx|MFig]-vhif0-0Zc9G -byKGAhMW_gCESYCPOIOUFFKISkO60nitsXnL4 9WL XoXErsWx

\’l\f\’vnSJPlﬁ'J?'\fjqu'f\kl mBvilak, t,EIBﬁM‘l MalBjdSIMp_LcaEdGOLdzeZHHg_B7 KinulBHekVsYFAw-IkaAT7iEusy 2iDiml45Yaki3Dg - WFNhSMaSHs chRPo.mM ARMEoCO2ul DowOhAKY Sw-niicEl-

tmEV94LDIAIRIFY osumps Se_dlva48_POORCyRynghkMECEHLEN rz-SOIRFRHZKSpaMhbMNLLU SWGA | et pié A2 P2 F makware, testing, goog|e.test2 Fresting%2F mabware®2F and same text

Link2: CLICK ME some text

Link3: hitp:/ fsecure-web.cisco.com 1dgafaGlizeGme_TRmEHEFIG_-I0TxMFkgl-vhjili-oZc 96 - byl GdhMW_gCESY PO IFKISkI6 Snits XnL4 SWLXoRESWix-
¥hATE|P 1BD3VjoiS0lAghmOyilak_ly6f3EpdNiMalEjd3IMp_1cabdCOLdzeZHMHg BT _MinulBHekvevFaw-lkgAd 7JEusyf 2000m) 4 5Ygb I 3Dg-WPwhS Mg SHpeak R PG jw- K MEsC O9uL DowORAKY Sw-n\icE| -
TmvEVI4LDAIRIFY 0sumps) Se_dlvg4E_PDORCwRyng hkMBGEHLENYIrz=S0  RFRHZKSpzNhbNLLUSWGA) hit pX 3AXZ FE2F malware.testing, goog le.testé2 FrestingM2 Fmalware®2 F and some text

Link4: hip:/fsecure-web.clsco.comy LISPMIMwywH 1Y pcRmMijug Y SF 2WGS3 7DksLIADFSZ6Mw ke -
QgaddLyg PhRy3riWRHVIZWig IwHNhwiNSnUrONEUZWinsychwibHe Y6 rdes pOWhj 2 DWsowild4 SmwDsRxoplhRDW3mELHr4 ZXT 0z BeW_01EVau__-vipYXgll_mT73FiCs SmMHEIGS5 2 Friyra-
MaXSvudW] Sw SHwH 4EpXHVR-Jg2yg_PWp2eiOTpkk)6X LwTaefCKsS b bRhbPvua C2WWFyo OnDmaAgyLbj_8KZNzBalFf8ly_zUWMO7S4pZ 2K s T-0gPllAnLUE|Ejdvrmog OO DmeniLEm:
/PR3 A%ZFE2Fcisco.com and some text

Open “secure-web.cisco.com/1dgata TKmEHBFIG_-I0TxJMFkg1-vbil 0-0ZcBG-by KGAhMW_gCESYCPDI... RHZKSpz NhbN1LUBWGA/MtL .google. alware3:2F" in a new tab

jm S

/N[ .


3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=

. ETEXT/PLAINZB 2 Z{THIOFEE M EEFFA 5Cisco Web SecureRIB RS LE I URLZ /&
. ETEXT/HTML*“B"‘_ THOFEEMR , AEERHHTML A-tag hrefB #HURL , AR JTEXA
84 F 5 Cisco Web Secure X EIRSS LB Y Fr B EHtURLFE T &R

RG

BT IERRIERE R Yes
NB LR ERERE ’x

websecurityadvancedconfig hreffIXAEEEE A Yes

RE—TMIRBIEEE.

. BRERES |, BRIAMAS/AV/AMPE. B FOFEE A

Policies
Add Policy...
Order Policy Name | Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters | Outbreak Filters = Advanced Phishing Protection | Delete
1 URLTest (use default) (use default) | (use default) (use default) URL_SCORE Retention Time: | (use default) 7|

Virus: 1 day
Other: 4 hours

- BT EFmEEBRNNOFABEE N URLEE (URL Rewrite)iRB , AEEEEMEFIEN
FTIBURL ( BBz SMHEE )
- fEARNABTERS . 28 AURL_SCORERN A S

A4d Filter... |

| Quar | Filtar Name Description | Rules | Policies Duplicate  Delete
i URL_SCORE URL_SCORE: if {url-reputation(- 10.00, -6.00 , =%, 0, 1)) { leg-antry["$Filterhame™); url-reputation-defang]-10.00, -5.00,,0); } B w

ABLESEFEAURLEERMHRCEEZURL , iXEURLK 2/ F-6.00f1-10.002 8., ERIEE
, FE KA BT IE R B R HBUEIRE url-reputation-defang 23R

BB 4 P X R A AL BBV B —BIAS | BRI -

Wed Jul 6 15:13:10 2022 Info: M D 139518 URL http://mal ware.testing.google.test/testing/ mal ware/
has reputation -9.4 matched Condition: URL Reputation Rule Wed Jul 6 15:13:10 2022 Info: MD
139518 Custom Log Entry: URL_SCORE Wed Jul 6 15:13:10 2022 Info: MD 139518 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: M D 139518 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: M D 139518 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: M D 139518 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: M D 139518 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: M D 139518 rewitten to MD 139519 by url-reputation-

def ang-action filter 'URL_SCORE Wed Jul 6 15:13:10 2022 Info: Message finished MD 139518 done
Wed Jul 6 15:13:10 2022 Info: M D 139519 Qutbreak Filters: verdict positive Wed Jul 6 15:13:10
2022 Info: M D 139519 Threat Level =5 Category=Phi sh Type=Phi sh Wed Jul 6 15:13:10 2022 Info: MD
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