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Connection Profile:* ‘ RA-VPN-Multi-Cert |

Group Policy:* | RAVPN-Multi-Cert-GP v |+

Edit Group Policy

Client Address Assignment AAA Aliases

Authentication

Authentication Method: ‘ Client Certificate Only v

Enable multiple certificate authentication

v Map username from client certificate
(® Map specific field

Primary Field: Secondary Field:

| CN (Common Name) v ‘ ‘ OU (Organisational Unit) v

) Use entire DN (Distinguished Name) as username

Certificate to choose: ‘ Second Certificate v

EEEBEXHFNAAAIRE

8. MR ERFEAENT 2 HEFDN)ERusernamelt I , RELEIREAF F4. ADHERR
—MNE—FRR , HEANFRAMR , A5 EEERE 4R 1T R A AERRSF. DNAUAT
HERIEH H HRIE,



AE . MR BIEEClient Certificate & AAA authentication , % 3EPrefill username from
certificate on user loginit ¥ A 4 A F @33 Cisco Secure Client#ySecure Client VPNAE 3R #
TEENMNEPIRIEBTERHEBAF A,

AEXEORRBEASS  HEAFREREMNEFRIEBTERN , BXAFRE , SMEH
PR ERTMERNAF B

O.AXRHEMFALRE , HSREFTD LA RE R4 E Fif(AnyConnect)i 25 [E] VPN,

10. /A P B M ENEEIEBRNCAILES LARFTDUASKIE, RNERZRT , BFfF
LB MITENFEILBHE —CALR , IAREZCARESB T, WRAFFHILEBMITENEF
RIEPHAENCAZE |, MAFRFEXHNCAILES EEEIFTD,



https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html

CA Certificate

= |ssued By :
CN : IdenTrust Commercial Root CA 1

O : ldenTrust
C: Us
= |ssued To:

CN : HydrantlD Server CA O1
QU : HydrantID Trusted Certificate Service
O : IdenTrust
C: US
= Public Key Type : RSA (2048 bits)
= Signature Algorithm : RSA-SHA256
= Associated Trustpoints :  ftdha HydrantID-Server-CA-O1
= Valid From: 16:56:15 UTC December 12 2019

= Valid To: 16:56:15 UTC December 12 2029
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n Certificate

General Details Certification Path

—ﬂ Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
* Ensures the identity of a remote computer
2.23.190.1.2.2

e 2,.16.840.1.113839.0.6.3

Issued to: dient.cisco.com
Issued by: HydrantID Server CA O1

Valid from 18/03/2025 to 18/03/2026

? You have a private key that corresponds to this certificate.

: ?

PP TR AL S

REUTEEFHEIES



n Certificate

General Details Certification Path

l_a Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
* Ensures the identity of a remote computer
¢ 2,23.140.1.2.2

.2, 16.340. 1.11383%9.0.6.3

Issued to: machine.dsco.com
Issued by: HydrantID Server CAO1

valid from 13/03/2025 to 18/03/2026

? You have a private key that corresponds to this certificate.

Issuer Statement
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<{froot>

firepower# show run tunnel-group

tunnel-group RA-VPN-Multi-Cert type remote-access
tunnel-group RA-VPN-Multi-Cert general-attributes
address-pool RAVPN-MultiCert-Pool
default-group-policy RAVPN-Multi-Cert-GP
tunnel-group RA-VPN-Multi-Cert webvpn-attributes

authentication nmultiple-certificate

group-alias RAVPN-MultiCert enable

2HATEA T a5 AR IR 2

<tfroot>

firepower# show vpn-sessiondb detail anyconnect

Session Type:

User nane

Index
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx
Pkts Tx

Pkts Tx Drop :
Group Policy :
: 07:18:53 UTC Wed Mar 19 2025

Login Time
Duration
Inactivity
VLAN Mapping

Audt Sess ID :
Security Grp :

: 192.168.13.1
: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
: AnyConnect Premium

AnyConnect Detailed

client.cisco.com

. 28

PubTlic IP : 10.106.56.89

: AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel:
: AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel:
: 19324 Bytes Rx : 134555
12 Pkts Rx : 1379
0 Pkts Rx Drop : 0

RAVPN-Multi-Cert-GP Tunnel Group : RA-VPN-Multi-Cert

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
Public IP
Encryption

TCP Src Port :

Aut h Mode

: Oh:21m:00s
: Oh:00m:00s
: N/A VLAN . none
026a43590001c00067da6fdd
none Tunnel Zone : 0
: 28.1
: 10.106.56.89
. none Hashing I none
53927 TCP Dst Port : 443

Mul tiple-certificate

(1)AES-GCM-256



Idle Time Out: 30 Minutes Idle TO Left : 9 Minutes
Client 0S : win
Client OS Ver: 10.0.22000
Client Type : AnyConnect
Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.4.74
Bytes Tx : 11581 Bytes Rx 1 224
Pkts Tx 1 Pkts Rx : 0
Pkts Tx Drop : O Pkts Rx Drop : O
SSL-Tunnel:
Tunnel ID 1 28.2
Assigned IP : 192.168.13.1 Public IP : 10.106.56.89
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite : TLS_AES_128_GCM_SHA256
Encapsulation: TLSv1.3 TCP Src Port : 53937
TCP Dst Port : 443
Aut h Mode Mul tiple-certificate
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.4.74
Bytes Tx 1 7743 Bytes Rx 1 240
Pkts Tx 1 Pkts Rx 3
Pkts Tx Drop : O Pkts Rx Drop : O
DTLS-Tunnel:
Tunnel ID 1 28.3
Assigned IP : 192.168.13.1 Public IP : 10.106.56.89
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1.2 UDP Src Port : 62975
UDP Dst Port : 443
Aut h Mode Mul tiple-certificate
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows
Client Type : DTLS VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.4.74
Bytes Tx : 0 Bytes Rx : 134091
Pkts Tx : 0 Pkts Rx : 1376
Pkts Tx Drop : O Pkts Rx Drop : O
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<#root>

Date : 03/19/2025
Time : 00:18:50
Type : Information
Source : csc_vpnapi

Description : Function: ConnectMgr::processResponseStringFromSG
File: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\Api\ConnectMgr.cpp
Line: 12100

[MCA] Multiple client cert auth requested by peer (via AggAuth)

Date : 03/19/2025
Time : 00:18:50
Type : Information
Source : csc_vpnapi

Description : Function: ConnectMgr::nextClientCert

File: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\Api\ConnectMgr.cpp
Line: 6774

Subject Name: C=US, ST=California, L=San Jose, 0=Cisco Systems Inc.,

CN=machi ne. ci sco. com

Issuer Name : C=US, O=IdenTrust, OU=HydrantID Trusted Certificate Service, CN=HydrantID Server CA 01

Store : Mcrosoft Machine

Date : 03/19/2025
Time : 00:18:50
Type : Information
Source : csc_vpnapi

Description : Function: CTransportCurlStatic::ClientCertRequestCB
File: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\Api\CTransportCurlStatic.cpp
Line: 1358

Using client cert: /C=US/ ST=Californial/L=San Jose/ O=Ci sco Systens |Inc./CN=nachi ne.ci sco.com

Date : 03/19/2025
Time : 00:18:51
Type : Information

Source : csc_vpnapi



Description : Function: ConnectMgr::processResponseStringFromSG

FiTe: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\Api\ConnectMgr.cpp
Line: 12105

[MCA] Client certificate accepted at protocol Tevel

TNl fdehNdeh Nl Nl Nl Rl Fdhddhddhddhddhddn

Date : 03/19/2025
Time : 00:18:51
Type : Information
Source : csc_vpnapi

Description : Function: ConnectMgr::processResponseStringFromSG

File: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\Api\ConnectMgr.cpp

Line: 12124

[MCA] Received and successfully parsed Multiple Certificate Authentication request from secure gateway.

B R R i S R R R ok Sk R S S S T o A R R ok R T

Date : 03/19/2025
Time : 00:18:51
Type : Information
Source : csc_vpnapi

Description : Function: ConnectMgr::nextClientCert

FiTe: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\Api\ConnectMgr.cpp
Line: 6774

Subject Name: C=US, ST=California, L=San Jose, 0=Cisco Systems Inc.,

CN=cl i ent. ci sco.com

Issuer Name : C=US, O=IdenTrust, OU=HydrantID Trusted Certificate Service, CN=HydrantID Server CA 01

Store : Mcrosoft User

Date : 03/19/2025
Time : 00:18:51
Type : Information
Source : csc_vpnapi

Description : Function: ConnectMgr::processIfcData
FiTe: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\Api\ConnectMgr.cpp
Line: 4129

[ MCA] Second certificate for Miultiple Certificate Authentication found - now sending 2nd certificate to

Date : 03/19/2025
Time : 00:18:51
Type : Information
Source : csc_vpnapi

Description : Function: ConnectMgr::userResponse

FiTe: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\Api\ConnectMgr.cpp
Line: 1690

Processing user response.
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Date : 03/19/2025

Time : 00:18:52
Type : Information
Source : csc_vpnapi

Description : Function: ConnectMgr::createMultiCertAuthReplyXML
FiTe: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\Api\ConnectMgr.cpp
Line: 17127

[ MCA] Successfully signed Multiple Certificate Authentication data with 2nd certificate

TNl fdehNdeh Nl Nl Nl Nl ddhddhddhddhddhddn

Date : 03/19/2025
Time : 00:18:52
Type : Information
Source : csc_vpnapi

Description : Function: ConnectMgr::sendResponse

FiTe: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\Api\ConnectMgr.cpp
Line: 6522

[MCA] Multiple Certificate Authentication response ready to send to secure gateway

TNl fdehNdh Nl Nl Nl Rl Sl ddhddhddhddhddn

Date : 03/19/2025
Time : 00:18:52
Type : Information
Source : csc_vpnapi

Description : Message type prompt sent to the user:
Your client certificate will be used for authentication

Date : 03/19/2025
Time : 00:18:53
Type : Information
Source : csc_vpnapi

Description : Function: CVpnApiShim::SaveUserPrompt

FiTe: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\ApiShim\ApiShim.cpp
Line: 3538

User submitted response for host ftdha.cisco.com and tunnel group: RAVPN-MultiCert

TN fdehNdeh Nl Nl Nl Nl Sl ddhddhddhddhddn

Date : 03/19/2025
Time : 00:18:53
Type : Information
Source : csc_vpnapi

Description : Function: ConnectMgr::userResponse

FiTe: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\Api\ConnectMgr.cpp
Line: 1690

Processing user response.
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Date : 03/19/2025

Time : 00:18:53
Type : Information
Source : csc_vpnapi

Description : Function: ConnectMgr::processIfcData
FiTe: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\Api\ConnectMgr.cpp
Line: 3815

Aut henti cati on succeeded
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