F£C8000v_L {8 A 7= ith & 17 36 i it iE AnyConnect
SSL VPN

B =%

ERHHAE

/\"ﬁ AN

Bl )|

AT RY A 4B e {6 A A 3th AR P2 3138 BE 9 AnyConnect SSL VPNEL & Cisco 10S XE T #%C8000v,

TORFAMF
=R

Cisco BB THUTER :

. BHIOS XE
- BERIRLEFIH(CSC)
. EHSSLIRE

- NARAEREH (PKI)
FERNEAH



ThAXEFWESET A TREMEFRE

« 121ThHRZ17.16.01ak9Cisco Catalyst 8000V(C8000V)
- BRlL£EFi%5.1.8.105kK
« &% 7 Cisco Secure Clientfd & FixPC

ANHEPHNEEHRETREXRERNEFHNRFEEN, AXEFEANARRZRAERAR
(BN ) BE. MREHMBLTEHNRS , FERRETRAERSHIBERRE,

db B /=
ﬁ -, \15/%\

Cisco IOS XERZ £ E#EF/E(SSL)VPNERE THRHAZMNMARF R , IBMHSSL VPNZRIFRERE |, H
EREAHE. BENTLTFELER T LR ENZTESMEHINAE, EBICisco I0S XE SSL

VPN , REAAFPIUREMNRERTAZFERNWMNE ( INFTLR R ) #H1THR, Cisco I0S
XE SSL VPN A REBF A RIMEZ B AT BEIEESEKREREE |, FEEARAHRIERAZE
T ial

AT EF B IF I IhEE

Platform T I Cisco 10S XERR A<

BRERSEAER1000VRSI BRHOS XEMRZA16.9

Cisco Catalyst 8000V BRHNOS XEFEMF /R17.4.1

Cisco 4461 SR 5% H 25
Cisco 4451 &£ 5B HEE  |BRHOS XE Cupertino 17.7.1a

Cisco 4431 £\ F K RS

[
R 5 B



S

Cisco Secure Client

Gig1l

C8000v

AW & HE

BE

1. BRAAAA  RESHRIE. BRIIEK , AQFBBIEERNAF A,

aaa new-model
1

aaa authentication Togin SSLVPN_AUTHEN local
aaa authorization network SSLVPN_AUTHOR Tocal
!

username test password ciscol23



B4 : aaa new-model 3R BN AT AL MED (B AL%E line con 0 BRIL ) B A A
BHRIE, NRESALGSEITHTIRASENtenetaE ( REMREEEN BXNE
WERE) | MXATERARHBNAERBEENAF#TEORIE. BUEBSHAAAEEZ
BIENBHBNAFSNZRN  XIERTLBERBEES.



BR: EREAAGSZH , BREREB. REETRAAEERS (HBEZEBRELE
TE) , FEBRIAREEE. XAFLENEABETRE , RAETLUEEF MK HT
B BRI E X,

2.4 B Rivest-Shamir-Adleman(RSA)Z4A %1 .

crypto key generate rsa Tlabel AnyConnect modulus 2048 exportable

SHEEERURRRARNESMIED, AXIEBCENEAREE | B2 R WA N PKIFE EUF 5+ At


https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943

crypto pki trustpoint TP_AnyConnect
enrollment terminal

fqgdn sslvpn-c8kv.example.com
subject-name cn=ssTvpn-c8kv.example.com
subject-alt-name sslvpn-c8kv.example.com
revocation-check none

rsakeypair AnyConnect

AR ERERMPHLMACN)AAEESR AP FREZSZEMKX(C8000V)H Pt
HELREHA(FQDN), BATRBFIMEL , BEBBMACNES TR AP EERIIE
FVEBEIRBE,

4. EXIPA 3t A @ CiscoR £ & F i 75 o b 31t o



ip local pool SSLVPN_POOL 192.168.13.1 192.168.13.10

5.( Wik ) BREATH2BENIETRSIR. tinR%IRSETELVPNRRE T ERY B FRM L,
MNBERT , WRAREEHRRE , NAAAEREHSBEIVPNRZEFull Tunnel)o

ip access-1ist standard split-tunnel-acl
10 permit 192.168.11.0 0.0.0.255
20 permit 192.168.12.0 0.0.0.255

6.ZERAHTTPL £ RSS2

no ip http secure-server

7 B ESSLIZTL

crypto ss1 proposal ssl_proposal
protection rsa-aesl28-shal rsa-aes256-shal

8.BLESSLKRE , §ASSLEWMPKIEER.

crypto ss1 policy ssl_policy

ss1 proposal ssl_proposal

pki trustpoint TP_AnyConnect sign

ip interface GigabitEthernetl port 443

SSLERMENESSLIHEHREEANBUNEER. EXLSSLEMIRNAMBESHNER. X
BAFREBEINQESHERE TREEN R ESHRTERETH.

9. ( Wik ) ERRZLE iRkl E X4 ESCisco Secure Client Profile Editorfy#5Bh T 6132



https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/anyconnect-profile-editor.html

AnyConnectBl B X+, #R# T EEMXHHIXMLEMRBEARSE,

<#froot>

true

true

false

A1l


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/anyconnect-profile-editor.html

A1l

A1l

false

Native



true

30

false

true

false



false

true

IPv4,IPv6

true

ReconnectAfterResume



false

true

Automatic

SingleLocalLogon



SingleLocalLogon

AllowRemoteUsers

LocalUsersOnly

false

Disable



false

false

20



false

false

true



SSL_C8KV

ssl vpn- c8kv. exanpl e. com

10 F I 2B XMLE B XX 4 L& BIBR A BR AV IR 17 7 E BB 324

crypto vpn anyconnect profile acvpn bootflash:/acvpn.xml

M EZRAHTTPR 2RSSR,

no ip http secure-server

12. B ESSLIR K



crypto ss1 authorization policy ssl_author_policy
client profile acvpn

pool SSLVPN_POOL

dns 192.168.11.100

banner Welcome to C8kv SSLVPN

def-domain example.com

route set access-list split-tunnel-acl

SSLEMNKMRHEEIZEE M IRHNRNS BN AR, RPRKRMSSLEEXH5|IRA/.
13.RE—MELMER , NEPREELNTRED,

interface Virtual-Template2 type vpn
ip unnumbered GigabitEthernetl

ip mtu 1400

ip tcp adjust-mss 1300

14. B ESSLE B EXLSFHWIE, 1Stk 5IRME DR,

crypto ss1 profile ssl_prof

match policy ssl_policy

match url https://sslvpn-c8kv.example.com

aaa authentication user-pass 1ist SSLVPN_AUTHEN

aaa authorization group user-pass Tist SSLVPN_AUTHOR ss1_author_poTicy
authentication remote user-pass

virtual-template 2

BL B A IAREUR T REEMURLE,



AR RMAMURLN TSSL VPNEEX A2l —8 , A EXMEDIEE —MRNGE
FREBEHRTE,

UTREATSSLEE X4 :

- match policy - matchiZE @ , AT} SSLEKEE & #issl_policy £ Y% - im i F SSLAL & X4
ssl_prof,

« match url — PCEEA , LAE HURL sslvpn-c8kv.example.com LI & iR iE R SSLEL B X4
ssl_prof,

- aaa authentication user-pass list — 7£ & 13 5 iF #i[8] fE A SSLVPN_AUTHEN% &,

« aaa authorization group user-pass list — R NI EF , WK H|RSSLVPN_AUTHOREEZ X
R B&ssl_author_policy— 2,

- authentication remote user-pass — EXZBEFHN FHRIEIEXE TR &R/Z18,

« virtual-template 2 — & X E 5 & H E 1R

EEM



ET#ACiscoRE&FFIRMEEMXESSL VPNERE Y HE R ENEH

AnyConnect SSL VPNIEE#R

e DETS:

CiscoZ £ & F i (AnyConnect) E/C8000vHY & RIEIETR

Cisco Secure Client

e - =
T, A v
st —

L N0] &5

S5LVPN Gateway

launches AnyConnect client and enters Ui

| Establish 3-way TCP handshake to host sslvpn-c8kv.example.com port 443 |

| 55L Handshake-Server selects cipher from proposal list and sends cert |

Client sends http POST to start Aggregate Authentication Initiliazition phase
Maps connection to S5L profile my-profile by matching URL sslvpn-c8kv.example.com

POST /HTTP/1.1

Host:sslvpn-cBkv.example.com

User-Agent: Any Connact Windows 5.1.8.105
<group-access=httpsi/ssivpn-cBkv.example.com=/group-access>
<config-auth client="vpn" type="init" aggregate-auth-version="2"?

Aggregate Auth (auth-request) - Send client authentication request

<config-auth client="vpn" type="auth
<tunnel-group> ssl_prof <ftunnel-group=
<message-Please enter your username and password </message>

regl

<input type="text” name="username” label=" "= <finput>
<input types="password” names="password" labels=" "> <finput>
=4y 7=
SREER
*
oo =
5
2
Cisco Secure Client SSLVPN Gateway
Invoke AAA authentication for 1" + local

| Retrieve sessionfuser attributes from AAA eg. Ipv4 address from pool S5LVEN_POOL I

[ Client initiates tunnel establishment and request attributes like ip address via CSTP |

CONNECT/CSCOSSLC/tunnel HTTR/1.1
Hest:sshvpn-cBkv.example.com
¥-C5TP-Hostname: DESKTOP-PMHGETS
X-CSTP-MTU: 1329
A-CSTP-Address-Type: IPvG, IPvd

<snip..>

Clone Zinto V-Accessl- apply per user features like ACL, QOS, VRF

“show derived-config...” I

interface Virtual-Access2

[ Server sends all anyconnect client attributes like ip address, domain via CSTP

HTTR/1.1 200 OK
server Cisco 105 S5LVPN
X-CSTP-Address: 192.168.13.8
X-CSTP-Default-Domain: example.com

<snip...»

Tunnel established - User traffic can now be transmitted

antication login S
aaa o network =:
erypto ssl proposal ssl_proposal
protection rsa-aesib6-shal rsa-aesl28-shal
1
erypto ssl policy ssl_policy

| ssl propesal s=1 proposal
pki trustpeint TP AnyConnect sign
ip interface Gigabitﬂhe:nfetl port 443
1

horizatior

crypto ssl profile my-profile
match policy ssl policy
match url https ffhﬁlupn cBkv.example.com

aaa = ser-pass list SSLVPN_AUTHEN
aaa authorizallon group user=-pass list SSLVPN AUTHOR ssl_author pelicy
authentication remote user- |

virtual-template 2
!

crypto ssl authorization pelicy ssl_author policy
poocl SSLVEN POOL

def domain example.com

1

ip local pool SSLVEN _POOL 152.168.13.1 192.168.13.10

interface tual-Template? type vpn
ip unnunbered GigabitEthernetl
ip mtu 1400
vpn mode =ss1

aaa authentication login S

aaa authorization network SSLVEN

crypto ssl proposal ss]._prcposal
protection rsa-aes256-shal
!
crypto ssl poliey ssl_poliey
ssl proposal ssl proposal
pki trustpoint TP AnyConnect sign
ip interface GigabitEthernetl port 443
!
crypte ssl profile my-profile
match poliecy ==l policy
__match url https://sslvpn-ciky example com

rsa-aesl28=-shal

aaa authentication user-pass list SSLVEN_AUTHEN
aaa suthorization group user-pass list SSLVPN AUTHOR ssl_author policy
authentication r »te user-pass

ual-templa

crypto ssl authorization pelicy ssl_author_policy
pool SSLVEN POOL
def domain example.com

ip local poel SSLVEN POOL 192.168.13.1 192.168.13.10

interface Virtual-Template? type vpn
ip unnumbered GigabitEthernetl
ip mtu 1400
vpn mode sl


https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/222430-understanding-the-anyconnect-ssl-vpn-con.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/222430-understanding-the-anyconnect-ssl-vpn-con.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/222430-understanding-the-anyconnect-ssl-vpn-con.html
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@ Cisco Secure Client

Please enter your username and password.

https: //sslvpn-c8kv.example.comr

& Cisco Secure Client | https://sslvpn-c8kv.example.c... X

Please enter your username and password.

Username: |tgst |

Password: | ®**=*====

ANREEFIRERSH



i BIeFHRERBRLEEFE ( RRMXMLE B H ) , AP A LIfECiscoR £ F Fin
kR R F o AVPNR X FQDN, BIIERE , CiscoZ2 B P maBRiAZiH TH
XMLEEEX#H., BER , EEEHFCiscoREFFImT B EGUIR B REE X, XK
Cisco Secure ClientE AT BN, EEHMBHZHRE , BHBE T WindowsEFEFH
Cisco Secure ClientB#r , AEIEZEQuitiEIN,

2EVEER  BEAET ANgearBH , RESMEIAnyConnect VPN > Statistics. #IAE RHE
B 5N uHE 273 R,



@ Cisco Secure Client =

atfoanr, .
asco  Oecure Client

General Virtual Private Network (VPN)
Preferences Statistics Route Details Firewall Message History
AnyConnect VPN

Connection Information -

State: Connected

Tunnel Mode (IPv4): Split Indude

Tunnel Mode (IPvE): Drop All Traffic

Dynamic Tunnel Exdusion: None

Dynamic Tunnel Indusion: None

Duration: 00:05:47

Session Disconnect: None

Management Connection State: Disconnected (user tunnel active)
Address Information ~

Client (IPv4): 192.168.13.3

Client (IPv6): Mot Available

Server: 10.106.45.225

- - . Bytes ~
Collect diagnostic information for all o o
installed components.
Diagnostics | Reset | ExportStats

BRlZ2ZFFPi%(AnyConnec) ZitE R

3.8 ZE AnyConnectVPN > HFMAERE HEIAFMETRHNERNNTLE2REMNIELLEA,




€9 Cisco Secure Client

il Secyre Client

General Virtual Private Network (VPN)

AnyConnect VPN

Non-Secured Routes (IPv4)
0.0.0.0/0
Secured Routes (IPv4)

192.168.11.0/24
192.168.12.0/24
192.168. 11.100/32

Collect diagnostic information for all
installed components.

Diagnostics

BRZ2EFFiR(AnyConnect) B HIFMAE R
ERALE D THEIALHEEEC8000v ERBIERE I/ :

1.8 T~ssI2iEfE B — show crypto ssl session{user user-name |profile profile-name}

<#root>

sal _c8kv#show crypto ssl session user test

Interface :

Virtual - Accessl

Session Type : Full Tunnel
Client User-Agent : AnyConnect Windows 5.1.8.105

Username : test Num Connection : 1
Public IP : 10.106.69.69

Profile :

ssl _prof

PoTlicy :

ssl _policy



Last-Used : 00:41:40 Created : *15:25:47.618 UTC Mon Mar 3 2025
Tunnel IP : 192.168.13.3 Netmask : 0.0.0.0
Rx IP Packets : 542 Tx IP Packets : 410

sal _c8kv#show crypto ssl session profile ssl_prof

SSL profile name: ssl_prof
Client_Login_Name Client_IP_Address No_of_Connections Created Last_Used
cisco 10.106.69.69 1 00:49:41 00:49:41

2.8 7Rssl vpn&iit1S B. — show crypto ssl stats [profile profile-name] [tunnel] [detail]

<#root>

sal _c8kv#show crypto ssl stats tunnel profile ssl_prof

SSLVPN Profile name : ssl_prof

Tunnel Statistics:

Active connections 1
Peak connections 1 Peak time : 1d23h
Connect succeed ;13 Connect failed : 0
Reconnect succeed : 0 Reconnect failed : 0
IP Addr Alloc Failed : 0 VA creation failed : 0
DPD timeout : 0
Client
in CSTP frames : 23 in CSTP control : 23
in CSTP data : 0 in CSTP bytes 1 872
out CSTP frames 11 out CSTP control 11
out CSTP data : 0 out CSTP bytes : 88
cef in CSTP data frames : 0 cef in (CSTP data bytes : 0
cef out CSTP data frames : 0O cef out CSTP data bytes : 0
Server
In IP pkts : 0 In IP bytes : 0
In 1IP6 pkts : 0 In 1IP6 bytes : 0
Out IP pkts : 0 Out IP bytes : 0
Out IP6 pkts : 0 Out IP6 bytes : 0

SKRENATERFimABAYE L5 H & O K SSERECE



<tfroot>

sal _c8kv#show derived-config interface Virtual - Accessl

Building configuration...

Derived configuration : 143 bytes

I

interface Virtual-Accessl

description ***Internally created by SSLVPN context ssl_prof**%*
ip unnumbered GigabitEthernetl

ip mtu 1400

end

U HEER

B REMNEETATHEERTHREDRR.
1. SSLiFid , A TRIEKImMEF im B HE.

<#froot>

debug crypto ssl condition client usernane

debug crypto ss1 aaa

debug crypto ss1 aggr-auth message
debug crypto ss1 aggr-auth packets
debug crypto ss1 tunnel errors
debug crypto ss1 tunnel events
debug crypto ss1 tunnel packets
debug crypto ss1 package

2. AFRIESSLEBH LM INa <o

show crypto ss1 authorization policy

show crypto ss1 diagnose error

show crypto ss1 policy

show crypto ss1 profile

show crypto ss1 proposal

show crypto ss1 session profile <profile_name>

show crypto ss1 session user <username> detail

show crypto ss1 session user <username> platform detail

HOH OH K KR K H R



3. AN Z2E IR IZH MR E TR (DART),
EWEDARTHREIE , FNITIZ{TDART LA EE B LU 1T H PR BERR T R Y 2B 3R

FXhE AV R R A

debug crypto ssi

debug crypto ss1 tunnel events
debug crypto ss1 tunnel errors

<tfroot>

*Mar 3 16:47:11.141: CRYPTO-SSL: sslvpn process rcvd context queue event

*Mar 3 16:47:14.149: CRYPTO-SSL: Chunk data written..

buffer=0x726BCA8891B8 total_len=621 bytes=621 tcb=0x0

*Mar 3 16:47:15.948: %SSLVPN-5-LOGIN_AUTH_PASSED: vw_ctx: ssl_prof vw_gw: ssl_policy remote_ip: 10.106.
*Mar 3 16:47:15.948: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: cisco] [Source: LOCAL] [Tocalport
*Mar 3 16:47:15.949: CRYPTO-SSL: Chunk data written..

buffer=0x726BCA8891E0 total_len=912 bytes=912 tcb=0x0

CRYPTO-SSL: sslvpn process rcvd context queue event

*Mar
*Mar
*Mar
*Mar
*Mar
SSLVP
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

3

W wwwwwwwwwwwwwwwwwwwwwwwwwwwwwwZzwwww

16:47:17.698:
16:47:20.755:
16:47:20.755:
16:47:20.755:
16:47:20.755:

reugesting a

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

47:

47

47:
47:

47

47:
47:

47

47:
47:

47

47:
47:
47:
47:
47:

47
47

47:

47

47:
47:

47

47:
47:

47

47:
47:

47

47:
47:

20.
:20.
20.
20.
:20.
20.
20.
:20.
20.
20.
:20.
20.
20.
20.
20.
20.
:20.
:20.
20.
:20.
20.
20.
:20.
20.
20.
:20.
20.
20.
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20.
20.

755:
760:
760:
760:
760:
760:
761:
761:
761:
763:
763:
763:
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763:
763:
763:
764:
764:
764:
764:
764:
764:
764:
765:
765:
765:
765:
765:
765:
765:
765:

[CRYPTO-SSL-TUNL-EVT]

[CRYPTO-SSL-TUNL-ERR]:

[CRYPTO-SSL-TUNL-EVT]

[CRYPTO-SSL-TUNL-EVT]
VA creation

[CRYPTO-SSL-TUNL-EVT]

: [726BCA848AB0] CSTP Version recd , using 1

IPv6 local addr pool not found

: [726BCA848AB0] No free IPv6 available, disabling IPv6
: [726BCA848AB0]

: [726BCA848AB0] Per Tunnel Vaccess cloning 2 request sent

%SYS-5-CONFIG_P: Configured programmatically by process VTEMPLATE Background Mgr f

[CRYPTO-SSL-TUNL-EVT]
[CRYPTO-SSL-TUNL-EVT]
[CRYPTO-SSL-TUNL-EVT]
[CRYPTO-SSL-TUNL-EVT]
[CRYPTO-SSL-TUNL-EVT]
[CRYPTO-SSL-TUNL-EVT]

:[0] VACCESS: Received VACCESS PER TUNL EVENT response.

: [726BCA848AB0] VACCESS: Received vaccess Virtual-Accessl fro
: [726BCA848AB0] VACCESS: Cloning Per Tunnel Vaccess

: [726BCA848AB0] VACCESS: Interface Vil assigned to Session Us
: [726BCA848AB0] Allocating IP 192.168.13.4 from address-pool

: [726BCA848AB0] Using new allocated IP 192.168.13.4 0.0.0.0

%LINK-3-UPDOWN: Interface Virtual-Accessl, changed state to up

[CRYPTO-SSL-TUNL-EVT]
HTTP/1.1 200 OK

: [726BCA848AB0] Full Tunnel CONNECT request processed, HTTP r

Server: Cisco IOS SSLVPN

X-CSTP-Version: 1

X-CSTP-Address: 192.168.13.4
X-CSTP-Netmask: 0.0.0.0
X-CSTP-DNS: 192.168.11.100
X-CSTP-Lease-Duration: 43200

X-CSTP-MTU: 1406

X-CSTP-Default-Domain: example.com

X-CSTP-SpTlit-Include:
X-CSTP-SpTlit-Include:
X-CSTP-SpTlit-Include:
X-CSTP-SpTlit-Include:

192.168.11.0/255.255.255.0
192.168.12.0/255.255.255.0
192.168.11.0/255.255.255.0
192.168.12.0/255.255.255.0

X-CSTP-Rekey-Time: 3600
X-CSTP-Rekey-Method: new-tunnel

X-CSTP-DPD: 300

X-CSTP-Disconnected-Timeout: 0
X-CSTP-Idle-Timeout: 1800
X-CSTP-Session-Timeout: 43200

X-CSTP-Keepalive: 30

X-CSTP-Smartcard-Removal-Disconnect: false


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e

*Mar 3 16:47:20.766: X-CSTP-Include-Local_LAN: false
*Mar 3 16:47:20.766: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] For User cisco, DPD timer started for 300 sec

*Mar 3 16:47:20.766: CRYPTO-SSL: Chunk data written..
buffer=0x726BCA8891E0 total_len=693 bytes=693 tcb=0x0
*Mar 3 16:47:21.762:

% .1 NEPROTO- 5- UPDOWN:  Li ne protocol on Interface Virtual -Accessl, changed state to up

HXER

0N


https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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