B FAASWGHER & AR B &8 K

FEAnyConnect 4.10 MR7, CSC 5.0 MR2ERE EirA Lt SRS KB AEIEFE
SWGConfig.jsonfI ¥/ i&

Windows3 iiF
macOSKiF
H {thi% 8F
F£CSC 5.0 MR3FIAC 4.10 MR8 E S A /5 S AR AFILS

AL RSB WA FEAnyConnect fl B Rl Z £ & F ik (CSC) I R £ WebM X (SWG)ER £ 5 AKR KR
HEIEH.

BR&KAR BEISFKNAH

FEHRUT SRR , ESWGER LR RAZKAIFA BRI !

B BT R R QR E
SAERIEISE R B R AR B A
« [BIBRMEAIDNSE Web 4 BE (R &

fEAnyConnect 4.10 MR7, CSC 5.0 MR2BEREMRA LFHAKK
'LJ_.I'L_t H /L:\-Lai
MR A AnyConnect 4.10 MR7, CSC 5.0 MR2E R BIRA , BHRITUTH R, BRINBERT , KB

ASAARAERIEF , BLRZEBIUmbrellaiZ FlIHRBASAH TEE, LI F 5% logLeve: "1 HIE]
N orgConfighf A B X4 SR swaconfigjsono 21 SR & 458 F BV = & FTHR A< Y AnyConnect= Cisco Secure



Client , B E 5 -

SWGConfig.jsonfy{x &

* Windows(AnyConnect):

C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Umbrella\SWG\
« Windows ( Z&£& i ) :
C:\ProgramData\Cisco\Cisco Secure Client\Umbrella\SWG\

+ macOS(AnyConnect):

/opt/cisco/anyconnect/umbrella/swg/
« macOS ( BE£EFifw ) .

/opt/cisco/secureclient/umbrella/swg/

E81 B FIEFIK AL

1& B9 ST UR B B Cisco AnyConnect Umbrellat& 3R 3 1T — NAPIE 25 7 LEswaconfigjsone BEARE
WEEHPFIEAPIRIZ BET , 1BE XK AP EE —Nswg_org_config.flagumbrella/dataX 14 o

1. BIEARE A

* swg_org configflag FEUmbrella DataX 4R A BIEZZ NN X4, X4 BB L= fag.

* Windows(AnyConnect):

C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Umbrella\data\swg_org_config.f1

« Windows ( Z£& i ) .

C:\ProgramData\Cisco\Cisco Secure Client\Umbrella\data\swg_org_config.flag



+ macOS(AnyConnect):

/opt/cisco/anyconnect/umbrella/data/swg_org_config.flag

« macOS ( BE£EFifw ) .

/opt/cisco/secureclient/umbrella/data/swg_org_config.flag

2. ERFEHNE

o XN RBIABorgconfig , MILHFswaconfigjson , & il El swg_org_config.flagh o
P
- fign

{

"exceptionList": [

"www.example.com",

"smh.com.au",

"* _ smh.com.au",

"www.blue.com",

"* www.blue.com",

"146.112.133.72"

// ...additional entries...

] ’

"failOpen": 1,

"logLevel": "1",

"swgAnycast": "146.112.255.50",

"swgDomain": "swg-url-proxy-https.sigproxy.qq.opendns.com",
"swgEchoService": "http://www.msftconnecttest.com/connecttest.txt"

}

o TARIRE S BATF 2K "exceptionList™: [..] , SA%E BN sWGEchoService':
" http://www.msftconecttest.com/connecttest.txt" }%k o

c BREENRZEHZEEFZRNIT.

o EHIR M E H11T(Widentity, deviceld]) A aduser DBE P BTSWGIh BE

Z;J-.Eﬁ@ﬂ'_\ﬁu . */T‘EI'f#@%idmtity\ deviceldBY dUserI D T£


http://www.msftconecttest.com/connecttest.txt

IEFRBI - PRE I { exceptionList”:

3. EFB RS

E#Z3Cisco AnyConnectZ 2 B REB/LL2 B FIHRS , EFEHITEN , HEEE
FH T FF VPN,

4. WUFFLE

EE%)TFZ;’J:EVPN % 35/ T 1 32 [T sweconfigjson , ¥TFF XA LATEIA B IR ESWGER K i1
BER. BERE 6 FRESHIAENXHS :

"logLevel": "1"

LIIE#?;EL\EEj(ﬂﬁ E TN
Windowsk i

1. T WindowsSBEHEEF 2,
2. E?ﬁﬁiz‘t:ba'—\ﬁgéﬂﬁﬁ H /l.:\'f—.ro if?i/T\ EEZIﬂFﬁﬁﬁij{ﬂﬁt H /L,\'Laio

w1

BRIDGE | Thread 1d18 | Connection : Resolved IP from 'swg-url-proxy-https.sigproxy.qq.opendns.com’
THREAD | Thread 1d18 | SetGUID '959bfe4d6fba87a65b433321c6748d761d9492ch’

2 2REFREERENMBEWebER, KRidFBRIEMRIF//A B FI RS AnyConnect
SWGHIWebiE K,

LISTEN | Thread 1d18 | Connection : Hostnames from KDF are Togin.live.com

3. fEAPowerShellin & & K AREH B E(evix) i Rixt:

Get-WinEvent -Path C:\Desktop\Umbrella.evtx | Format-Table -AutoSize | Out-File C:\Desktop\Umbrel



macOSK iE

#EMac OSX L , AILBH I FEEIFIR BFTICHK (BT RAgrepFUHREEL] ) o

1. ETUTaS

>log show --predicate 'subsystem contains "com.cisco.anyconnect.swg" || senderImagePath endswith

- BRASXKAR B ERIZFAR ¥Epurple.comBst B i R B

2022-09-19 10:51:15.627229+1000 0Ox16b121 Default 0x0 98970 0 acswgagent: Connection : Hostna

2. AnyConnect DARTHSIZBEHRAXARBE. RIEBEAE , EFQERME , iILXtEE. A
PR R EE | FRELESURDARTHSSURETE,

H fth 15 BA

s EAAXAFRIEFAERFMAEE, EWindowsEHEEFSEPEBUmbrella)B RS ERAE
KO UERNAKERBE , 23 2EE1E RS,



[&] Event Viewer (Local) . Cisco AnyConnect Umbrella Roaming Security Module Number of events: 10,873 (!) New events available
g Custom Views

» Windows Logs I:evel Date and Time Source
Il v [ Applications and Services Lo (i) Information 5/10/2020 10:28:18 PM acswgagent

[ Cisco AnyConnect Diagn | (D nfor Log Properties - Cisco AnyConnect Umbrella Roaming Security Modul ; Administrati X
i:] CischnyConnec‘t secur (j)lnfor og Fropertes - Lisco AnyLonne mbrella Roaming e(u”ty o Ue(Type, miNIstral |Ve)

[ Cisco AnyConnect Umbr| | (i) Infort
. il Pt General
[+] Cisco AnyConrect Web ¢ | (i) Infory
s | Hardware Events (i) Inf
| ;—]' Intemet Explorer I%[nfor Full Name: Cisco AnyConnect Umbrella Roaming Security Module
nfori
| [+] Key Management Service NG 1ms . - - - :
‘ Microgoft < Log path: %SystemRoot%\System32\Winevt\Logs\Cisco AnyConnect Umbrella Roaming Securit
| OpenSSH Event 25 Log size: 3.82 MB(4,001,792 bytes) B
f&] Windows PowerShell — —
£ Saved Logs Generd Wednesday, February 26, 2020 10:43:11 PM
-4 Subscriptions
' ® Fri Sunday, May 10, 2020 11:28:48 PM
Accessed: Sunday, May 10, 2020 11:28:48 PM
o+

Enable logging

Maximum log size (KB ): 3906 15

When maximum event log size is reached: Pon

@' Owerwrite events as needed (oldest events first)
(O Archive the log when full, do not overwrite events

(O Do not overwrite events ( Clear logs manually)

Clear Log

360056784112

o TEWFEHEBRSE Fswg org_configflaghst , MIBRER Efn & A Z AR KB B EidF.

FECSC 5.0 MR3FIAC 4.10 MR8 E S A L5 AZ AR HE
0%

B

MCSC 5.0 MR3FIAC 4.10 MR8F % , debug logging enablement{# Fi E & 2 I &,

L5

o FF3Hswaconfigoveridejson ( BEFBRSAR ) EFIEISWCX AR LS AiER A EIEF,
To FE M E I 51& RHorgConfigswGConfigjsone Mt XA B R SMFHL ER R AR,
T T DNSHER KN ITH B B S RMIREXH IR, X sweconfigjsonfRIF AL,

BREE B EER

PHREELETHNE (NRFE)  RETENEBEEZHNEE — logLevel ( AT EA/ZARR
EFE\'LE% ) *ﬂﬁZdJﬂSWGConflgOverrldejsong(FﬁH:F'FH/ Fﬁji /glq:lXﬁZdJﬂS/VGConﬂgjson The

SWGConfigOverridejson g)o



1. gﬁﬁﬁﬂﬁ"ﬁt Hﬁtmiai , '%S\NGConfigOverride.jsonﬁ%‘JJ*j\-FIj\]"’_léq~ .

{"logLevel": "1"}

- ZENBERBERBREENEBE , HEA

{"logLevel": "1", "autotuning": "1"}

2. IswGcConfigoverridejson ASWG X 443 -

* Windows(AnyConnect):
C.\ ProgranDat a\ G sco\ G sco AnyConnect Secure Mbility Cient\Unrbrell a\l SW&B

« Windows ( Z&£& i ) :
C.\ ProgranDat a\ G sco\ G sco Secure Cient\Unrbrell a\l SW5

+ macOS(AnyConnect):

/ opt/ ci sco/ anyconnect / unbrel | a/ swg/

« macOS ( BE&EFifw ) .

/opt/cisco/secureclient/unbrellal swy/

3. EFBEISWGEH Umbrellafgk% , REH B I RS,

« macOS: &1t H#ZFAnyConnectH 2 £ & iwAE,
« Windows & AR B Services MMCE R & Jt(“FF15">“E1T">“Services.msc”) E /5 s =
IH/BEREWebM K ( 4.10.xkR A BacswgagentE5. xRk 2 & fX/csc_swgagent ) RS

~
AR MAXFEAREAFRIERNIESGE AR NATUERESGE , 3 H=E5.0 MR35
4.10 MR8:Z Bl #9 & = Uim By I — IE T

B iE A B A5 B



. juq:S\NGConfig.json( XaXKNE ) o fE F"logLeve: "1* , FEERAAN B,
o {HiogLeve = FRFET ﬁ'ﬁjﬁ%gﬁl , At e M2 wNE 5/,
d Kﬁ:swg org_config.flag , UIA ﬁflag-ff}ﬁ% ;F.txt‘ﬁ‘léo
'ﬁkﬂﬁﬁ E%éim#%ﬁ%WHMOW%EWW@M&%IEW%?N,E%%ﬁﬁﬁ
BB Ko
. juq:swg_org configflag@ B S M ER S IR |, H BT 525 HE4R(Dashboard)>EB&
(Deployments)>iZ & (Domain Management) 1 5l tH 89 S\ 21 B 25

HRIER
- BRBARZENTE

o BRIZSIFRIABIH O
« Cisco SASEiZitiEm



https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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