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X o« =+ Add ~ 5% Manage tenants What's new {52 Preview features &7 Got feedback? ~

o (@ Microsoft Entra has a simpler, integrated experience for managing all your Identity and Access Management needs. Try. Micr I n
B Preview features center! [3
# Diagnose and solve problems Overview  Monitoring Properties Recommendations Setup guides
~ Manage
o
& Users Sign-ing
& Groups
BB External ldentities

i Roles and administrators
& Administrative units

Delegated admin
partners

£ Enterprise applications

[T} Devices
1k 57 A

S E3.ITEIEENew Application , N T BRI~

Home > Default Directory | Enterprise applications » Enterprise applications

22z Enterprise applications | All applications

mm= Default Directory
SIE <+ New application | () Refresh L Download (Export) @ rFreviewinfo ZE Columns &l Preview features &7 Got feedback?
> Overview
View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.
w Manage

MR

%44 . 7£AAd from the galleryZBo # , E£18 ZAEF 48 ACisco Secure Firewall - Secure Client , M
2 RE iR i£RECisco Secure Firewall - Secure Client , ABRIKI A,

Home > Default Directory | Enterprise applications > Enterprise applications | All applications. »

Cisco Secure Firewall - Secure Client (forme... x
Browse Microsoft Entra Gallery

47 Got feedback?

""" Create your own application Bl Got feedback?

Logo @O Mame * (O

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single si

leverage prebuilt termplates to connect your users mare securely to their apps. Browse or create your own application
Gallery for other arganizations to discover and use, you can file a request using the process described in this article.

Cisco Secure Firewall - Secure Client (formerly AnyConnect) aut...

Publisher (O Provisioning @
Cisco Systems, Inc. Automatic provisioning is not
£ Cisco Secure Firewall - Secure Client : Single Sign-on : All User Account Management : All supported
2) Federated 55O (@ Provisionin
2 “ 9 Single Sign-On Mode @ URL @
SAML-based Sign-on https:/fwww.cisco.com/gossec
Showing 1 of 1 results Linked Sign-on urefirewall
Cisco Secure Firewall - Read our step-by-step Cisco Secure Firewall - Secure Client
Secure Client (formerly (formerly AnyConnect) authentication integration tutorial
AnyConnect) ) )
authentication l.!se Microsoft Emr_a D to Manage user access and cltnable single
Cisco Systems, Inc. sign-on with the Cisco Secure Firewall for Secure Client (formerly
' AnyConnect) SAML authentication.
)
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z2s Cisco Secure Firewall - Secure Client (formerly AnyConnect) authentication | Overview

Enterprise Application

B oo Properties

e ment Pl (O]
[ Deployment Plan ﬁ Name (0
Cisco Secure Firewall - Secu... [y

A Diagnose and solve problems
Application ID D

¥ Manage 098b5489-daec-dc73-8dlel-.. 1)
» Security ObjectID @
> Activity 584f4478-7571-4361-9453~.. [y

» Troubleshoaoting + 5 rt A
i Getting Started

1. Assign users and groups —3 2. Set up single sign on

Provide specific users and groups access Enable users to sign into their application
to the applications using their Microsoft Entra credentials
Assign users and groups Get started

REE—FF
B6L  HUBRBRERFE ML |, EHESAML,

3 Cisco Secure Firewall - Secure Client (formerly AnyConnect) authentication | Single sign-on

Enterprise Application

a  Single sign-on (550) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
your organization to sign in to every application they use with only one account. Once the user logs into an application, that
credential is used for all the other applications they need access to. Learn more,

B Overview
I Deployment Plan

/< Diagnose and solve problems

¥ ianage Select a single sign-on method  Help me decide
Il Properties
& Owners
. B ® Disabled G SAML
at. Roles and administrators Single sign-on is not enabled. The user Rich and secure authentication to
won't be able to launch the app from applications using the SAML (Security

&% Users and groups My Apps. Assertion Markup Language) protocol.

—3 Single sign-on

@ Provisioning

C Self-service

SAML
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=18



Basic SAML Configuration

Identifier (Entity ID) Required

Reply URL (Assertion Consumer Service URL) Required

Sign on URL Optional

Relay State (Optional) Optional

Logout Url (Optional) Optional
ERSamIfii &

F8Y  B'EASAMLRESEREFR THL , WAL TFRNE .
a. = “FrR A (Identifiertext) XAMEH |, EA L THEA R AURL:
https://<VPN URL>/saml/sp/metadata/<Tunnel_Group_Name>
b.7Z£“EZURL"(Reply URL) X AEH , EAENEAURL:

https://<VPN URL>/+CSCOE+/saml/sp/acs?tgname=<Tunnel_Group_Name>
[Tunnel_Group_Name = SAML1]

¢ Edit




£ & : Tunnel_Group_NameX % K/NE , HEBETEIER S " MRHLY,

N2

#9445  EFEASAMLIRERE S B FZ M E , ESAMLERIEBIS F , EHRIEPH(Basebd) , ARFikEF
TERATHIEPXHHFERFEITEN L,

SAML Certificates

Token signing certificate 2 Edit
Status Active

Thumbprint

Expiration 2/4/2028, 4.33:14 PM

Notification Email

App Federation Metadata Url https:// . O
Certificate (Basebt4) Download

Certncate (Raw) Download

Federation Metadata XML Download
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+ Microsoft Entra Identifier — X 2VPNE&L & F AYSAML idp.
« BHFURL — XRURLE R,
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Set up Cisco Secure Firewall - Secure Client (formerly AnyConnect) authentication

You'll need to configure the application to link with Microsoft Entra ID.

Login URL https://login.microsoftonline.com/65d917a5-74a4... [
Microsoft Entra Identifier https://sts.windows.net/65d917a5-74a4-42aa-8e3... [
Logout URL https://login.microsoftonline.com/65d917a5-74a4... [

AR EEHMNEESER , LERE-NBEAMNERICisco Secure Firewall - Secure
ClientRi . A4 HEE =/ PREH B FR NI SAML2,



AEE  RAEZAPREH(SAML 2)7% INCisco Secure Firewall - Secure ClientR AR , 585
T azureif BIF S A BIASAEF R AzureAD-AC-SAML2,

fFAzure ADRF DBl RN A

EXRTH | Test1FMTest2# 8 A LAEHAAzure SSO , B REFEF 7 X Ciscor 2 & i M F RV 1/ A1 X
PR

NTFE-—MIPRARERF :

SER1EE—NMNIPNARFBRITH , fXiEFEUsers and groups(AAFPFI4AH) , AREIEFA
user(GARINA ).



o Cisco SAML 1| Users and groups

Enterprise Application
& I —I— Add user/group £ Edit assignment _ Remove assignment :_\._ Update credential C Refresh E:é‘j Manage view P? Got feedback?

B Overview
m O The application will appear for assigned users within My Apps. Set visible to users? to no in properties to prevent this.
Deployment Flan

. Diagnose and solve problems ) . . . - N
Assign users and groups to app-roles for your application here. To create new app-reles for this application, use the application registration

~ Manage

it 2 First 200 shown, search all users & groups

||_ Properties

&b Owmers Display name Object type

4. FRoles and administrators

Me application assignments found
&2 Users and groups b8

3 Single sign-on

RPFMA

g2% . RN B EERIEE AR

Add Assigni

Default Directory

® Try changing or adding filters if you don't see what you're looking for.

Search

|0

4 results found

Users All  Users

MNone Selected

elect a role
& Test1 User
A e 1

FIR3.FEAId AssignmentXfiFHERF , KdiAssigniZH.



Add Assignment

Default Directory

Users

1 user selected.

Select a role

Testt AP 2
NFEZNMIPRARERF :
MXLEREFRR , NE-NMNIpNABRFEE LRF R,



Add Assignment

Default Directory

Users

1 user selected.

Select a role

Meaf-

e 2

Home > Default Dir Users

Add Assigni
Default Directory @ Try changing or adding filters if you don't see what you're looking for. Selacinaiio)
") Reset
Search
el ‘ No items selected
4 results found
All  Users
Users A
Mone Selected Name Type Details
Select a role
D & Test2 User
v
‘ .
Test2 AP 2

Test1 AR 2B :



Enterprise Application

#a Cisco SAML 1| Users and groups

B Overview
[]] Deployment Plan
7% Diagnose and sclve problems
~ Manage
Il Properties
&8 Owners
a. Roles and administrators
L& Users and groups
D) Single sign-on
3 Provisioning

C Self-service

Wit 1A E

Test2 P &L :

b

o

o

[_] . Test1

& + Add user/group

First 200 shown, search all users & groups

Display name

Enterprise Application

Cisco SAML 2 | Users and groups

B2 Overview
[ Depleyment Plan
#+ Diagnose and solve problems
“ Manage
'||' Properties
28 Owners
4k Roles and administrators
S3 Users and groups
3) single sign-on
3 Provisioning

C self-service

W25 8

BEECLIEEASA

o

4 Add user/group

First 200 shown, search all users & groups

Display name

. Test2

SRR EER/FHFASAMLIEH,
BERMERFANENIEBELS AT BHNSAMLIEH,

<#root>

config t

crypto ca trustpoint

Azur eAD- AC- SAML1

revocation-check none

no id-usage

enrollment terminal

el

(D Refresh i35 Manage view

@ The application will appear for assigned users within My Apps. Set 'visible to users? to no in properties to prevent this,

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration

Object type

User

() Refresh 33 Manage view

@ The application will appear for assigned users within My Apps. Set 'visible to users?' to no in properties to prevent this.

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration

Object type

User

27 Got feedback?

A7 Got feedback?



no ca-check
crypto ca authenticate

Azur eAD- AC- SAML1

crypto ca trustpoint

Azur eAD- AC- SAML2

revocation-check none
no id-usage
enrollment terminal
no ca-check

crypto ca authenticate

Azur eAD- AC- SAML2

HRR2.BESAML IdP,

EAX LR TEESAML IdPRE,

webvpn

saml idp https://xxx.windows.net/xxxxxxxxxxxxx/ - [Azure AD Identifier]

url sign-in https://login.microsoftonTine.com/XXXXXXXXXXXXXXXXXXXXxX/sam12 - [Login URL]
url sign-out https://login.microsoftonTine.com/XXXXXXXXXXXXXXXXXXXXXX/sam12 - [Logout URL]
trustpoint idp AzureAD-AC-SAML1 - [IdP Trustpoint]

trustpoint sp ASA-EXTERNAL-CERT - [SP Trustpoint]

no force re-authentication

no signature

base-url https://asa.example.com

SIR3FSAMLE B IRIEN A T 5% —INVPNERELS,

£ A AzureAD-AC-SAML1 IdP{E1E =t ESAML1BRELH .



<ffroot>

tunnel-group SAML1 webvpn-attributes

authentication saml

group-alias SAML1 enable

saml identity-provider https://xxx.windows.net/XXXXXXXXXXXXX/

sam idp-trustpoint AzureAD AC-SAM.1 <---- Overrides the primary IDP certificate in the Single Sign-On (

HIRAFSAMLE 050 UE B A B = NVPNBRE A

£ FlAzureAD-AC-SAML?2 IdP{E £ RECESAML2RZE A,

<{froot>

tunnel-group SAML2 webvpn-attributes

authentication saml

group-alias SAML2 enable

saml identity-provider https://xxx.windows.net/XXXXXXXXXXXXX/

sam idp-trustpoint AzureAD AC-SAM.2 <---- Overrides the primary IDP certificate in the Single Sign-On (

FE]5: REEE.

write memory
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REBSAMLEEHRRE S R EBEEIR , FRESAMLE BHiz1T AR AT AL B iZ451R. debug
webvpn saml 255 A TR AZHAA , B2 , ZHFRTREEAGENERT , JETH
7

debug webvpn saml 255
debug webvpn 255

debug webvpn session 255
debug webvpn request 255

MXER

 {#H Microsoft Azure MFA &id SAML Eti& ASA AnyConnect VPN
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https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215935-configure-asa-anyconnect-vpn-with-micros.html
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https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215935-configure-asa-anyconnect-vpn-with-micros.html
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https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215935-configure-asa-anyconnect-vpn-with-micros.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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