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- BEREEEFiR5.1.4.74
o BB FYmEEER(Windows) 5.1.4.74

AXHEPHNEEHRETREXRERNEFHNREZEEN, AXEFEANARRZRAERAR
(BN ) BB, MREHMBLTENRS , FERRETRAERTHIBERE,

EEER
CertificateMatch2 —TIhEE , AT BB AL ER P imA A RKIEEREE P IRl LAE A VPNIRSS 853
TERRIENGEY, UEEEEFREEXHHIEE , CRUCHAREX 4 FRESEERFHRE

BIXMLI . CertificateMatchZhE AT i T3 VPNIEIEN R M | FEEBREMNSEEEERHN
i A FVPNER,

AN BMAFERASSLIEB PR NAEZ X Ciscor 2 & Fimit 1T H B RIE,
XEFRHFIEATRNEWHLABR,

« CA : ftd-ra-ca-common-name

« IRJTVPNE P imiE+$ : vpnEngineerClientCN

- EEEBRVPNEFIRIEP : vponManagerClientCN
o RSB EFIEPH : 192.168.1.200

P 4% P

TEERAIE R E AR

g 192.168.1.21

Manager Client

1.x.x5 g
Core Switch

FDM Terminal
1.x.x.49

192.168.1.11 192.168.1.200
— Internet
- GigabitEthernet0/0 SEE———

Engineer Client

Firepower
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S M FDevice > Interfaces > View All Interfaces , fEInterfacesiZ I < B EFTDHI RSP\ ZFEE O

o

¥ F GigabitEthernet0/0 |

« Z# : outside
o |PH#bdt : 192.168.1.200/24

L| Firewall Device Manager = o == o
- Menitaring Policies Objects Device: firepower
Interfaces

Elsco Firepower Threat Defense for Vikiware )

Eeeee e

Interfaces Virtual Tunnel Interfaces

9 Interfaces

LOGIGAL NAME

@ @ @ . adrmin . R SECURE
N Administrator CHE0r SISTEUIRE

MONITOR FOR HA

IP ADDRESS STANDEY ADDRESS
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=] STTES SEREEEEsE Menitoring Policies Otijects Dawice: firepower

SUBSCRIPTION LICENSES INCLUDED

This Licensé allows you to pérfonm intrusion detéction and prévention and file control. You
st himed this Bcende to apply intrusion policies in access ules. You also must hive this
heense to apply file policies that control files based on file type.

Incluces: T Intrusion Pocy

URL License

=1

Thiz license allows you 1o control web access based on URL categories and reputations, rather
than by individual URL alome. You must hawve this license to deploy access rules that filker web
traffic based on categary and reputation,

Includes: LIRL Reputation

ZEE P IRV A E

® @ :  sdmin B P
. Aciministrator SHER S EEAEEE

Malware

This licenss ets you perfodmn mahwvare defénst. You must hive this Beense 1o apply file polcies
that détect and block mahware in ks transmittid over your nétwork,

Includes: Dy File Policy

RA VPN License
]

Type VPN ONLY DISABLE

Please select the license type that you purchased to enable remote access VPN, Note that
Secure Firewall device manager does not support any of the advanced leatures covered by the
Apix license

Includes: RA-VPH
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Object Types Network Objects and Groups
D Networks 7 objects ¥ Fier + |&

T IPva-Private-10.0.0.0-8 NETWORE 10.000.008

s i 3 kSt
M AMSEE B URIET N IPv4st it ith, 850K B4,
« &% : ftd-cert-match-pool

- RE : BH
« IPSEE : 172.16.1.150-172.16.1.160

Add Network Object

Name
ftd-cert-match-pool
Description
#
Type
() Metwork () Host () FQDN

IP Range

172.16.1.150-172.16.1.160




IPvats 5 By RS 8.
BENS  tlBRE2EFIREENHS

MERBHUE R TEAREREEFREEXHRERR. SMEIServer List, BHAJIRE, #A
HEEELNMESRIRSFE , RREHOKEH.

« BRBH : cert-match
« FQDNEIP#b3E : 192.168.1.200
« EEMN : SSL

o I ServeriList
& Preferences (Part 1 : Untitled
Preferences (Part 2% Frofbe:_ L
& B‘-a(k\rjp Servers
1# Certificate Pinni
3 cﬂdfiﬁm Mg&'ﬁ‘iﬁq Hostname  Host Addr... User Group Badwp Ser... SCEP Maobile Sett... Certificate ...
g Certificate Enrollment
— ; ‘
Mote: It Is highly recommended that at least one server be de{ln
Server List Entry x
Server Load Balancing Servers SCEP Mobile Certificate Pinning
Primary Server Connedion Information
I Display Name (required) cert-match I I Primary Protocol 550 . I
FQDNorIPA.., User Group
192.168.1,200 !
Group URL
192.168.1.200
Backup Servers
Host Address Add
0K Cancel

AR5 ERFIR 5 E

SMMENER A , BERNEE, WMAXEEEURNT S HEHRKE , AGRTOKKRHE.

« 8% :CN
« 3= : vpnEngineerClientCN
- ZE/ ST
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ﬁ Cisco Secure Client Profile Editor - VPN

Pattern  vpnEngineerClient

File Help
Lmﬁa et 1 J Certificate Matching
n 5
= Pref. et (Pt 7 Profile: C:Users{ianzh3\OneDrive - Cisco\DesktoplvpnClient.xml
& Backup Servers Kev Usaoe Extended Key Us...
|| Decipher_oOnly [ | serverfuth [ Joves
3 Mobile Policy L Encipher_Only || ClientAuth | JIKE Intermediate
B Server List || CRL _Sign || CodeSign
|| Key_Cert_Sign | EmailProtect
|| Data_Endpher... | JIPSecTunnel
| |Key_Endipherm... || IPSecliser
[ Non_Repudiat.... || TimeStamp
|| Digital_Signa... | OCSPSign
Custom Extended Match Ma...
K:;; |4 | Distinguished Name Entry *
Delete
Name CH
Match only cestificates with Key Usage Operator Q) Equal () Not Equal
Match only certificates with Extended Key Usage
Distinquished Name (Max ... ; ) LI Wildcard
Name Pattern  Wildcard Operator  MatchC... -mm‘"
Edit...
| | | | | | Delete Cancel

Ao PEMFRE

REREEFFHREEXHARFI R ITEYN , HABIAREXHNEFAEE.

wilerkif i-:ate#r'atr:w:'_

v [zt inguisheddame>

CName 0N« Mame
cPatternsvprEnginearClientCN< Fattern>
</DistinguishediameDef init ion>

£ 3 | el e

wv<0izt inguisheddamelef inition Operator="Equal™ Wildcards"Digabled” MatchCazes"Enabled™>

art b icatelateh ) )
T{I:rf-atlul-:--‘-.l,ntnrr:aticﬁerver-‘:‘el-:-c:nnﬁ serControl lable="false™>
als=
ChutoServer3elect von lmprovement > 204  hotoSer ver Se lect 1on Improvement
CAutoferverSelect ionSuspendT ime>d{/dutoServerse lect ionSuspendT ime>
</Enab ledutomat icServerielect ion
RetainVprilnlogof f>falee /RetainVenOrLogoff>

4aptivePortalRemediat ionBrowserFai lover *false</Mapt ivePortalRemediat ionBrowserFai lover?

<Al lowtarwa |Host Input »troed A0 |lowianua IHost [npuat >
ClientInitial ization?
¥ {Serverl ist
¥ iHAEEERE s
tHostName cert-match< Hosthame>
tHostAddress» 192, 168, 1, 200<Host Address>
/HostEnt rys
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FhL  NREFFIREENF LLEIFDM
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Secure Client Profiles

Start by creating the first Secure Cilent profile object
/CREATE SECURE CLIENT PROFILE

& Secure Client Profil...

5 ldentity Sources

BB RS FFIRE B XXM

MALEEEANEZEEFIREEX M , 2 HOKE,

« H# : secureClientProfile
. REEPIREE X : secureClientProfile.xml ( WAt it EH E4% )

Add Secure Client Profile

MName

secureClientProfile

Descriplion

Secure Client Profile

[ LFLOAD ] sacuraCheniProdile xmil

IR 2T IRE BN
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S ZlDevice > Remote Access VPN > View Configuration > Group Policies , R ifi+1%4l.

5L o =
Monforing Policies Objects

+ . admin Y [ [ T——
@ @ @ @ . Adminisiraior eneo SECURE

Device Summary

Group Pdlicies

o T n

A SPUIT TURNILING PVE SPUIT TURNELING

1 DfMGrpPolicy Allow all traffic Al all traffic

VN DN SR B

MALERESRINARE , RE 82 HOKEME,

« B : ftd-cert-match-grp
- ZEEPIRAEH : secureClientProfile

Add Group Policy

Q =garch for atinbute Marme

fid-cart-rmateh=-gre

Basic

Session Settings

&
Advanced
DMNS Sarver

Addrass .ﬁ.!!-igl'nl'l'lll‘ll

SEiect LSS GIoUn W
Split Tunneling
Sacura Cllent Bannér Text for Authenticated Chents
Traffic Filters Secure Client profiles
Windows Browser Proxy
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HBR 7. RMFTDIEH
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Moniioring Policies Objecis Device: firepower (] . Administrator cista Sk -

Object Types Certificates

T Networks 121 objects Y Firer

N MAME TYPE

1 AAA-Cortificate-Soervices Trusted CA Certificate

. Acid Trusted CA, Centificate
Application Filters

2 ACCVRALZY Trusted CA Certificate
3 Actalis-Authentication-Root-GA Trusted CA Certificate
4 AffirmTrust-Commarcial Trusted CA Certificate
5 AffirmTrust-Networking Trusted CA Certificate
& AffirmTrust-Fremism Trusted CA Certificate
7 AffirmTrust-Premium-ECC Trusted CA Certificate
& Amazon-Root-CA-1 Trusted CA Cortificate
% Amazon-Root-CA-2 Trusted CA Cerificate

10 Amazon-Root-CA-3 Trusted CA Certificate

11 DefaultintermnalCertificate Internal Certificate

12 DefaultWebserverCortificate Internal Certificate

AN ERE

# FHUpload Certificate and Keyo

Choose the ty

vpe of internal certificate you want

1O Creaie

B Upload Certificate and Key

Create a centificate from existing files
PEM and DER files are supported.

Fa

(s} Seli-Signed Certificate

Create a new certificate that is signed
by the devicea.

LB R
WMAFTDIEBHLEELE , NEBITTENS VEBAERENA , RFEHOKEH.

« &% : ftd-vpn-cert
- BHHRRFSHBRULERER : SSLERS 2=



Add Internal Certificate

Name

ftd-vpn-cer

Cartificate
te cartificate, of ER, PEM Upload Certificate
== w=sBEGIN CERTIFICATE=====
HMIIDFOCCARSEARTBART [ TESSYS 2 cmmDY ko ZI e cMADE L BDRE TELMAKGATUIE -
EnRMCS1A=D{AMBgVEARTEVRVE 3 L vM0wDa Yy DVOHERV D 2t Sbz EOMARGAT UECHMF "
*
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Certificate Key

----=BEGIN RSA PRIVATE KEY-----

MIIECgIBAAKCAQE Axdnbe TURg ol ~GUGINELF T 1 /+xHRRRrFOOIOCCIZLYR It awE -

SERPULYPOT fowC FA X UMOS0EVGEHT ] LRXSnv X dENcakUb IV cRIgHIAJEBT pihatD ]
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Vahdaton Usage for Special Senncas
v

CANCEL

NEREPHFAER
FIR SFCARIEIFTD
SMEXNR>IES , E+T B FEIHRMZFECAILES,



¥ Application Filters

& UALs

B Identity Sources

X users

£ Centificates

i] Firewall Device Manager

e o =
Monitoring Policies Objects

Certificates

120 objects

® NAME
1 NGFW-Default-InternalCA
2  AAA-Certificate-Services
3 ACCVRAIZ1
4 Actalis-Authentication-Root-CA
5 AffirmTrust-Commercial
6 AffirmTrust-Metworking

7 AffirmTrust-Premium

[ i}
Device: firepower

THPE
Internal CA

Trusted CA Certificate
Trusted CA Certificate
Trusted CA Cenificate
Trusted CA Certificate
Trusted CA Certificate

Trusted CA Certificate

©eeo

NINZEFECAILES
MACARXEEE , NEHITENS AUEH,

- B : ftdvpn-ca-cert
- BHRBRSHRIEAZE : SSLEF %

Add Trusted CA Certificate

admin el - .
Administrator | €15€@ SECURE
E -
Add Intermal CA

ACTIONS
Add Internal Cenificate .

Add Trusted CA Certificate.

Mame

ftdvpn-ca-cert

Cartificata

fed - ra-cd.cn

PR E b, oF chioose a file JDER, PER. TR = I JEa .':'..'.'..-:::I

=== ==BEGIN CERTIFICATE-«--~-
MITDbOCCAL S ghuTBAGT TUKK gL g2 29 /DY JKoT Thy cNAQE L Bet TELMAKGALUE
BHMCS LaxD{ AMB VA TEVR va3 LvMQawDAYDYOOHEWVUIL 2t 5b 2 EOMAGATUECHMF

FERT 2N M LAD AR D L TEE e o "HE ARS8, T W e s ™ e o o e e e T el e LS

Skip CA Carntificate Check

Validation Usage for Special Services

CANCEL

F




S EACAEBIFHAES
SR ONINIZIE 5 B VPNE R & L4

£ finFDevice > Remote Access VPN > View Configuration > Connection Profiles , 8 #CREATE
CONNECTION PROFILEIZ4H,

T = @ . admin aliali .
== . * ’ SECURE
@ Q . N Adminigtrator asce’ SECURI

B sAML Server

N DNIZ A2 15 18] VPNGE 8L & 344

MAEEREXHNMLERFSE , RS2 INextiRHE,

- EEREBEXHAE : ftd-cert-match-vpn

« Authentication Type : X& F UFiE$H

« Username From Certificate : BRET4EEFER
- EFER:CN(2LHAR)

- HBIFE  OU (LARHEN)

 IPv4itbtih : ftd-cert-match-pool



e BE o b= == T . admin sl
e Manage Monitoring Policies Objects Divics: repowsr @ @ @ : Acministrater © 5ee SECURE

Remote Access VPN

FIREPOWER

& —
L S o Rl o I

- O

Connection and Client Configuration

Specity how to authenticate rémate us e s cliénts they can use 1o connect to the

Connection Profile Name

ftd-cert-match=-vpn

Group Alias (one per line, up to 5) Group URL (one per line. up fo 5)

fid-cert-match-van

Primary |dentity Source

Authantication Typs

Client Certificate Gnly v

Usernarme from Certificate

.J' EGD 50 e !M
Primary Flekd Secondary Fleld
CN (Common Nasme) = QU (Onganisational Unit) =

() Use entire DN (distinguished name) as username

Authorization Server Accounting Server

Pigase select A Please seloct w

Client Address Pool Assignment

IPv4 Address Pool IPvE Address Pool

VPNIESEEE XA RIS R
WMAARBHNLERFE , A5E O NextZH.

- EFHFKHE : ftd-cert-match-grp



'\‘C-‘]I[Dflrﬁ Policies. Objects Jevice: firepower
Remote Access VPN 1) Gonnests ©
a
[} @ Aomote Users | [ Securs Glients § Glient Cortificate

ONCNONO,

Remote User Experience

View Group Policy

ftd-cert-match-gp

Palicy Group Brief Details

BACK

pri A

admin
Administrator

alvale .
. emen 2B URE

JVPNIE % Certificate of Device Identity, Outside Interface. Secure Client Package,

- IRZ BMIUIEP : ftd-vpn-cert
- SAEBEEO : H\ER(GigabitEthernet0/0)

. ZEEFIRBHE : cisco-secure-client-win-5.1.4.74-webdeploy-k9.pkg
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Firewall Device Manager : 6'_ N m @ (ﬂ'
Monitoring Palicies Objects Device: firepower L]
@ FIREPOWER ®

A—
: i = SuTsIE INSI0E =

-
=

Global Settings

These settings contrad the basic functioning of the connection. Changes te any of these options
apply ta all conr rofiles; you cannat configure ditfere n different profiles

Certificate of Device Identity Quitside Interface
fd-vpn-cent (Vafidation Ufsge: S5L Se... ~ outside (GigabitEthemet0/0) =
Fully-gualified Domain Narme for the Outside Interface Part

Access Gontrol for VPN Traffic

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)

NAT Exempt

@

Secure Client Package

Packages
UPLOAD PAC E
| o + ont-win-5.1.4. kg

2RRENEFHAEE
SEA0BANEZEREXHNEE
il ARVPNIEZEER | RAF R THFINISHIZH,
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Monitoring Policies Cojects

Firewall Devic

= Manager

r=d Caaed
o firepower (]

~ Summary

y of the Remote Acces

Frd-Cart-Match-Vpn

STEP 1: CONMECTION AND CLIENT CONFIGURATION

Primary Identity Scurce
Authentication Type

Primary identity Source
Fallback Local dentity Source
Usernamse foom Certificate.
Primasy Fiaid

Secondary Field

W) Adwanced

Autharization Server

Accounting Server
Client Addness Pool Assignment

WPvd Address Pool
W6 Address Pool
DHCP Servers

Giroup Policy Name
Banner + DNS Senver

DHS Server

Barner toxt for sutherticated clents

Session Settings
Mazimum Connection Time | Alert Intenval
Bdie Tameout [ Alert interval

Simultansous Login par User

Split Tunneling

i Sgilit Tunneding

P Split Tunnaling

Secure Client

Fully- quakified Domain Mame for the Outside
Interlace

Part

Access Control for VPN Traffic
NAT Exempt

MAT Exempt

Insido Intarfaces

Insido Networks

Secure Client Package

Packagos

Cheni Certificate Only

Map Spaecfc Farld
CN (Comemon Mama)

O {Dvpasiantional Unit)

7 Nt manch- ol

o Moot match- gD

Unlmited [ 1 minutes

307 1 minubes

Allow all traific over tunnel

ABcww ail tradfic e tunned

& secureClientProfie

B hd-vpn-can

B GigabiiEthemeti0 {outside)

55 Windows: ceo-secure-cSrt-win=1, 1.8, T4-webepioy - k0.0kg

BNEREEXHHEE

EFTD CLIF#IA

MFDMEBE S , FEFTD CLIRHIAVPNEZIRE,

adrin
Adimirisrates




// Defines IP of interface

interface GigabitEthernet0/0

speed auto

nameif outside

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.1.200 255.255.255.0

// Defines a pool of addresses
ip local pool ftd-cert-match-pool 172.16.1.150-172.16.1.160

// Defines Trustpoint for Server Certificate
crypto ca trustpoint ftd-vpn-cert

enrollment terminal

keypair ftd-vpn-cert

crl configure

// Server Certificate

crypto ca certificate chain ftdvpn-ca-cert

certificate ca 5242a02e0db6f7fd

3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Defines Trustpoint for CA

crypto ca trustpoint ftdvpn-ca-cert
enrollment terminal
validation-usage ss1-client

crl configure

// CA

crypto ca certificate chain ftdvpn-ca-cert

certificate ca 5242a02e0db6f7fd

3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Configures the FTD to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

http-headers

hsts-server

enable

max-age 31536000

include-sub-domains

no preload

hsts-client

enable

X-content-type-options

X-Xss-protection

content-security-policy

anyconnect image diskO:/anyconnpkgs/cisco-secure-client-win-5.1.4.74-webdeploy-k9.pkg 2
anyconnect profiles secureClientProfile disk0:/anyconncprofs/secureClientProfile.xml
anyconnect enable

tunnel-group-list enable

cache

disable

error-recovery disable

// Configures the group-policy to allow SSL connections



group-policy ftd-cert-match-grp internal
group-policy ftd-cert-match-grp attributes
dhcp-network-scope none
vpn-simultaneous-Togins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ss1-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify

vlan none

address-pools none
ipv6-address-pools none

webvpn

anyconnect ss1 dtls none

anyconnect mtu 1406

anyconnect ss1 keepalive none
anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client none
anyconnect dpd-interval gateway nhone
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules none

anyconnect profiles value secureClientProfile type user
anyconnect ss1 df-bit-ignore disable
always-on-vpn profile-setting

// Configures the tunnel-group to use the certificate authentication
tunnel-group ftd-cert-match-vpn type remote-access

tunnel-group ftd-cert-match-vpn general-attributes

address-pool ftd-cert-match-pool

default-group-policy ftd-cert-match-grp

tunnel-group ftd-cert-match-vpn webvpn-attributes

authentication certificate

group-alias ftd-cert-match-vpn enable

EVPNEFimHEIA
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AEE  Windowst EN P L2 E FimllE X 4# B 3% : C:\ProgramData\Cisco\Cisco
Secure Client\VPN\Profile

: = | Profile
“ Home Share View
<« T » This PC » Local Disk (C:) » ProgramData » Cisco » Cisco Secure Client » YVPM » Profile
Mame Date modified Type Size
#r Cuick access
MgmitTun b 372024 20:15 File folder
I Desktop : : s N

Downloads 3 T L
+ = secureClientProfile t )2 10:48 il Document 4 KB

% Documents
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@ Comsclel - [Consele Root\Cenificates - Current User\ Pessanal Cenificates)
i Ede Action Yeew Favgrtes Window Help

[ Certificates - Current User

w ] Pessonal
| Certificates

HIATRRIMVPNE P is i iE$

WMEES WIS, SHIFAES  RETTY Y

« FE& : CN = vpnEngineerClientCN

I ?.Ju'pninguwﬂchcﬂlchl frd-ra-ca-common-name I

4

=

il

=8

Expiration Date
6182005

Intended Purposes  Friendly Name
Client Authentication  vpnEngineerClie




g Centificate X

General Detals Certfication Path

Show: _-:Al:- "
o
pect ypnongnesn U lent N, vpnEng....
R RSA (2048 Bits)
03 00
Digital Signature, Key Endpheér ...
Chent Authenticabon (1. 3.6.1....
woa certifcate
gha i
Edit Properties... Copy to Fie
oK

IRMEFIHEBHFEAEE

f£Manager VPN Client® , §finZ|Certificates - Current User > Personal > Certificates , &R T
FHRIEN TP IWIE$,




B8 Conscled - |Comsole Root\ Cerificates - Cunent User\Personal Certificates)
'i Eile fiction Yiew Favgrtes ‘Window Help

o am 0|6 BE

. Issued To
FolvpnanagenlientCH

Certificates - Curent User
w Parsanal

7 Cestificates
| Emterprize Trust

#iAManager VPNZ F i B i $

RNEFFWIES , SMBEFAEE  REZTENFHAEE.

« F& : CN = vpnManagerClientCN

Issued By

Trd-ri-ca-commuon-nisme

Expiration [late
S920235

Intended Purposes
Clnt Aythentssticn

Actiong

Certificates
Mlore Actions



g Certificate

General Detads  Cersficaton Path

Field Walue
. Thursday, June 19, 2025 9:41...

WP ANAgeT ChenbCN, prviann. ..

ot - RSA (2048 Bits)
| Publc key parameters 05 00
'5; Fey Lisage Digital Signature, Key Encipher....
(&) |Enhanced Key Usage Chent Authentication (1.3.6.1....
'Ti Netscape Comment xca certificate

[l T wriwrwriey b it st 1

Manager® FisiEBRIIEMAER
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. MAKE : ftd-ra-ca-common-name

@ Consolel - [Consele Root\ Certificates - Current User\Trusted Root Certification Authorities\ Certificates] = =) x
i Eile Action Miew Favgrtes Window Help - &8 X
o Am LG XE =B
1 Console Root Issued To - Issued By Expiration Date  Intended Purposes Friendly han ~ || Actions
v (@ Certificates - Cumrent User 1127001 127,004 SAT2027 Sarver Authenticati..  duo-endpoin || Certificates &
v & Persanal [ AAA Certificate Services  AMA Certificate Services  12/31/2028 Client Authenticati... Sectigo (A4 || o)
. - o [Z)Battimore CybesTrust Root  Battimere CyberTrust Root  5/12/2025 Client Authenticati.,.  DigiCert Balt
- T;’éf;“ﬁ:im““"’" AURONEs N o lass 3 Public Primary Cer... Class 3 Public Primary Cer.. /1/2028 Client Authenticati... VeriSign Clos | [idhra-ga-e &
E1COMODO RSA Centificati.. COMODO RSA Certificati..  1/18/2038 Client Authenticati...  Sectigo (forr More.. ¥
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FEFTD (Lina) CLIF =T show vpn-sessiondb detail anyconnect® % , ik TRITHVPNAiE,

firepower# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : vpnEngineerClientCN Index : 32

Assigned IP: 172.16.1.150 Public IP: 192.168.1.11

Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx : 14718 Bytes Rx : 12919

Pkts Tx : 2 PktsRx : 51

Pkts Tx Drop : 0 PktsRx Drop : 0

Group Palicy : ftd-cert-match-grp Tunnel Group : ftd-cert-match-vpn
Login Time: 05:42:03 UTC Tue Jul 2 2024

Duration : Oh:00m:11s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess D : 00000000000200006683932b

Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 32.1

Public IP: 192.168.1.11

Encryption : none Hashing : none

TCP Src Port : 50170 TCP Dst Port : 443

Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS: win

Client OS Ver: 10.0.17763

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.4.74
Bytes Tx : 7359 BytesRx : 0

PktsTx : 1 PktsRx : O

Pkts Tx Drop : 0 PktsRx Drop : 0

SSL-Tunnel:

Tunnel ID : 32.2

Assigned IP: 172.16.1.150 Public IP: 192.168.1.11
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA 384
Encapsulation: TLSv1.2 TCP Src Port : 50177

TCP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes
Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.4.74



Bytes Tx : 7359 Bytes Rx : 12919
PktsTx : 1 PktsRx : 51
Pkts Tx Drop : 0 PktsRx Drop : O
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Jul 02 2024 04:16:03: %FTD-7-717029: Identified client certificate within certificate chain. serial number: 7AF1C78ADCC8F941, subject name: CN=vpn
Jul 02 2024 04:16:03: %FTD-6-717022: Certificate was successfully validated. serial number: 7AF1C78ADCC8F941, subject name: CN=vpnEngineerClie
Jul 02 2024 04:16:04: %FTD-6-113009: AAA retrieved default group policy (ftd-cert-match-grp) for user = vpnEngineerClientCN

Jul 02 2024 04:16:09: %FTD-6-725002: Device completed SSL handshake with client outside:192.168.1.11/50158 to 192.168.1.200/443 for TLSv1.2 sess
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