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% EFMCL , EEEPMEMNM(CA)ES , RIS FHEEKCSR, MEMIEE
(OpenSSLEE=% ) £XCSR , FehHEF[EAM , HBXIERAPKCS12IEFHER,

L1 S M B Devices > CertificatesH R Adde 1E3EDevice , AAFE dCert Enrollment FEII0H (+)o



Add New Certificate (7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:

‘ FTD-A-7.4.1 v ‘

Cert Enrollment®*:

| " [£]

AN BNAE 45 5

524 . Eca informaion N, IEFRIFME R Manwa , ATFHE A TFZECSRICAIES,



Add Cert Enrollment (7]

ssl_certificate ]

| CA Information I Certificate Parameters Key Revocation

Enrollment Type: | Manual -

Description

[ ] CAOnly
Check this option if you do not require an identity certificate to be created
from this CA

CA Certificate: veeEfWF+K2

14YwiFbh9CidiwRCO 1 LI+AIHVIVQ
mazZMn8GIYZEN

KGkh5J8wTbdd

wWhi lsina Vil A==

Validation Usage: |:| IPsec Client :| SSL Client :] SSL Server
Skip Check for CA flag in basic constraints of the CA Certificate

Cancel Save

WNINCAEE

5%3&?% Skip Check for CA flag in basic constraints of the CA Certificate as shown in the earlier image.

R4 TE Certificate Parameters [, IEEFBEHIEHME E,



Add Cert Enrollment

MName*

ssl_certificate

Description

Include FODMN:

Include Device's IP Address:
Common Name (CN):
Organization Unit (OU):
Organization (O):

Locality (L):

State (ST):

Country Code (C):

Email (E):

AN INEH S8

CA Information Certificate Parameters Key Revocation

Don't use FODN in certificate v

certauth.cisco.com

TAC

Cisco

Bangalore

KA

IN

Include Device's Serial Number [ |

S5 ke N EBRBERARBEARSAHTAEBRABHRMAN. Bfisae
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Add Cert Enrollment

MName*

‘ ssl_certificate |

Description

CA Information Certificate Parameters

Revocation

Key Type:

(@ RSA () ECDSA () EdDSA

Key Name:*

‘ rsakey |

IKey Size: I

‘_ 2048 v |

v Advanced Settings

:I lgnore IPsec Key Usage

W INRSAZ 4R

*/F«y%&ﬁ‘:l_:Cert Enrollment | , MNU@UEE’JTHE‘J%EFJE%{E{E,Q ) %E/@\EEAddo

o | (IR



Add New Certificate [ 7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
| FTD-A-7 .41 v \

Cert Enrollment*:

ssl_certificate v | +

Cert Enrollment Details:

MName: ssl_certificate
Enrollment Type: Manual (CA & ID)
Enrollment URL: MN/A

N DN LR

FW|7T.BEEHID, RieBTves T — TR UEKCSR,

Warrning

This operation will generate Certificate
Signing Request do you want 1o

(e [

mmmmm ?

4/ CSR

SES.EFICSRABIEPMANHEER, —BEMIEPHCANME , BT 2 H = dBrowse Identity
CertificaeS A B 19 1F importo



Import Identity Certificate (7]

Step 1
Send Certificate Signing Request (CSR) to the Certificate Authority.

Certificate Signing Request (Copy the CSR below and send to the Certificate Authority):

-——--BEGIN CERTIFICATE REQUEST-----
MIEYTCCAECAQAWVTEMMACGATUECWWDVEFDMO4wDAYDVOQKDAVDaXNjbzEbBMEKG

ATUEAWWSY 2Vyd GF 1dGguy 212y 28uY 2 StMOswCOYDVOOIDAJLOTELMAKGATUEERMC

SU4wggliMAOGCSgGSIbIDOEBAQUAALICDWAWDOIKACICAQDMNZ rd3 1miY G+ 1 bLFK
WYSZddwTafgs8 7 FtAWT +ndUuxLDws54R/txedte X /65uSyY 8/ bxkKidsghMgbrawO
JdogCVigjtatel+95np 1 /myzFOZZRWTeBdi/H 1 pILEdR4AX6ZINMSINA /GLVIMNPoP

Step 2
Once certificate authority responds back with identity certificate file, import it to device.

Identity Certificate File: | l Browse Identity Certificate |
e |

S AIDiEH



AR MRIDIEPHMRFERE , BAREEESR7. XFEKMERNCSR , ETT L
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SR 51 Z Devices > Certificates , ST MAddT o

£ Device , RF#E TCert Enrollment ™ B 115 (+)
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n Certificate

General Details Certification Path

| & g Certificate Information

This certificate is intended for the following purpose(s):

» All issuance policies
» All application policies

Issued to: auth-risaggar-ca

Issued by: auth-risaggar-ca

Valid from 04-03-2023 to 04-03-2033

Issuer Statement

auth-risaggar-ca

Z/Fggl%zﬁlﬁﬁﬁ‘ﬁ% *’J_\ ) %EManualii#'ﬂEﬂg 5iﬂﬂ§§CA informationﬂo



SEI KR Eca onyH MM Z CAGEN/AZCAILEBHPEMER .

*/Fﬁ4.ﬁ¢'8kip Check for CA flag in basic constraints of the CA Certificate#i jl.ﬁSaveo

Add Cert Enroliment Q
| Internal_CA |
Description

CA Information Certificate Parameters Key Revocation

Enrollment Type: Manual L

eck this option if you do not require an identity certificate to be
created from this CA

CA Certificate: | —---- BEGIN CERTIFICATE--- =

MIIG1jCCBLE6gAwWIBAgIQQAFu
+wogXPrrdY9x1zq7eDANBgk
ghkiGO9w0BAQsFADBK
MQswCQYDVQQGEwWJVUZES
MBAGATUEChMJSWRIbIRydX
NOMScwJQYDVQQDEx5JZGV

u

VHJ1¢3QgQ29tbWVyY 2IhbCB
Sb290IENBIDEwHhcNMTkxM| v

Validation Usage: IPsec Client SSL Client [ | SSL Server

Skip Check for CA flag in basic constraints of the CA Certificate
=3

ANIEER

53%5.T£Cert Enrollment—F ) MN“@UEE@TEE‘J%¢&?¥1§E&@ ) %EET\EAddo



Add New Certificate [ 7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
| FTD-A-7 4.1 v |

Cert Enrollment*:

Internal_CA 1 +

Cert Enrollment Details:

Mame: Internal _CA
Enrollment Type: Manual (CA Only)
Enrollment URL: N/A
o
SR AIEBCA

SECHEMNNINIEPE RAOT :

- et
2R INIEH
fie EVPNF P 89 it ik St

B 1. 51 2 Objects > Object Management > Address Pools > |Pv4 Poolso

HIR2 5 A BT R ID A IPvA b 31t ST El



Edit IPv4 Pool

Name?*

vpn_pool

Description

IPv4 Address Range®

Format: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1.150

Mask*
| 255.255.255.0

Allow Overrides

OConﬁgu re device overrides in the address pool object to
avoid IP address conflicts in case of object is shared across
multiple devices

» Override (0)

NP4t

LEZE2EF IRRE

SERA N BRI SRR ERSK T HwebdeployZ £ &F P imR R

518 2. 5 i F Objects > Object Management > VPN > Secure Client File > Add Secure Client Fileo

SBWIMAB , RN E P EESecure Client3 4,

SR4 IR AESEFE RN secure Client Image , FR ST H savethio



https://software.cisco.com/download/home/286330811/type

Edit Secure Client File 9]

Name:*

I SecureClientWin-5.0.05040 ‘

File Name:*

cisco-secure-client-win-5.0.05040-wek ‘ Browse..

File Type:*

Secure Client Image v

Description:

FMR LB IR
B EAXMLEE XX

S MNERE L S T HKerofile Editor HF R E LS B P o

S Bl Z B E L H MaiClient Certificate Selection FHLFIRF kR, ©FEEZ&ISecure
Client®] LA F Bf LE1F B 77 6 X SR 1Z 4 A EUE B,

AN TRZTR

1. T8 — 22 B P iR R TWindows A #th it EHLIE B 7@ X LAV IEREXR,
2. AF — 2B P iR{XRTFEAR#EWindows A Pl f 7 X EEHRIEH,

FIE 176 X B & (Certificate Store Override)i% & J Trueo

XAFEBRAERZEEFHEAWIndowsitEH ( At RS ) IEBFMAPWIEBHITE P IKIEPD
SRR, IPE#HEXBELCEATFSSL, RIMVBERT |, EEAUIHELRE, FHIPSec/IKEV2ET
, BEBFPIREEX TR IIRERER.


https://software.cisco.com/download/home/286330811/type

E Cisco Secure Client Profile Editor - WPN
File Help

K ! Preferences (Part 1)
Profile: C:\Users\delljain\Downloads\client_profile.xml

% Preferences (Fa
Backup Servers

Certificate Pinning B use start Before Logon 8 user Controllable
Cotficate Enrolment | L) Show Pre-Connect Message
£} Mobile Policy Client Certificate S...
off Server List Windaws Linwx [ Al .
mac0s Al v
[ | Auto Connect On Start 8 user Controllable
B Minimize On Connect 8 user Controllable
|| Local Lan Access B user Controllable
| | Disable Captive Portal Detection B user Controllable
B Auto Reconnect [ | user Controllable
Auto Reconnect Behavior [ user Controllable

ReconnectAfterfesume
|| Suspend AnyConnect during Connected Standby

& auto update [ | user Controllable

RSA Secure ID Integration [ user Controllable
Automatic i

Windows Logon Enforcement Windows VPN Establishment
SingleLocalLogon o AllowRemotelUsers

Linux Logon Enforcement Linux VPN Establishment
SingleLocalLogon i LocalUsersOnky i

B Clear smartCard PIN (| user Controllable

IF Protocol Supported
IPvd, IPwé o

ARINEETR ( FE1ERS )

FIR3. ( Ak ) BUHE A Disable Automatic Certificate Selection , I A E LB RIBRAF REZE S HRIFIER,



Em Cisce Secure Client Profile Editor - VPN
File Help

& VPN | Preferences (Part 2)
o — Profile: C:\Users\dolljain\Downloads\client_profile xmil

& Certifeats Pinning [ isable Automatic Certificate Selection (] user Controllable

| 7 Certificate Matching Proxy Setti
= Certificate Enrollment ngs  Native o User Controllable

4 Mobile Policy
i Server List

Public Proxv Server Address:

Hote: Enter oublic Proxv Server address and Port here. Examole:10.86.125.33:8080

B Allow Local Proxy Connections

[_] Enable Optimal Gateway Selection (] user Controllable
Suspension Time Threshold (hours) 4
Performance Improvement Threshold (%) 70

(] Automatic VPN Policy '
Trusted Network Policy Disconnect
Untrusted Network Policy Connect

Bypass connect upon VPN session timeout

Trusted DNS Domains

Trusted DNS Servers
Mote: adding all DNS servers in use is recommended with Trusted Network Detection

Trusted Servers @ hitps://<server=[:<port>]

https:/f Add
Delete
Certificate Hash: Set

Disable interfaces without trusted server connectivity while in truste...

Abwrays On (More Information)
Allow VPN Disconnect

Allow acoess to the following hosts with VPN disconn...

Connect Failure Policy Closad
Allow Captive Portal Remediation

Remediation Timeouwt {min.) 5
Apply Last VPN Local Resource Rules '

[ ] captive Portal Remediation Browser Failover
8 Allow Manual Host Tnput

FPP Exclusion Disable w  [_]user Controllable
PPP Exclusion Server IP (] user Controllable
(] Enable Scripting ("] user Controllable
Terminate Script On Next Event Enable Post SBL On Connect Script
[ ] Retain VPN on Logoff
User Enforcement Same User Only
Authentication Timeout (seconds) 30

N AN TE  ESASI /N N\



B Cisco Secure Client

atfrat]ne
cIsco

Status Overview

AnyConnect VPN
Connected (10.106.63.12)

*Iljﬁ

Network
wired
ISE Posture

1SE Posture: Umbrella
No policy server detected.
Defaul natwork access i in effect.

>
0~

Secure Client

0]

o) ke oge Sl P

Virtual Private Network (VPN)
Preferences Statistics Route Detals Frewal Message History

27-02-2024
01:59:11 Contacting S5L-VPN.
01:59:16 Estabishing VPN session...
01:59:19 The Cisco Secure Chent - Downloader is performing update checks....
01:59:19 Chacking for profie updates. ..
01:59:19 Checking for product updates. ..
01:59:19 Checking for customization updates...
01:59:19 Performing any required updates...
01:39:19 The Csco Secure Chent - Dovnlcader update checks have been completed.
01:59:19 Establshing VPN - Initiating connection...
01:59:19 Estabishing VPN session...
01:59:19 Establishing VPN - Examining system...
01:59:19  Establshing VPN - Activating VPN adapter...
01:59:20 Establching VPN - Configuring system...
01:59:20 Establshing VPN...
01:59:20 Connected to SSL-VPN.

3.1& 1T show vpn-sessiondb anyconnect , SAEIAEEAMNPRELA N EIAFWERFEAEE,

firepower# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : dolljain.cisco.com Index : 8

Assigned IP : 10.20.20.1 Public IP 1 72.163.X.X
Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256
Bytes Tx : 14402 Bytes Rx : 9652

Group Policy : Df1tGrpPolicy Tunnel Group : RAVPN-CertAuth
Login Time : 08:32:22 UTC Mon Mar 18 2024

Duration : 0h:03m:59s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN ! hone

Audt Sess ID : 0ac5de050000800065f7fcl6

Security Grp : none Tunnel Zone : 0

BB HEER

REARHET THTHEERTHEHRRNES.

1. A AMFTDWZ BICLIE 1T -



debug crypto ca 14
debug webvpn anyconnect 255
debug crypto ike-common 255

2EXRERRE , BSRAER,


https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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