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M)

AXHEN AR TNRGEWRE M BIREHHH E£2|Cisco TACK#FRHIRICEDT,

TR

Z I B AFMacOSHIWindows, iF FEiZTE,

Cisco BIIE THELLT E&

« Windows & ORA:NEHFCEDT.exe/a 3,

BEXH Internet EEE.

RN RS TR

macOS : M & Cisco Endpoint Diagnostics Tool(CEDT). app/a3/i.

BRTACRAIDHNGHE (N ELBREERLEERNEE )

ZTERRFBERREHTE, THREMRENDARIE.

JL =
—RREEE
Data macOs
085, hardware, CPU, RAM, system_profiler
storage SPSoftwareDataType
SPHardwareDataType
Kernel parameters sysctl -a

M 42 L B

Windows

systeminfo , 11_'I.|’I"-.|"II classes
(Win32_OperatingSystem,
Win32_ComputerSystem ,
Win32_BI0S )

N/A


https://software.cisco.com/download/home/286332215/type/286344234/release/1.0.0

Data

Network interfaces & IP
addresses

Routing table
DNS configuration

Metwork services

WIFi profiles

il

7=

Data

Cisco preferences/config files

Installation directories

Running Cisco processes

Installed Cisco products

Application logs

Event logs

Crash reports

macOs

ifconfig -a

netstat -zn
scutil --dns

networksetup -
listallnetworkservices

N/A

macO03

fLibrary /Preferences/

com.cisco.*

1s -laR fopt/cisco

ps aux | grep -i cisco

mdfind for Cisco apps

Cisco Secure Client log
directories

N/A

~fLibrary/Logs/
DiagnosticReports/ciscox

(last 7 days)

Windows

ipeonfig /all

netstat -zn
(included in ipconfig fall)

netsh intexface show
intexrface

netsh wlan show profiles

Windows

Registry exports

( HKLM\SOFTWARE\Cisco ,
HKCUN\SOFTWARE\Cisco , acsock
service)

%ProgramFiles¥\Cisco ,
%ProgramFiles(x86)%\Cisco,
%ProgramData%\Cisco

tasklist | findstr fi
cisco, WMI Win32_Process

WMI Win32_Product (vendor
Cisco)

%ProgramData%\Cisco\Cisco
Secure Client\Logs

Windows Event Log [ Ciseo
Secure Client - Zero Trust
Access , Application provider

*Cisco* )

N/A



B RSk

N2

HRPRE

B3ICEDTH , 2E RV RE, e TZTENER -

- REAH — AWEHRES , ERRNIIN BN 22 RER,
« NA RS — WEHEFFIRBE MRS 265145 R IZ /T B S S BEE.
« RGHE — REBFENRERLZEWN. MEH , FERSZLEFEZEER,

stllnsnlee
Clsco

J\f‘

Welcome to the Client Endpoint Diagnostic Tool

Use this tool to collect diagnostic data, which helps the Cisco Support team
quickly identify and resolve your issues,

4 System scanning Detected Cisco Secure Access modules
The fellowing scans are run on your system's detected Secure Salect praducts bo dinanoss. Cises anly seanning vaur system for Secure

Access modules, -, n -
Access related modules. Not personal data of any kind is captured

EJ Application logs
Collects diagnostic log file data generated by client software and

the service infrastructura D Zero Trust Access (ZTNA) - v5.1.14.3417

] Remote Access VPN - v5.1.14.145

System data -
G) ¥ Common System Information

The collection of system data is secure, encrypted, and only
related to Secure Access diagnostics.

EAEMN , ZTESHIRNREPRENEMINZ2HRER, ERUEIES MO B VERH



ERERERES :

- ZBEFEHME(ZTNA)

Z 2 WebM 3% (SWG)

. ZEFETHEVPN(RAVPN)

- BARGER (HBETH)

BR1E

1. R RHUEIEREE D M ™ M.
2. BHiE RN EABLE | HEHH B LEREFARER.

S

siluanlis
CISCo

Cancel

E . kT ENUREESecure AccesstE kI ERIBIE, ToBIRTMERIMNALIRE.

J\/.

Welcome to the Client Endpoint Diagnostic Tool

Use this tool to collect diagnostic data, which helps the Cisco Support team
quickly identify and resolve your issues.

System scanning

The fallowing scans are run on your system’s detected Securs
Access modules.

Application logs
Collects diagnostic log file data generated by client software and
the Service infrastructung,

System data

The collection of system data is secure, encrypted, and only
ralated to Secure Access diagnostics.

Detected Cisco Secure Access modules

Select products to diagnose. Cisco only scanning your sy

Access related modules, Mot personal data of any kind is ¢

Zero Trust Access (2TMA) - v5.1.14.3417
Remote Access VPN - v5.1.14.145

Commaon System Information

stem for Secura

-apiured
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142

P 45

i

FATSERESEN N M BIEREER,
14l
EETHEENE

- DNSE# — WEEEHVMITDONSHEN N, XIEHTERERNBEENLENRIP, FAEER

#RE HH 2 — N H S0 (dns/dns_lookups.txt) | # A S LN 2 RS

- WREAHR — RREEFENANNERERL (FEEEANR )

« PingE#l — MEEENMITpingiRIELAR EZEBEE,

o REEM R E — A BREEN IR LI (policy.test.sse.cisco.com)ft ¥ 18 E URLIM izt SR BE 55

. XFZMNESTBHEN (HZZ108 ) . ERVFEERBNRASMIEF B3hHIRN
HARZHE

« MERENIR — BIEBRHEEN IR LI (speed.test.sse.cisco.com) N & L&/ T iR E MR

o WETHEE (6MNHITR). EEREE (3MNHITHR ) MpingZEiR/B35) ( 10MNCMP R
) o GERLUISONMXAFHERKXNRE,

« URLAEM — REFEAHTTP GETIHRREEB W ALRIEENURL, BIAXIFHTTP (HwA

o=

it

80 ) MHTTPS ( % [443 ) . AILAFEURLH I E IEbr/Eim O (5120
https:/example.com:8443), XK EERZ20MNURL , #MNURLER H30%, RURLIKWER
BIESE - URL, ADAMEIRES. HTTPIRASKRE. MR E((ms)., ABREKE. @BT0IPutE,
TLSHRAFIRT BB, 4 R1RFElreachability/reachability_results.jsonFl
reachability/reachability_summary.txt,

W

IR DAL SR 1 RE A I 12 304R

« HAR#IK — iERXRBANRFBXENHTTPFEHHAR)BIE. B I #FGoogle Chrome ( &


https://example.com:8443

N Fosk5x % 28 B 31t A Chrome DevToolst¥ ) o ZTE4LBHRMARS LHChromeZ &
o BRI R FirefoxMSafari, HAR% HEEHAR 1.2038 , BIETBNMERIR ( 3FEISH
K BIXHR/fetchi@ A ) o

- DARTH#HBESE — MCiscoZ£ B Fin W EDARTZ MM . XIFEMBEERABE , THF
FEFHE(ZTA) B E (Bl aWindows £ B flowlog.db | fﬂzC.\ProgramData\Clsco\Clsco
Secure Client\ZTA\logs\).

- RENIP — BITRENIPLMIRE. BSAT— , TRREN SN TSR,

LEAES

- B AAEIRE(Enable Debug Flags) — WWELK IRESN ¥4 B E LS L iRRIB, X240
B FH &R T ED—/ Cisco Secure Accessi= @At |, kT A A,

« DebugView Capture(Windows) — fEWindowsZ £ 4 imiE a8 E /5 AL A KidF. kM
{XFEWindows R4 LT H,



[ ] @ Cisco Endpoint Diagnostics Tool (CEDT)

B ready to start diagnostics

Cisco Client Endpoint Diagnostic Teol
Step 1: Diagnostic Data Collection

Select from the options listed here to collect diagnostic data from your system.

Metwork Diagnostic Data Collection
Select which tests to run to collect system connectivity data, Select modules to collect performance and connectivity issues.
DNS Lookup HTTP Archive Capture

Packet Capture Secure Client DART bundle collection

Ping Hosts Reserved IP Addresses

Policy Test Output Certificate Store Inventary

Metwork Speed Test Browser Datection

URL Reachability
Page Load Time
Connection Type Detection

Proxy [ PAC Configuration

(< <M< B <<

Debug Page Load

Cancel Step 2: Add diagnostic details

BR1E

1. PR EUHE AT ERYI2 BTE I,
2. RESBR2: IS HEME S UASE,
3. £ifiBackiREIE“WiB" RHE , HEEHCancelilB H,

HR 2 AIMZEIFAGER



BRILRER , £TUNSIERANLENARERESS, RERCESRITEAHNLRE.
DNSE# R E

s EEENEN —BA—NESZNENSE (LLESHE ). Tl : cisco.com

o RMTESIP (AL ) — WA BENDNSEMHRIP (LUEE M ). =4I : 208.67.222.222,
208.67.220.220, RENE=LUFERARSEIADNSHITEE. BER , ARESINBIEFEAF
AEH , NIRETREIDNSHRS 85 2 B AIDNSH#ETLE R R,

FIEDNSEHR L RHEB S B —MaH S : dns/dns_lookups.ixt , BN EH/ETRESFEREN
{bTeXtFSM%BﬁﬁJ\FEﬁo

Step 2: Add diagnostic details

Hosts to lookup

WWW.CISCO.COom

Rezalver IPs (optional)

208.67.222 222

HELHRRE

- B0 - ARERROMEED (IRENFE ) .
- HiRENAI( BHEN ) 1 :

« macOS/Linux:i% I BiZ{Ttcpdump -DEAKEEPRE AT A#END |, REXT4LFUp and
Running ( T 2{E M EZNED ) WEORTEE. MERKIESEOD , UL
ELR B4 anyiE O, FIELTEEO EHTIESTHRR,

« Windows & ARA:FEAMMEHRGIREFMBNICEHITHR (BZRT—THH
“THR”), HEAdumpcapH BAREEREON , &2 0[RS EIREI3MEN 249332
Ho



- BESUTH — SMEOEHRNBEZH. #Rk:100.5%K{E : 10,000.

o BB (¥) — HBREKEFLENE (B ) . BiA:FEmacOS/Linux 720 , FE£Windows £
N5%. BAE : 300 . YREKFESITHRIFENERHE ( LEBERAE) , BREEL

o

BY¥ el BEI/HRIE

~
AE - (Windows):ZTE<BaEFRETABRERK. Ei%pktmon ( W& FWindows 10
v2004+ ) , Bl R E|dumpcap ( B1R %% 7 Wireshark ) , REHENREFBRMEAnetsh

trace.
Platform Primary Tool Fallback 1 Fallback 2
macOS/Linux tepdump /A N/A
Windows pktmon (Packet dumpcap (Wireshark) netsh trace —

Monitor) — captures — captures to PCAP captures to ETL
to ETL, converts to
PCAPNG

Packet Capture Settings

Interfaces (5

end [I5P) = la0 [Loopback]) = utun [VPH) =

Packet count (max 10,000) Duration [max 300 sec)

| 10000

¥

300

L]

BRI

FHBRAEGFEMNEONBRAREN LI  tcpdump/{interface_name}_capture.pcap ( i
#Men0_capture.pcap. ethO_capture.pcap ) » E&%E K TTEIEF 2 X4
(tcpdump/packet_capture_manifest.txt) , I RFEAWFEE. HIED TR, FEMNE., #BROEOQOM



Pingi& &

* Host/s to ping — S AZHITpingRIEMN TN ( LUES DR ) o =4I : www.cisco.com

Ping Settings

Hostfs te ping [comma-separated)

WWL LIS 00, SOMm

URLANEMIRE

« ERENURL —RAENZHWURL (LLES DM ) o " : https://github.com
- EAHTTP GETHERN A kK.

« BIAUwO : 80(HTTP)/443(HTTPS), i 2 EE IEFR iR O R URLA (1 20
ashttps://example.com:8443)o

« BRAREZRZ201MURL,
- #Af : 81 URL30Y,

o RURLWEMEIE : URL, ADEMIRA, HTTPRASRTE., MEAE(mMSs), RBEKE.
RATRYIPHE3E, TLSARASRIET BB,

. &£ R{R1FEreachability/reachability_results.jsonF
reachablI|ty/reachab|I|ty_summary.txto

URL Reachability Settings

URLS to check [comma-separated)

WWWL OIS0, Com

RN AR E

o FHURL— B ARTERBUHANEN (259K, &Z101 ) o T : www.cisco.com


http://www.cisco.com
https://github.com
https://example.com:8443
http://www.cisco.com

o X ERRBEN IR KRR ITREEN R ; policy.test.sse.cisco.com
- LRBFLEHOFEENRE SRS HIREF B HROHAREKIE,

Policy Test Settings

Host URLs

[ YW IGO0 C O ]

HARIR IR IE

« BAFURL — 8 AHARIEIRHURL ( LLES 2 ) o T : https://www.cisco.com

Je

R HARFIR H 51X X #Google Chrome, %I Ef#HChrome DevToolstii¥ (&
chromedp ) Bz 1T LChromeEHHRMERE, BRENRSE LELKGoogle
Chrome. B 817 X #FirefoxfSafari,

HAR Capture Settings

Target URLs

[ WAL CISCO. GO ]

KDFiR &

i B 12 MU EE S 72 P 3 PR B9 B4R R AE ThEdR & . KDF#RIBI24IECiscoR 2B B A 7 WL iR
K7 -
« KDFflig — &FEZRAMRAE RN IR,

« KDF HEX — RIFEEMNFR BEXR T #EIE, EF‘Custom’dt , B ALB W 53
HI{E,


https://www.cisco.com/

Preset Hex Value
Module Default {none)
DNS/OpenDNS Bx20801FF
SWG Proxy+DNS B8xTACOLFF
ZTA (ZTNA) Bx400BEA152
Custom User-provided
KDF Settings
KDF preset

Description

No KDF override is applied.
The Cisco Secure Client's
built-in module defaults are
used, This preserves the
customer's current debug
settings.

Enables DNS resolution and
OpenDNS proxy debug flags
via acsocktool -sdf.

Enables SWG + DNS debug
flags via acsocktool -sdf.
Also sets
SWGConfigOverride.json with
"loglevel®: "1" for
enhanced SWG logging.

Enables ZTA debug flags via
acsocktool -sdf . Also sets
logconfig. json with
"global": "DBG_TRACE" for
maximum verbosity logging.
May trigaer a VPN agent
restart on Windows,

Allows entering a custom hex
value for advanced
troubleshooting.

Module Default (no override)

KDF HEX Extra args

[

aplional, e.q., -u -



KDF Settings

KDF preset

Module Default {no overrida)

Module Default (no overrida)
DNSOpenDMS
SWG Proxy+DNS

ITh

Custom

REMNIPIRE

« NSLookup URLs — A[i£# B 7E YnslookupEM ( LLEE DR ) « &Z101NURL, REL1R

ERAEEEENBIEFEASNEEN TN,

« BRERURL — T B % Ytraceroute/tracertE 4l ( LUES 2 ) o &Z10MURL, ZIEKE

macOS/Linux_t B { Atraceroute , £ Windows_t Bz £ Atracert.
o #RMTERIP — A T nslookupZEifIH A% HE X #MTRRIP ( LLES 2 MR |, #140208.67.222 ) ,

- 222, 208.67.220.220), HmES5MIP, EBER , RTERA=ANERITEE ( REBRIADNS,
127.0.0.1, 208.67.222.222 ) %\ , B &ER B E LS.

Reserved IP Settings

NiLookup URLS

[proy a5 56, CIS00,COM

Traceroute URLs

proxy NeEpe. Lo 550, cisco com

Resalver IPS [optional)

l 20887 222220

REWIPFEHAEFE



BHINBERT , REIPLHTRENTHE !

ik Traceroute/Tracert B #7 ( B HXNATEXEBIFIZEIT )

B R

B

208.67.222.222 E|OpenDNSEE & MRS SRV H
208.67.220.220 F|OpenDNSH B & #RAR S5 87 A9 3% F
146.112.255.50 2% EICisco SWGE AR HEIP
swg-url-proxy-https-sse.sigproxy.qq.op endns.com(¥&HEISWGRE XA

« macOS/Linux:fi Atraceroutein &

« Windows & AR £ Atracertii &

EIANSLookupZEif] ( HEIHXNAIEXLEEIRIZEIT )

BREBTEFIKRPHENIMENEFERE MnslookupB 5. BIABRT , BFEFIIRSE=A

NERTER
Resalver Description
Systemn default DNS The OS-configured DNS resolver (no explicit
server argument)
127.8.8.1 Localhost / local DNS proxy (e.g., Cisco Secure
Client's local resalver)
208.467,222.222 OpenDNS public resolver

MEEHRET BENENRIP (6]20208.67.222.222)

, M &FFIXERATRRIPHMBFENRIIR , H



B4 BREENEBHE Mnslookup B #r.

NSLookup B #x :

Target Query Type Purpose

debug . opendns . com =T { -type=txt) OpenDNS debug record —
returns device identity,
organization ID, policy flags,
and server info

swg-url-proxy-https- A (default) SWG proxy hostname

sse . sigproxy.qq. opendns. com resolution — verifies DNS is

correctly resolving the SWG
proxy endpoint

filgn , ERARIANINEMERE , 2746 nslookupZEif] ( 24N B#rx 3NMEMER ) o AIM—PNEENX
FRAT 2R IPFFLL R B 1A 8N EW) (240 B FRx4 M EATER ) o

BMEELAFRHANNSLookup URLER BB TREBMEFIIR (NE+BEXNENERF )
TEMR,

FrE & REBEE — X : reserved_ip/reserved_ip_diagnostics.txt , ¥ (traceroute,
nslookup)7 42 , EFETREANK AN B RFRATRE R ARk L

PEREIZ U

HRBELSWCREMEEERKMEA(DIA)N TEH NS E, EERPER :

1 BAZHESN BESmREMERZENAENURL, ARAFLBRER, & , ERATHEAD
MTEYHARS



Performance Diagnostics

Compares page load imas throwgh SWGE proxy va Direct Internet Access (DIA). Each URL is tested Both through the current proay and directly,
then results are comparad side-by-side. Optionally generates HAR files for detailed analysis

Diagnostic Made

Overall Diagnostic w

Default URLs (always tested)

hittpsJfamazon.com
hittpaabay. com

hitips bing.com
hittpaan, wikipadinorg
hitlpssTacebook com

Additional URLs (optional, comma-saparated)

[ ]

D Generate HAR files (captures full network waterfall via headless browser)

Number of test runs per URL

E )

Results are averaged across runs, HAR mode uses a
single rumn.

2 —NURLEZHIERX: RN AT UBE SeiAENEEH AZN AW EEURL , REHFLRER,

&, ERATFEAD THAR M.

Diagnostic Mode

[ O LURL Deagnostic - ]

URL to test

[ I

I:l Generate HAR files (captures full network waterfall via headless browser)

Number of test runs per URL

E

Results are averaged across runs, HAR mode uses a

Singhe run

EBEFHEEFRE

« P EEEMIEHEMEPIIES

G



* system
o B3R
- R
- FF
« RFRFIREK, TR ZEERIES

Certificate Store Inventory Settings

Collects certificates fram system certificate stores to dentify missing, expired, or untrusted certilicates

Certificate stores to scan (comma-separated, leave blank for all)

WA T MNFIRE :

o M TEEHEIRURL,
- HH3R -

N )VEES

o MoK IE X

- IFERMER

« SSLTHE

Debug Page Load Settings

Loads (:E‘t]l.:j_"j agnostic web pages and caplures rendered content and t

Debug page URLs (comma-separated)

ming data

hittps:iheww, cisco.com

1. EERAESNEEANZHNZE,
2. 8 & Start DiagnosticsFF 1812 BTiE 1T

3. B§BackiREIL 1 , ¥ FHCanceliR

S

EE  BARIEFERNFZFRARHETR, &

Ny

MMFEEIEEAN] , RIGF8ETT A

17

i
o



HBZEITEEERWEIR DM E S (PIMZTNARSWGIRER)E , BRIL IR T EAIUEELT
BRPLE , HEREERBSE 2 EIZAZ,

X¥E BRAREETFFARRIEFRNMRRE , Bt FEARSKEIES BN HKE,
- ¥ Diagnostics Paused® ARY , BRIRIZES — ©HIFEHLE B RIEFKINBEIMEL TIE
RS
- EUBREEBRRPRBE, Flan -
- EFEEIIVPN
- TAREHENNIN AR
- EESBERNIR
- ENEBESE , £HContinue

LHERE, RE , ZTEQREXH. REEEREHFCIELHEFM,

AR EENRTEXANARRF. AREERHFRFEIRS , EEER HContinue F1Z1T5E K.

2. BRI

3. IREKim HIZEnterf@ H 42,



-. @ @ Cisco Endpoint Dlagnestics Teol (CEDT)

Diagnostics Paused

“ The following are now active: Start Packet Capture, Enable ZTNA
Debug Flags, Backup Z THA Trace Config, Enable ZTMA Trace Logs,
Reload ZTHA KDF Driver. Please reproduce the issue now, then click
Continue to stop all debugging and collect diagnostics.

Continue

EEANRET

B 5 Start Diagnosticsfg , MIRZRBRA T EERAHENRAIIEE ( MBESIHARKFRRE ) , N
ZTETURREREERGNR,

RSN E R —MRE A Administrator Privileges Required I 3 iF4E :

BHYesRTFEEBANRE, X[tk A ttmacOS/WindowsE i 7Ro

& Hilimited mode AL HRE | FHITERE. SHIERES (BEEHR. BIRAKRES ) .

macOS : &R LA Mosascript&E B R EmacOSEBE X FEE, MAREERE , AFLEHOK,

« Windows & O RA: HIFREUACH SRR, B dYesBA T,



Administrator Privileges Required

Some diagnostics (debug flag, packet capture) require administrator
privileges. Enable administrator privileges to run a full diagnostics of
your system,

n Select Limited Mode to run diagnostics without administrator
privileges.

Limited mode Yoz

B configure your disgnostic settings below, then click Start Diagnastics.

Cisco Client Endpoint Diagnostic Toal "
Step 2: Add diagnostic details u
Add details tor the listed Iﬂlﬂ?l'.lb-gl:it Sellmngs 1D Tirve TLmg

asaseript

oascript wanls 10 make changes.

Entor your passward to allow this.

e
['Pas&wurd ]
Reserved IP Settings
o QD
N5Lookup URLS

. ’
B

I Py SN 0. S50, CIEC0, CHM

oplicnal custom nslookup hosts (comma separated)

Tracergute URLs

[ ey |55 58, C1GC0.COM

optional custom tracercule hosts [comma-separated)

Resolver IPs {optional)

I 20867202322

Comma-separated reiahaer 1P, Ledad &mply 10 uis syslem dalault

Cancel

BaE  ZITEMETAAEENSIES

- HEREREATRBER(BIM59% — EEMITES3/9:.DNSERK).

Start Diagnostics




« EEHTIOM...... PR & R TR
- BETHIE , MEREFRIOBER/IRE,

- TUHIE ‘RDiagnostics in progressiZill ( 2 ) , RRIEIEI,

UHIEETK , TR, BAXANARERF.

e Diagnostics in progress...

589, Executing task 3/10: DNS Loakup

Ciseo Client Endpaint Diagnostic Taol
Step 2: Add diagnostic details

Add details for the listed diagnostic setlings to fine tune your tests

aptional, e.q., -u -t

Reserved IP Settings

NSLookup URLs
S

aptional custom nslookup hosts (comma separated)

Traceroute URLs
|

aptional custom traceroule hosts (comma-separated)

Resolver IPs (optional)

Cancel

PHITER — E4EZITAC



ERFBVERE , FHI TR EE :

PHITER. X LEZITACES,

NEEE R :

- B — RN MEHINXHSE ( Hlicisco_diagnostics.tar.gz ) o
o XKD — TR (HIIN7.72MB) 6
« SHA256 — i FEEMRIEH HRE S HHRB .,

EFERTACRS] , BIITUTRE

1. # ACase ID(f5]21698746730).
2 MAZHTHE (HARNZERE ).
3. 2 #Open TAC CaseFF#h L1&,

HERI R EERSHIEZE......85.0%(6.56 MB / 7.72 MB),

BB L& BT T®RE

« BESKip XA FEEMF L. FREXADREFESL.



Diagnostics complete. Upload file to a TAC
case.

Archive: clsco_diagnostics.tar.gz
File size: 32.54 MB

SHAZES: deietereti et e R i S e Bty
A

Case 1D

[ e.q 700108180 ]

Token

| Lipload 1oken from cxd cisco.com ]

LETER — RERE
Fh EfEJE , SERMEIBREFR
YRR E A2 LBk B R BI[RBIID]

HERER100%BIRE R EBRTRK.
BRI

B #HRun AgainFF B FTHYIZ BTE 1T,
« BHCloseilR B AR

A



YHRHRES

* macOS : ~/Desktop/cisco_diagnostics/

+ Windows & A kx45:%USERPROFILE%\Desktop\cisco_diagnostics\

i H 1744 3044 (cisco_diagnostics.tar.gz) A ML & R 2 E P A IR EE M2 T 3dE .

HUEHEER

Issue Resclution

Mo products detected Ensure Cisco Secure Client is installed and
running on your system.

Packet Capture greyed out Enable it in Step 1, and grant administrator
privileges when prompted.

Debug Flags greyed out At least one Cisco Secure Access product must

be detected and selected.
DebugView greyed out This option is only available on Windows.

Upload fails Verify your Case ID and Token are correct.

Check your internet connection.

“Administrator credentials could not be You cancelled the password prompt or entered
obtained" an incorrect password. Click Start Diagnostics

again to retry.

Limited mode warning Some privileged tasks were skipped. Re-run
with administrator privileges for a full
diagnostic.

ks N1 H
% W 7] 7@

[A]: tt T BUERIHRLEE B3 2

A ETERBERGER (BERS., B4, WEEE )., NARE, BT nEENRENE
REYIE , UREBRRRETRERBXIMEZHBE. AXFANAS , FSRL-THhHBRE
TMERGHIE, TRMREMDALRIE

A REREEER/MBIBRNR ?


https://cisco-sbg.atlassian.net/wiki/spaces/CSST/pages/1413360053/CEDT+-+End+User+Guide#what-system-data-is-collected
https://cisco-sbg.atlassian.net/wiki/spaces/CSST/pages/1413360053/CEDT+-+End+User+Guide#what-system-data-is-collected

A EBRGRRRIATEN , BRWER, MRKAET , FRIFELTH (HESHR, AR
&) o BIEQRREHAWGRE.

R EALZRETIZTED?
A:Yes BIRZETRHE , BUNKE BREIT UBHFHN M E.

|5 R TEEWE ?
A : 2 ERIR1FE Blcisco_diagnostics XX T #IDesktop ( =iH ) »

[ MRIZXBETACEBIDEAT ?
A BRI E LA EEPRT R, FEXHFNREERE, SUNKEFHIFELERTACE
Bl EXHFIRITHRE,

B HIEEEME ?
A UEITERSHEBESE (tar.gz) , F EBRBBRIEEIT S EIHRE.

[B]: HARH 3R 3% 35 R L5531 BT 8] 2
A : HAR%3R B 811X X #Google Chrome, %I EffFChrome DevToolsMY SLI 753k 531 55 28 B 38
t. FEIZTTHARKEIR ZH , FafR 2 X Chrome,

QEFRBMREI, HALETE?

A: FBE, RENFERNEAFAEFTILERE , T2ETEELTR. RENATHNETEE —
MRBEERASR , TERREEZET  MA2EEF.

A XUFRNER, RZELSL?

A : & Diagnostics PausedB 0 — ZEO M THMEOZ/F. REZEHContinue(RIZWHIT
FHIENnter)f5 , BT S9EL,

B WOHBSIH T RTHENTIEE, XREFMND ?

A:Yes ZHERERZITENENTEEANEM B RICRIIBELAR L FAT S ML,

Bl RELEHEXATNA. AEELD?

A: BRETUHES , ARLERR. MRETHEBTEFRELTITIFRES , BRRENX
BIRMUREES.



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



