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@ ) | General Settings
General Settings
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type this tunnel group will use.
2  Tunnel ID and Passphrase

Tunnel Group Name

3 Routing | FTD
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4  Data for Tunnel Setup
| Canada (Central) v
Device Type
FTD v

4. B¢ & FTunnel 1DPassphrase, BEIDREE | A AFTDECEEERID
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Tunnel ID and Passphrase

©

General Settings
Configure the tunnel ID and pa

@ Tunnel ID and Passphrase ‘ Tunnel ID Format
(® Email IP Address
3 Routing
Tunnel ID
4 Data for Tunnel Setup | ftd1-ipsec
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The passphrase must be between
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@ Dynamic routing

Use this option when you have a BGP peer for your on-premise router.

Device AS Number

| 64513

Advanced Settings

(] Muitihop BGP

Select this option to enable the ability for BGP peers to establish a connection (hop) when not
directly connected.

D Multi-region backhaul

Use Secure Access as the network backbone and prioritize regions based on origin.

Block default route advertisement

Select to block the advertisement of the default route.
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@ Tunnel I and Passphrase
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Device Type FTD Device BGP AS 64513
Last Status Update Feb 18, 2026 3:58 PM Peer (Secure Access) BGP AS 64512

BGP Peer (Secure Access) IP Addresses  169.254.0.9 169.254.0.5, 2a04:ed4cd:b:c723::b67:0000/120
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Private Resource Name

FTD Internal Server

Description (optional)

Private resource address

Define how the private resource will connect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPv6, CIDR) @ Protocol Port / Ranges
| 172.16.15.55 I I TCP - (HTTP/H... I | 8080
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Irity

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
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Internet Access

Control and secure access to public
destinations from within your network and
from managed devices
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Tunnel Type

Name:*

[ VTI-1 ]

Enabled
Description:

Security Zone:

zone_vti v

Priority:

0 (0 - 65535)

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for

the VTI.

Tunnel ID:*

‘I |'<'_; - 704731
Tunnel Source:*
[ GigabitEthernet0/0 (outside) v ] [ 192.168.0.20 v ]
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IPsec Tunnel Details

IPsec Tunnel Mode:*

@® 1pva O pve

IP Address:*

(® Configure IP [ 169.254.0.1/30
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Tunnel Type
o

Name:*

VTI-2

Enabled
Description:

Security Zone:

zone_vti v

Priority:
0 | (0 - 65535)

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VTI.

Tunnel ID:*
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Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 192.168.0.20 v ]
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IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPv6 addresses accordingly.
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IKEv2 Policy ®
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