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1. R EEUmbrella L EBDNSZHSIGIT A :

« S EIAdmin > Licensingit 173 iE
s ARFZLIHRSLMEREREIRED :

% dashboard.umbreila.comio/B250165 S fadmindicensing

Cisco Umbrella

at|ueafn
e casco LICENSING o

Undarstand what Umbaells Boensing has besn purchased for your o

Upprade 10 Secians Accoss

invitation previoutiy send. Please check pour sl

Umbrella Fackage

Current Package Licenss Start Date
Umberolla DS Secutity Sepomber 11, 2005
Essansials

=, B T4ELAID , EAHIH 78350166,

=, EF 7 H L BIRequest InvitationiE I

A\ EZE2  Request Invitation 41 B eI ASCCH UmbrellaflL /= 893818, ©RAERAEBA
B, ERESBANITEE  ZRESHARMEERRD, X222 TRANTETEN—55.
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Welcome to Cisco Sm:u:ity Cloud

N no-raply-security@cisco.com cno-reply-security@cisco.com

To: I

Welcome to Cisco Security Cloud

Thank you for choosi

¥ “loud using claim coda CWLG-
IR NH. Yoy will nedd & Security Cloud Sign On account 1o claim your subscription.

Review the prodwcts on this 8. 3, listed a1 the end of this amad u already have omne
of these prod and would like
product suppodt or

roduct, contact

To claim your subscripticon:

1. Sign in o & t R ol Security Cloud Sign On account. 1 this is your first
timee signing in t curity Chouwd ritrgd, & miw organeaton will be o for you
aulomatcally sociale with the subscription. i your account ks as tad with multiple
organizations, solect the desingd crganization fnom the Organization menu
Chck Claim Subscripticn.

Enter your subscription clalm code NI and follow the on-screan
nstructions fo review and claim your subscription,

For detaied ins rs& on claiming your subsorption, ses the documentatio

2EREINANINEFZEIUEERSCC

IS ZenEHF , AEAENIRERFILEER,

N EE - BFHESHUMbrela R S E R B R RE

=, ERENER (MREEEINEFLL ),
=, EHHLALZ I (New Organization name)FER P #i A FTA L Z T,
M, MRegion deployment™ i 5 & %IR8 2 K X i,

N o EAFRANES DS EE X,

IR


https://control.security.cisco.com

Select Organization

| Create new organization (= ]

Mew organization name *

l JaleroSSE W ]

=4 character hmit

Reglon deployment

Europe

| This salaction sets the preferred region for all products and services in this
| organization. See your Product's Privacy Data sheet on the Trust Portal to confirm
' regional availability

VARG IR B HEE TR ARG,
3. FUmbrellatl 4§53 FISCCH B E 1T 7
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Security Cloud Control

Subseriptions [ cisim stscrprion |

Invitations to attach exdsting preduct @ 1

S L Clhoo Securs Access By :]_lu_.“:'”m_m_:I

— %&$FAttach productfF &I UmbrellatB 42 Ff iNEISCC,

— Hpnest |, BATIER— R EF E ZCisco Secure AccesstER=fm , WA T REIFFR :

Subscriptions

8350166_secure-access Externally managed (O
End date: —

Product Region Entitlements Status

Cisco Secure ACCess Global Q



=o WA BERBFERET -5

Claim Subsecription

o Enter subscriplion claim code Enter SUb“ﬂpﬁun Chrm Cﬂdﬂ

Tor bgin, @nter your chiim code below and click Next, For detailed
Instructions please read our decumentation (5.

Subscription claim code *

L rliiL] ]

g Cancel

9, MCreate new instance or attach existing ™ i 3£ & F 1% ¥ Attach existing instance:

@ Envers iptise claim Review products

To use an existing instance instead of creating a rew one, choose Attach existing
linstance from the dropdown many for the product. Post- claim actions may dso ba
Tibgpangd 10 SHDly Bobrclad 10 L0/ PROdUCT IRTLEATE

Read doc urseatanion for mone detalls [

B Feslaw products

Producis Creats new Instance or attach
wxigking
Cisco Secune Access DNS Adwantage l.ﬁn’.:chrmung Instance

\\A
D | o =3 - |
vREEIRE :
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@ Enter suk fon clien code Review subscription
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I Eucpe
€ roviow subscription | I
Products Geployments

Cigg Securs ADeid DNES Agwantige Rarghons por alating o
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A Claim subscription

Claiming this subscription will associate the subscription details, including
subscription ID and product licenses, with the JaleroSSE organization.

Cancel

- BEMBAERIIGE , BYATIRE —PNELLTF AR Subscriptions UE , & RIGEBSENFTE
o

Subscriptions

D subscription successtully claimed. "

Products will appear in the navigation shortly, Once your products are fully activaled, you can dCoess thim
from tha left-hand navigation or the platform navigator at tha top of the page. After activation, canfigure
yOur role-based access controls to ensure proper user parmissions,

Product and service activation status 1

Cisco Secure Access DNS Advantage Start date 09/16/2025

B350166_secure-access Exemally managed (0

End date: —
Product Region Entitlemants Status
Clsco Secure Access Global 1] -

f8643562-d914-4582-a95d-49cf392c757d
End date: —

Product Reglon Entithements Status

Clsco Security Cloud Control Firewall

Europe 1 Activated
Management Base o o

4R AEN AT R &7 R KA

.4 $#Action requiredi&In :

Product and service activation status 1 \ y

Ciseo Secure Access DNS Advantage Start date 09/16/2025



=, &BAppiF i :

Cisco Secure Access DNS
Advantage

Subscription ID

Apply Boense to an existing instanca

Tha following Clsco Secura Access DNS Advantage
instances are associated with your Cisco Security
Cloud organization. Select an instance and click
Apply license.

() Cisco Secure Access  Extwnaly managed
Instance ID 8350166

Cancel Apply license

WIERSCCH L &1/ 7§58
BB RIS RS T ES 2 E S EIISCC,
1.1T AR mBTEIRES

I8 iECisco Secure Access <License Type>r= i 34 2 385E -



End date; Sep 16, 2026

Product Region Entitlements Status

Cisco Secure Access DN3 Advantage Global 50 & Activated
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el Security Cloud Control

& Organization
Jalero55E »

£ Home

Products
g Firewall

[0 Secure Access

Platform services

m Favorites ¥
Security Devices
® .  Shared Objects

9 Pplatform Management >
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i =% dashboard umbrells. co G foverviewTencodedFilters =  TdC I Ty WROaWBUI T THEI Ty YooY ZUZ CUy MLy QyUyMnNIBEVdGVERGFOZ V. hbmdiSWRE.. ..

asco  Overview e

Upgrade to Secure Access

Upgrade your ocrganization to Secure Access's next-generation cloud-delivered

Internet protections and access controls.

3.7EUpgrade ManagerTUE A , ¥R Enable Cisco Security Cloud Sign on T #9Start



stlvar ],

asco  Upgrade Manager

Upgrade to Cisco Secure Access

This upgrade process involves migrating data and configurations to your new Secure Access organization.
The result is that all curment identity traffic is steered through Secure Access. No protections are lost. Help £

0/4 steps complate

o Prerequisites

Complete these steps before beginning the upgrade process. If you have previously completed a step, mark it

\
© %3

1. Enable Cisco Security Cloud Sign 2. Update VAs and AD connectors
on

Enable Security Cloud Sign On as your Update your virtual appliances and Active
authentication method. Directory Gonnectors to thair [atest versions.

(] Mark as done

4. 7£SAML Dashboard User Configuration T i£ZENABLE SAML , fFSCCHERNSAMLIR 12 74k
D TIRSIERE X



© .5 Authentication e

Sot up single 5ign-on via SAML for Umbrelia dashboard users and check on the status of two-5iep verification for your account.

2} Prerequisite 1 : Enable Cisco Security Cloud Sign On

Return to Upgrade Managor I
Updaie your Umbnella SAML provider 1o Cisco Security Gloud Sign On

SAML Dashboard User Conliguration

d Ciscs Umbrella suppons Secufity Assertion Markup Language or SAML for legins 1o the Umbrella dashboand. This allows you to provide single sign-on (S50) access i
Umbrglla using entérprise idemity providens such as Okia, Onelogin, Azune and Ping identity. SAML 5350 is avallable 10 3l Cisco Umbnela dashboard users. For mong
nlofmation, sed Umbrelia’s Help.

Status @ Dizabled
Provider Mone

Two-Step Varification

a This indicates whether two-step vesification {2FA) ks enabled for your user account. If you wish b0 enable this featusne, navigate 10 ABmin > Accounts and expand the accoumnt
you'ne iogged in as by clicking on the: account name, then select Enabie to get starmed. For more infarmation, see Umbnella’s Help

Status @ Enabled

5. ATEST CONFIGURATIONETUN iHSAMLEL & :

SAML Dashboard Usor Conligurason

Werify Cisco Security Cloud Sign On
Using Cisoo Security Cloud Sign On as your SAML provider for Umbrella requires all accounts in this crgantzation 50 alneady have exsting Cico Security Cicaud Sign On
accounts, and for those stcounts 10 hivve the Clico Umnbnela sop assigred. You can omate Chco Security Cloud Sign On acoounts and assign the Cisco LUimbrells app a8

ERDACS i 0N, M UMY CHC G, COM,

Piease verify your Cisco Security Cloud Sign On account by chcking e ” Test Configuration” ibuthon Beiow.

BT
H-\"""—\-._\_\_

CANCEL PRIVDUS

6. SCCHEFRNAMHNEFTENREEOP (HBREEAREEABELEERF)
HIRRE |, EHAEHSCCEIEE R,



sign-on. security.cisco com/signin

CONMNECTING TO CISCO UMBRELLA

Security Cloud Sign On

Ermail

-
[ ......... Show

Forgot passwand

Multifactor authentication

Click on Finish or set up Google Authenticator as
an additicnal MFA option,

@ Duo @ Ercoled

RIFEFE , BLTEMCKEDES |, HHTHIA, ESAMLES JLF K

[ ] login.umbrella.com/sso_test_success

= login.umbrella.com/sso_test_success

Success!

You have successfully configured your SAML provider. You may now close this modal.



RfE , BABREEFSAMLEZEFIERAFEETRS

. GEARRRCEBERBESAMLIRE
o EFENEXTHKE

SAML Dashixoard User Configuration

Verify Cisco Security Cloud Sign On

Using Cisco Security Cloud Sign On as your SAML provider for Umbrella requires all 3ccounts in this organization o already have existing Cisco Security Cloud Sign On
accounts, and for those accoums o have the Cisco Umbrella app assigned. You can create Cisco Security Cloud Sign On accounts and assign the Cisco Umbrella app at
httpssf fsign-on.security.cisco.com.

Please verify your Cisco Security Cloud Sign On account by clicking the ° Test Configuration” button below.

TEST CONFIGURATION

& Your SAML settings have been properly configured!
CANCEL ’PR—I EVIOUS

REERABEAAF,

SAML Dashboard User Configuration

Save and Notify
After clicking 'Save’, all users in your organization will be required to use the single sign-on service rather than a password. Umbrella will send an emall to every

administrative user In the dashboard, stating their password has been removed from their account.

If you disable the single sign-on service in the future, all users in your dashboard will be emailed a link 10 resel their passwords and their old passwords are not
restored.

Block page bypass users will no longer work once SAML is enabled. Instead, you must use codes for bypassing block pages. For more information, read here.

| PREVIOUS SAVE AND NOTIFY USERS

Two step verification with Umbrella is not available when SAML Is enabled. Instead, use the two factor options available with your S50 provider,

SAMLELE BT :

SAML Dashboard User Configuration

ﬂ Cisco Umbrella supports Security Asserion Markup Language or SAML for logins to the Umbralla dashboard. This allows you 10 provide single sign-on (SS0) access W
Umbrella using enterprise identity providers such as Okta, Onelogin, Azure and Ping ldentity. SAML 550 Is avallable o all Cisco Umbrella dashboard users. For more
information, see Umbrella's Help.

Status @ Enabled
Provider Cisco Security Cloud Sign On

DISABLE CONFIGURE

TIERBFRARBDPAHAR , AHEISecure Access:



Prerequisites © 33 prorequisiies done

Start Upgrade S NorSwmed -~

Clicking Upgrate genaraties your nénw Secune Actess ofganization {and dashboard) and coples your Umbnslia configurations to Secune Access. Umbrella
confinues 10 operate during this process and your organizaticn |s always protected. Help 7

Upgrading to Secure Access

Ganerates a vew Secure Access ofganization (organization UAL does not changal,
and copies DNS policies and components to Secure ACCeSS policy rules,

« RVFBREFR

Start Upgrade S InProgress .

Glicking Upgracs generates your niw Secunk ACCHSS organization (and dashboard) and copies your Umbolla configurations 1o Securs Access, Umbnell
continues 1o oparate duing this process and your organization is always protectod, Help 03

r!

Upgrading to Secure ADCess...

Yo can exit and return to this page at any time. Changes are automatically saved.

- TRE , BATERLREEG LML :



Start Upgrade Y p GDone

Clicking Upgrade generates your new Secure Access organization {and dashboard) and coples your Umbrella configurations to Secure Access. Umbrella
continues 1o operate during this procass and your organization is always protected. Help (3

Upgrade Success.

YOUF new Emem-ﬁsonganlzallon has been successiully ﬂmﬁd and i3 now listed
in Umbralla’s navigation menu. To review your new Secure Access deploymaent, click
Secure ACCRSS.

Umirella DNS policies have been copsed and converted 1o Secure Access policy rubes, All
deployment and policy components, inciuding identities (sources) and Admin setlings, ane
shared between Secure Access and Umbrella. Any changes 1o these shared components
are automatically updated in the other organization.

Application seltings and policy ane not shared between the two dashboards, so changes
are not reflected between Secure Access and Umbrella,

Usmbralla and Secure ACCEss ane NoW nunning simultanecusly, but traffic is only steered
through Umbrella. Complete the upgrade process and redirect traflic to Secure Access,

WView rules in Secure Access m

8HREBEEMEZ 215

Redirect Traffic © Mot Started -~

Hedp .
Redirect your nrganlzmh::n's IdEI‘lbﬁ' traffic 50 that it I3 steerad H'Ir'ﬂl.lgh Secure Access. You must mﬂ.mjﬂ]l’g.' galact which ||:|Eﬂ1|'|‘!||' trafic Is upgraded to be stesnad
theough Secuns ACCESS.

Redirecting traffic to Secure Access

Upgrades traffic steering so that Identity (Source)
traffic is steerad through Secure Access.

— 3

- WAEEMERTEK. EARGIF , XML F B MUmbrellai®# E|Secure Access:



Redirect Traffic to Secure Access

Select which Umbredla identities, upgraded to sources in Secura Access, should have their traffic redirected to Secure ACcess.

Traffic redirected to Secure Access
To werify redirected traffic, in Secure Access review Activity Search logs.

Hetworks & Hetwork devices Roaming compuiers

Secund Accoss 1 0

50% A 0 0

O.ZRHARMIEIRELRLIHE

AN BE gL MBEGUNbrelad R | 3 ERTHE  FLEATHESR2E | BRI
NBE#ETEER,

o ‘memlﬂdclnli Umbralla S el Btarimal

Uit hurs b Bucoeastialy upgraced and mebected tradic iy row g shesed Teough Secuns Access. The it wep in the

Ugsgrace peocini i 10 pammanenty sl down LimBrela and cancel your Umbesla subacription. Halp

o MIRTEHA BB LiEFEClose Umbrellaft | #8455 7551 7 IR R <R 4H L2 48 M BR Bt S B 3 4T 17 18]

g
—

Complete Upgrade and Close Umbrella

Are you sure you want to close your Umbrella account? Once closed,
all access to Umbrella is lost and cannot be recoverad,

I understand and wish to proceed

Cancel Close Umbrella



WUFIE R

1. E BB FEIF B FSecure Access
2. BB RS> RIFERUE RIEIBOAN , AT REFA R, ALIDSFAE FEEZTIRIEY
FRYELIDMEE,

=3 dashboard.sse.cisco.com/o

alile Sacyre Access

Access Policy
Internat access rulas apply to traffic to public internet sites from devices that are on your natwark or that your
e organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help &3
Higmi
+ Filters
o
Cannact
5 Rules
=
L] D # (0  Rulename Action Access Sources Destinations
( : ] 1 3/3 DNS-only-policy-1(U.. & Allow Internet Any AD Group... +1 Global Allow...
Secure
] ) 2/3 DNS-only-policy-1 (U.. & Block Internet Any AD Group... +1 Alcohol  +26
Q
Manitor
| 3 1/3 DMS-only-policy-1D... & Allow internat Any AD Group... +1 Any

HXESR

« Umbrella3 #}
o BARZEFFMNH - Cisco Systems



http://login.sse.cisco.com
http://docs.umbrella.com
http://docs.umbrella.com
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
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