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+ End User Connectivity

Machine tunnel

£
Hon .
General settings
Select and configure the netwaoek and protocol that this Machine tunnel will use,
®
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Default Domain
Authentication for Machine
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Include Machine Tunnel

This machine tunnel has been seccessfully configured. Select the VPN profiles
that will include it

[) Select an existing VPN profiles
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= Users, Groups, and Endpoint Devices @ Configuration managemsent
Provision and manage the authentication of users, greups, and endpoint devices, for access control purpeses. Help £
~
Home Users Groups and Organizational Units 3 Endpoint Devices 4
@
Experience Users
Insight
Manage your organization’s users and their devices connections and enroliments. To add users, go to Configuration management » Integrate directories
¥
£ AL any time, you can disconnect or unenroll a user's device. Help C7
Connoct " - &
[ 1 maching J[ Source v Directory w 1 resuits
=
[oea— Name User Principal Name (UPN) Auth Property Source Directory o] (ZTHA} & Associated Rules
( machine mischine@sse. com machine@sse.com marnial Manual Profile o 0| - @
Secure
s
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a. & A LAE AR E L CSRA AL B8 Hi - Hopenssl| CLI,

openssl req -newkey rsa:2048 -nodes -keyout cert.key -out cert.csr

root@ftdl: /home/admin# openss] req -newkey rsa:2048 -nodes -keyout cert.key -out cert.csr
Generating a RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

what you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can Teave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:North Carolina

Locality Name (eg, city) []:RTP

Oorganization Name (eg, company) [Internet Widgits Pty Ltd]:TAC
organizational Unit Name (eg, section) []:CiscoTAC

Common Name (e.g. server FQDN or YOUR name) []:machine@sse.com

Email Address []:machine@sse.com

Please enter the following ‘extra' attributes

to be sent with your certificate request
A challenge password []:J}

2.8 HCSRAERITEHIEH,
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p Certificate

General petails Certification Path

l : a Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

Issued to: machine @sse.com

Issued by: csa-AD-CA

valid from 7/1/2025 to 7/1/2027

Install Certificate...  Issuer Statement




a Certificate X

General Details Certification Path

Show: | <All> v

Field Value ”

E Issuer csa-AD-CA, csa, local

| valid from Tuesday, July 1, 2025 10:23:...

=] valid to Thursday, July 1, 2027 10:33:...
Subject machine @sse.com, machine@...

- | Public key RSA (2048 Bits)

| Public key parameters 0500

Subject Key Identifier f89bc7557ef7a01e08a43a3ea. ..

Jecl A tharity Kev Tdantifier KeulN=drfrdaRQe52150a5h5a 7

E = machine @sse.com
CN = machine @sse.com
OU =TAC

O = Cisco

L =RTP

S = North Carolina
C=US

Edit Properties... Copy to File...

SEASHENHNSR (LR1FPER2 ) FERNBHAMIESD |, FitENIEB KR IPKCS12#%
= :



openssl pkcs12 -export -out Machine.p12 -in machine.crt -inkey cert.key

root@ftdl: /home/admin# openss] pkcsl2 -export -out Machine.pl2 -in machine.crt -inkey cert.key
Enter Export Password:
verifying - Enter Export Password:
root@ftdl: /home/admin#

F75 — ENRITEN LS AT EYIES

1.FEAR MR T ENFME T S APKCS1 21T EHIES :

~| Console Root
v [P Certificates (Local Computer)

~

~

WM W W W W W W W W W W W W W W W W W

| Personal
| Certificates
| Trusted Root Certification Authorities
| Certificates
| Enterprise Trust
_ Intermediate Certification Authonties
_ Trusted Publishers
| Untrusted Certificates
_| Third-Party Root Certification Authoritid
| Trusted People
| Client Authentication lssuers
| Preview Build Roots
| Test Roots
| &SIM Certification Authorities
| OEM eSIM Certification Authorities
" Passpoint Trusted Roots
~| Remote Desktop
7| Certificate Enrollment Requests
1 Smart Card Trusted Roots
| Trusted Packaged App Installation Auth
| Trusted Devices
| Windows Live ID Token Issuer
| WindowsServerUpdateServices

Issued To - Issued By Expiration Date
2127.00.1 127.0.0.1 7/1/2028
ﬁmachine@sse.corn csa-AD-CA 7/1/2027
-—

a| Certificate T

General Details Certification Path

A Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

Issued to: machine @sse.com
Issued by: csa-AD-CA

Valid from 7/1/2025 to 7/1/2027
¥ vouhave a private key that corresponds to this certificate.

Intended Purposes
Server Authenticati...
Client Authentication
Client Authentication

Friendly Name
duo-endpointhe
<None>
<None>
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® Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | @ Cisco Secure Client

@ Please enter your username and password. AnyConnect VPN:

Please enter your username and password.
Username: jay@csa.local ' a

Password: | RAVPN-ISE - TLS - Auto Select Ne Connect

oK — m Zero Trust Access:

G [J > -+ CiscoSecureClient > VPN > Profile > MgmtTun Search MgmtTun Q
T Sort - = View - (T Details
Name Date modified Type Size
D AnyConnectProfilexsd 6/6/2025 3:15 PM XSD File 100 KB
e VpnMgmtTunProfile 7/1/2025 12:00 PM Micresoft Edge H... 4KB
9 Cisco Secure Client - X

m iR ]
p Connected to RAVPN-ISE - TLS - Auto Select Nearest

Location.

RAVPN-ISE - TLS - Auto Select Ne Disconnect

00:01:15 (3 Hours 58 Minutes Remaining) Pva4

2 KRB ARREEEE



€9 Cisco Secure Client (release) —_ X

TInlr .
Oves Secure Client

General Virtual Private Network (VPN)
: Preferences Statistics Route Details Firewall Message History
Status Overview
AnyConnect VPN Connection Information »
State: Disconnected
Zero Trust Access Tunnel Mode (TPv4): Mot Available
Tunnel Mode (IPv6): Mot Available
Umbrella Dynamic Tunnel Exdusion: Mot Available
Dynamic Tunnel Indusion: Not Available
Duration: 00:00:00
i L booe
Management Connection State: Connected (en .55€, CiSC0.C0m) I
Address Information ~
Client (IPv4): Mot Available
Client (IPve): Mot Available
Server: Not Available
Bytes -
Collect diagnostic information for al p Yt _
installed components.
Diagnostics Reset Export Stats
Remote Access Log W st 20 nouns *
a
MACHINE TUNNEL  Machine_Tumnel_Profle
CONNECTION EVENT Selact Al
: 1 Events Event Details *
Connecied
Desconneciad Drate & Time
Falled Uiar Dévics Name  Conmeetion Event  Event Dotals  Public Intirnal 10 VPN Prafite 3 Jul 1, 2025 758 PM
\"-'ammg A machine (mach Negise com) @ Connected 10.00.50127, rfa Machine_Tunnel_Profile  +es Riaglon
uE-west-2
MACHINE TUNNEL Page: 1 ~ Resumsperpage: 50~ 1-10of1 User
3 Machine_Tunnel_Profie 4 machine {(machine@sse.com)
Rube Identity
OS5 TYPES AND VERSIONS Device Name
Wwindows 10.0.26100 Conmpetian Event
@ Connecled
SECURE CLIENT VERSIONS Event Details

5.1.10.233 Last Connected

FE2 — ERKIRIEREE T EEE

FEAPIG | Primary Field to Authenticate , BRI ERZ BN (TTENER ) NIEPFR. Z2ih
B 2 R & B MMERN HLBERRE AR, ITENBHRNR XA SFNIE R BRI R TE
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BEXEFMEE , 5 H0On-Perm Active Directory5 X

Users, Groups, and Endpoint Devices

Provis!

and manage the authan

of usars, groups, and endpoint devices, for access co

& configuration management

Usars 8 Groups and Organizational Units 3 Endpoint Devices 2
Endpoint Devices
Manage your endpoint device connections and AD device enrcliments. To add new AD devices, go 1o Configuration management > il i ies. Halp 7
2 results
i Device Type Kiith Propérty Dirsetary Associated Riles
ISE.caalocal - AD Device kse.csalocal Activa Directory Profile o
winl.csalocal [ AD Davice Winl.csa.local Active Directory Profile Q

Rows per page

Hod — BEAWREZF ORI
1.9MENEZE>-AF. ANLHRE,
2.% # Configuration Management,

Users, Groups, and Endpoint Devices

ros Help
-
Ha Users 10 Groups and Organizational Units 3 Endpoint Devices 4
@
Exgarience Users
WS yOUF BIGANZAIONS ulens and ther dévices EoNEEions and enalments. To s0d users, §b 1o Configuration management > Inlegrate dirsctonies
- A any time, you can gisconnect of unennoll 3 users device. Help £
Conmect r
10 + results
=

& Configuration management

JEEET , 2 EHmEActive Directory,


https://docs.sse.cisco.com/sse-user-guide/docs/manage-active-directory-integration
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+ Users and Groups

Configuration Management

® Sedect how you want to Connect users 1o Secure Access, Helpth
. Configurations  Advanced Settings
Directories A uders, Groups nd endpeint deices 1o Secude Access thisugh & tuppodted ldP. Helptd Integrate directories
r Jay-IDP  Aze
Conmect

Manually Added

=
Active Directory & Edit

L]

o Components

4 JFEndpoint Devices Authentication Propertyi% & J Hostname,

Endpoint Devices Authentication

Select the Authentication Property that will be used to authenticate AD endpoint devices when connected via RA-VPN. Help

Authentication Property

| Hostname e ]

You must re=sync AD identities when you update
this Authentication Property.

ot (o) (D
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1.4 HMCSR , $TFCSRAEKEFHOpenSSLT &,

2. \CAKE KL IRIEH,

3R .cert XX R APKCS 1248 K,
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| Console Root Isswed To - lssued By Expiration Date  Intended Purposes n | Certificate X

v G Cestificabes [Local Computer) 2127001 127004 e Serves Authenticat..
v ‘t'."?m:ﬁ 2, umecisco:sseztna:deviceid:Oace... PROD Intesnal ZTNA Sub CA 1 8/5/2025 Client Authentication | Co=3 Detsls Certificstion Path
w [ Trusted Root Centification Authorities -w'“&u.loul csa-AD-CA T1/2027 Client
7 Centificates [ Certificate Information
3 ] Enterprise Trust
3 [ Intermediate Certification Authorties This i for the (s}
3 [ Trusted Publishers  Proves your identity to a remote computer

» [ Untrusted Certificates
3 (] Third-Party Root Certification Authoritiy
3 [ Trusted Pecple

3 [ Client Authentication Issuers

» [ Preview Build Reots

> (2] Test Roots

3 ] €SIM Certification Authorities

3 ] OEM eSIM Certification Authorities
2

>

2

2

2

]

Issued toes  Winl.csadocal

- Issued by: -AD-CA
| Passpoint Trusted Roots by o=

1 Remote Desktop
7 Certificate Enrollment Requests Valid from 7/1/2025 e 7/1/2027
] Smart Card Trusted Reots T You have 2 private key that comesponsds to this certificate.
_| Trusted Packaged App Installation Auth
| Trusted Devices
» [5] Windows Live ID Token Issuer Issuer Statement
> (2] WindowsServerUpdateSenvices

= Console Root Issued To . Issued By Expiration Date  Intended Purposes | Certificate X
v G Centificates (Local Computer) 212700, 127004 2028 Strvir Authinticati.
vie 'E“"'"' 2 umci deviceid0ace... PROD Internal ZTNA Sub CA 1 8/5/2025 Clisnt Authentication | General Detads  Certifcaton Path
w [ Trusted Root Centification Authorities -‘Mn'l.m.luul e AT CR) i ol Show: | <Al> e
7 Certificates
» ] Enterprise Trust Einkd Vake
» [ Intermediate Certification Authorities tssuer csa-AD-CA, csa, local

> SR Pt | vabd from Tuesday, My 1, 2025 7:26:2...
» ] Untrusted Certificates =

» ] Third-Party Root Centification Authoriti
» [ Trusted People
3 ] Chient Authentication lssuers

» ] Preview Build Roots :
» [ TestRoots Fiv] Bty K Triantifiar ¥ian TN medcfr 46850 G 1989558
> [ €SIM Certification Autherities T
3 ] OEM eSIM Certification Authorities = WinL.csa.local
> [ Passpoint Trusted Roots -YIE«:
- -
» ] Remote Desktop = RTP
» [ Certificate Enollment Requests = North Carving
3 ] Senart Card Trusted Roots =Us
> [ Trusted Packaged App Installation Auth
3 1 Trusted Devices
» ] Windows Live ID Token Issuer Edit Properties. .. Copy o Fle...
» ] WindowsServerUpdateServices

SR — EEEEIY 2EFEE
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@ Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | @ Cisco Secure Client

Please enter your username and password. AnyConnect VPN:

Please enter your username and password.
Username: jay@csa.local Y pa

Password: | RAVPN-ISE - TLS - Auto Select Ne Connect

OK Cancel




G J > -+ CiscoSecureClient > VPN > Profile > MgmtTun Search MgmtTun Q

TL Sort = View wae ([ Details
Name Date modified Type Size
D AnyConnectProfilexsd 6/6/2025 3:15 PM XSD File 100 KB
e VpnMgmtTunProfile 7/1/2025 12:00 PM Microsoft Edge H... 4KB
9 Cisco Secure Client - X

m M- onne L
p Connected to RAVPN-ISE - TLS - Auto Select Nearest

Location.
RAVPN-ISE - TLS - Auto Select Me Disconnect
00:01:15 (3 Hours 58 Minutes Remaining) Pva
2. KB HBEPRIEIESE
€9 Cisco Secure Client (release) — X

atfean] e .
asco Secure Client

General Virtual Private Network (VPN)
g : Preferences Statistics Route Details Firewall Message History
Status Overview
AnyConnect VPN Connection Information I
State: Disconnected
Zero Trust Access Tunnel Mode (IPv4): Not Available
Tunnel Mode (IPve): Mot Available
Umbrella Dynamic Tunnel Exdusion: Mot Available
Dynamic Tunnel Indusion: Not Available
Duration: 00:00:00
- " !
Management Connection State: Connected (en .55€, CiSC0.C0m) I
Address Information “
Client (IPv4): Not Available
Client (IPve): Mot Available
Server: Not Available
&
Collect diagnostic information for all _B)r_tes .
installed components.
Diagnostics Reset Export Stats




Remote Access Log

[~ s J
MACHINE TUNMEL Machine_Tunnel_Profie X

CONMNECTION EVENT

10 Events Event Details
Connecied
Disconnected SIS S
Falled Usier Dovice Name Connection Event  Event Detalis Public IP nternal P VPNProfile 3 Jul 1, 2025 B8 PM
Waning )

i Requested 1 (!
ugs-west-2
Ak 101
MACHINE TUNNEL ' '

Machine_Tunnel_Profile winl.csalocal

OS5 TYPES AND VERSIONS

‘Windows 10.0.26100 winl.csa.local

SECURE CLIENT VERSIONS @ Connected

5.1.10.233
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ok FF ko
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EXfERT , 3 FPrimary Field to Authenticate , FiX RS E AP BA4HUPNRIERFER, &2
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BXFMHEER , 55 0On-Perm Active Directory£E i

Users, Groups, and Endpoint Devices

Prevision and manage the authentication of users, groups, and endpeint devices, for access contral purposes. Help 07

Horme Users 8 Groups and Organizational Units 3 Endpoint Devices 2

Users

Manage your organization’s users and their devices connections and enrollments, To add users, go to Configuration management > Integrate directories

& At any time, you can disconnect or unenroll a user's device. Help (7
Connect ~ -
J [ Active Directory(®) ] l tory w ] 1 results
=
Resources MName User Principal Name (UPN) Auth Property Source Directory Connected(VPN) ©
l jay javi@csalocal jay@csalocal GRpréem Active Directory Profile 0
Sec
a,

F6L —EBEEMF HORIE


https://docs.sse.cisco.com/sse-user-guide/docs/manage-active-directory-integration
https://docs.sse.cisco.com/sse-user-guide/docs/manage-active-directory-integration
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2.5 #Configuration Management.

- .
Users, Groups, and Endpoint Devices @ Configuration management
.
Hom Users 10 GI‘D::[J‘L and Drganu ational Units 3 EIH’JPOIITI Devices 4
Users
MLANSGE YOUr DAGANZAGONT users and their devices connections and enroliments. To add users, go 1o Configuration management > intsgrate directories
& AL any time, you can disconnect of unennoll a users device. Melp [
Connect
10 + rosuits

3. EWMET , B EHYmiEActive Directory,

% Users and Groups

Configuration Management

® Salict how you want 1o connect users to Secure Access. Helpls
Configurations  Advanced Settings
Directories A users, groups and endpoint devices 1o Secure Access through 3 supperted 1P, Helpt? Integrate directorios
r Jay-1DP  Azure
ceme
Manually Added
=
Active Directory & Edit
L]
o Components

4 fFUsers Authentication Propertyi% & JEmail,

Users Authentication
Select the Authentication Property that will be used to authenticate AD Users

Authentication Property

[ Email v |
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3. . cert 3 APKCS121& K6

4.5 AR IRIEH 76 H R PKCS12iE+,

2] Console Root
w [ Certificates (Local Computer)
w ] Personal
| Certificates
w ] Trusted Root Certification Authorities
1 Certificates
» (2] Enterprige Trust
3 ] Intermediate Certification Authorities
3 [ Trusted Publishers
» 2] Untrusted Certificates
» (] Third-Party Root Certification Authoritis
3 ] Trusted People
3 [ Client Authentication lssuers
» 2] Preview Build Roots
» (2] Test Roots
3 ] €5IM Certification Authorities
>
»
>
>
>
>
>
>
>

Issued To
127000
.Mm.loul

] OEM e5IM Certification Authorities
| Passpoint Trusted Roots
*| Remate Desktop
1 Certificate Enrollment Requests
°1 Smart Card Trusted Roots
1 Trusted Packaged App Installation Auth
| Trusted Devices
] Windows Live ID Token lssuer
] WindowsServerlUpdateServices

Issued By
127.001
csa-AD-CA

?.Jum:l:iicn:smnna:devi(eid:ﬂac&.. PROD Internal ZTNA Sub CA1

Expiration Date
T2
TNnr027
8/5/2025

Intended Purposes

Server Authenticati...
Client Authentication
Client Authentication

& | Certificate x

General Detals Certification Path

- Certificate Information

This is for the a purp
* Proves your identity to a remote computer

Issued to: jayBcsa.local
Issued by: csa-aD-CA

Valid from 7/1/2025 to 7/1/ 2027
? You have a private key that cormesponds to this certificate.

Issuer Statement

7 Consele Root
w [l Certificates (Local Computer)
~ ] Personal
~| Certificates
~ ] Trusted Root Certification Authorties
7 Certificates
» [ Enterprise Trust
» 1 Intermediate Certification Authorities
3 1 Trusted Publishers
» [ Untrusted Certificates
» [ Third-Party Root Centification Authoritis
» [ Trusted Pecple
3 1 Client Authentication lssuers
» [ Preview Build Roots
> [0 TestReots
3 1 #SIM Cetification Authorities
>
>
»
>
»
>
>
»
¥

Issued To
Tzmo0a
Bl jay@esatocal

| OEM eSIM Certification Authorities
1 Passpoint Trusted Roots
7 Remote Desktop
1 Cestificate Enroliment Requests
| Smart Card Trusted Roots
1 Trusted Packaged App Installation Auth
7 Trusted Devices
| Windows Live ID Taken Issuer
| WindowsServerUpdateSenices

?.] urmiciscoissezztnacdeviceid:Oace...

Issued By

127.001

csa-AD-CA

PROD Intemal ZTNA Sub CA 1

Expiration Date
Tr/2028
07
B/5/2025

Intended Purposes
Server Authenticati...
Client Authentication
Client Authentication

& Certificate b4
General Detals  Certification Path

Show:  <Al> ~

Fsld Vahpe
cea-AD-CA, csa, local

| mm Tussday, Jiy 1, 2025 1:05:1...
[2vaid to Thursday, Jy 1, 2027 7:15:1
[P ey RSA (2048 Bits)

[ Jpublc key parometers 0500

{51 |subject Key Tdentifier 3433217 10738c44180090885F. .
2

iy TThmele e A R0 C8 1 5200, 50

= jayficsa.local
= jaycsa.local
=TAC

= Cisco

-RTP

= North Caroling

Edit Propertes. .. Copy to Fie...
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® Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | @ Cisco Secure Client

@ Please enter your username and password. AnyConnect VPN:

Please enter your username and password.
Username: jay@csa.local ' a

Password: | RAVPN-ISE - TLS - Auto Select Ne Connect

oK — m Zero Trust Access:

G [J > -+ CiscoSecureClient > VPN > Profile > MgmtTun Search MgmtTun Q
T Sort - = View - (T Details
Name Date modified Type Size
D AnyConnectProfilexsd 6/6/2025 3:15 PM XSD File 100 KB
e VpnMgmtTunProfile 7/1/2025 12:00 PM Micresoft Edge H... 4KB
9 Cisco Secure Client - X

m iR ]
p Connected to RAVPN-ISE - TLS - Auto Select Nearest

Location.

RAVPN-ISE - TLS - Auto Select Ne Disconnect

00:01:15 (3 Hours 58 Minutes Remaining) Pva4

2 KRB ARREEEE



€9 Cisco Secure Client (release)

TN
CISCO

General

Secure Client

Virtual Private Network (VPN)

Preferences Statistics Route Details Firewall Message History
Status Overview
AnyConnect VPN Connection Information »
State: Disconnected
Zero Trust Access Tunnel Mode (IPv4): Not Available
Tunnel Mode (IPv6): Mot Available
Umbrella Dynamic Tunnel Exdusion: Mot Available
Dynamic Tunnel Indusion: Not Available
Duration: 00:00:00
. ) .
Management Connection State: Connected (en .55€, CiSC0.C0m) I
Address Information ~
Client (IPv4): Mot Available
Client (IPve): Mot Available
Server: Not Available
Bytes -
Collect diagnostic information for al p Yt _
installed components.
Diagnostics Reset Export State
Remote Access Log
MACHINE TUNNEL Machine_Tunnel_Profile
CONNECTION EVENT SelactAl i
- 18 Events Event Details
| Connecied
Disconnecied Date & Time
Ealled User Dewicn Hame Connection Event  Event Dwetails Public IP Intemnal IP VPN Profile » Jul1, 2025 B:34 PM
| Warning n - ) N B . B . ) Reglen
jay lay@csalocal) ® Connected 101050033, nfa Machine_Tunng =+ iR
MACHINE TUNNEL AL jay (jay@csalocal) @ Dizconnected  User Requasted 1000.50031, nfa  Machine_Tunne -+ User
Machine_Tunnel_Prafile L jay (ay@esatosal) @ Connected 1010.5003%, nfa Machine_Tunne ==+ L jay (jay@esalocal)
L jay lay@csadocal) @ Disconnected  User Requested 101050028, nfa  Machine_Tunne ---  Ruleldentity
0S TYPES AND VERSIONS Device Hame
A jay (py@csatocal) @ Disconnected  User Requested 107050028, nfa  Machine_Tunne =+
[ wingdows 10.0.26100 Gonnection Event
L jay lsy@csalocal) @ Connected 107050028, nfa  Machine_Tunne =+« @ Connecled
SECURE CLIENT VERSIONS L jay lay@csalocal) @ Disconnected  User Requested 10.10.50.20, n/a Machine_Tunne =« Event Details
] 8.1.10.233 4 jay ljay@csalocal) @ Connected 10710.50.20,n/a  Machine_Tunng ==« o3t Cannected

HEHEER

IREDARTHSRE , $TFFAnyConnectVPNBEH D ITEEIRHE R -

DARTBundle_0603_1656.zip\Cisco Secure Client\AnyConnect VPN\Logs
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