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Connectivity | Las 24 Hous

s Metwork tunnel groups 2, Resource connector groups |

Data Transfer @ | Lasi 24 Hours

TOTAL USAGE

146.70 MB Total traffic . * Branch
88,76 MB ~ easn (a3 urs) X

17.60 MB Received
12.05 MB ™~ Decrease (i hours)

125.10 MB Sent

100.81MB - rease (last 24 hours)

* ,‘f—(_'\jlﬁ Connect > Network Connections


https://documentation.meraki.com/MX/Security_Service_Edge_Integrations/Cisco_Secure_Access_Meraki_SD-WAN_Configuration_Guide/Cisco_Secure_Access_Meraki_BGP_Configuration_Guide
https://login.sse.cisco.com/

teeo Secure Access

]
O
o
-
3
®
0
+
X

Home

Users, Groups, and Endpoint
o Devices

Experience

, End User Connectivity
Insights

DNS Forwarders

v )

Connect

* T:l_:Network Tunnel Groups-F ) $$ +Add

Network Connections

Manage the connections that allow user traffic to reach private resources on your
1

network, For information about these options, see Help

Connector Groups I Metwork Tunnel Groups

Network Tunnel Groups .

2 0

Disconnected @ Warning 4

Network Tunnel Groups

rovides a framework for establishing tunnel redundancy and high
hin a network tunnel group to securely control

vate resources. Help Cf

Network Tunnel Group Status Region Primary Hub Data Center Primary Tunnals Secondary Hub Data Center Secondary Tunnels
DMZILABBYPASSS Q) Disconnected Europe [Germany] s5e-eu 1 o e-1-1-1 o
EmmanselF T Q) Disconnected Europe [Germany) 1 ] i-1-1 o

s BEiETunnd Group Name, Region*ﬂ Device Type
° llg\ﬁ Next



General Settings
@ General Settings | 9

Give your netwark tunnel group a good meaningful name, choose a region through which it will connect to Secure Access, and choose

the device type this tunnel group will use.
2 Tunnel ID and Passphrase

Tunnel Group Name

3 Routing [ MERAKI

Region

4 Data for Tunnel Setup
[ Eurape (Garmany) e J

Device Type

Meraki MX v

£ Cancel MNaxt

* BEiE Tunne 1D FormatFll Passphrase
/@\ﬁNeXt

@ Geraial Sutilhds Tunnel ID and Passphrase
Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.
@ Tunnel ID and Passphrase | Tunnel ID
[ MerakiShadow @< org=<frub>.55e.cisco.com
3 Routing
Passphrase
4 Data for Tunnel Setup [ srass rrssaes J

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case letter, one number, and
cannot include any special characters.

Confirm Passphrase

- BENE LIEREEEFEBESZEHRAERENIPUBEREN , HEREZEMerakilki
BN IP192.02.332 , ASSFMNZ £ 15 1RR EBl57 £ IR B Meraki MX,
,'f—(_'\jl.ﬁSave



General Settings

Tunnel ID and Passphrase

Routing

4 Data for Tunnel Setup

Meraki MX Probe IP

Routing options and network overlaps

Configure ro

g options for this tunnel group.

Metwork subnet overlap

Enable NAT [ Outbound only

Select if the IP d this tunnel group overlaps with other IP 2

behind these tunnels ¢

address space of the subnet b
ra not accessible,

Routing option

(@) Static routing

Use this option to manually add IP address ranges for this tunnel group.
IP Address Ranges

Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16,

192.168.50.0/24

Use this option when you have a BGP peer for your on-premise router,

Advanced Settings

Cancel

192

en selact private applications

|. Back m




BE  BEAPMEREKIP(192.0.2.3/32), 8N , & <8 FF R £ 8 HE Internet,
VPN FIZTNAfE A B CGNATSEE 100.64.0.0/1089Merakii% & LBV R E B B,
* iEEMEJ'LT_\E’JSave“EiE1§E~”E , 'L%ﬁﬁ—lz—b':m{%%\o Configurethetunnel on Meraki M X.
L2 FIVPNE &

FiLBEADEHIRBREMNEE , £HIE S 5K Meraki® 9 EiNon-Meraki VPN Peersig

@ Seneral Satiings Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel devices.

L
\:) Tunnel ID and Passphrase

Primary Tunnel 1D: MerakiSnadow@_ m
Primary Data Center IP Address: 18156.145.74 (3
'{\‘;j Routing ¥
Secondary Tunnel ID: MerakiSnadow@_ [
’\v) Data for Tunnel Setup Secondary Data Center IP Address: 31204523 O
—_—
Download CSV
< 3

EMeraki MX LB iEVPN

S B BB Meraki MXH & T security & SD-WAN> Site-to-site VPN

@® Hub (Mesh)

(7] Assurance

Monitor Configure

Appliance Status Addressing & VLANs

Security & SD-WAN
curity Center Wireless Settings

il Insight VPN Sta DHCP
L Rogue APs Firewall
®  Organization
Route Table Site-to-site VPN v
Dynamic Protocol Status Routing
Q Find in Menu _
Client VPN

Active Directory
SD-WAN & Traffic Shaping
Threat Protection

Content Filtering




AR EI R VPN

ﬁ?% Hub.
Site-to-site VPN
Type © O off
Do not participate in site-to-site VPN.
® Hub (Mesh)
Establish VPN tunnels with all hubs and dependent spokes.
O Spoke
Establish VPN tunnels with selected hubs.
VPN &

BERCERENREREIRETRINMLE

VPN settings

Local networks Name VPN mode Subnet Uplink
Default Disabled ~ €% 192168.0.0/24  Any
SSE-MERAK Enabled v | € 192168.50.0/24  Any
LAB NETWORK Disabled v ) 192.16810.0/24

LAB NETWORK-30 Disabled ~ o 192.168.30.0/24

FMC Disabled v  €) 100.64.0.0/10

’T:I_: ﬁ ) ':':'ﬁ?%NAT Traversalo



NAT traversal @® Automatic
Connections to remote peers are arranged by the Meraki cloud.

O Manual: Port forwarding
Remote peers contact the WAN appliance using a public IP and port that you specify.
Use this if your WAN appliance is behind another NAT and "Automatic" traversal does not work.

FEMeraki VPN £ 5

BEEREMerakiA TRHRERBILZLEHRINETRIRE :
,@\E Configure Health Checks

B 5 +Add health Check

Health check Endpoint

[ ] [ http:// ] Cancel

Health check name
can't be blank.

* Health Check: Bt B iz B9 B 5
i Endpoint:ﬁﬁﬁ Secure AccessH#EE 15 7& http://service.sig.umbrella.com


http://service.sig.umbrella.com

EE  NYBEX BEBSecure AccessHUmbrellafy v 2 2 vh 2 BRE A BIAT |, tkis= S 0E R
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Configure health checks

Configure your health checks to use for tunnel health. Health check will use this IP for
probing when the MX is in passthrough mode. Only one health check per tunnel can be

used.
[ =+ Add health check
Health check Endpoint
——"
[ SSE ] [htlp:Hseruice,sig,umbrella,com ] Cancel | Done
Rows per page | 10 ~ @

N— /— S,
WE , ENETRAREEEREYN , A BLEERHFEE Pee:
S N\
FiE XF3E
,‘f—i_'\$+Add apeer
Name Remote ID () Availability
[ SSE-MERAKI Primary ] Yena
Optiona [ All networks < ® ~
IKE version
Shared secret Tunnel monitering
[ ssssssssssssssnssNS Show ] Health check
IKEvZ is required to support backup tunnels and failover
features Routing [ SSE ® v J
@ static ) ] )
Failover directly to internet ()
Static routing is required to support backup tunnels and
P .
Peers failover features ‘) Enable failover
Public IP or Hostname Private subnets
[ 18156145.74 ] IPsec policy ~
0.0.0.0/0
Local ID Praset

Mera kishadow@—ci! [ Umbrella v ]
4

A IIVPN3Y & 135
BF  AVPNEEBRETI A B
IKERRZR 3£ ZIKEV2

o XFTEHK
N IPER EH B £ Secure Access VPN Configurations 25 3 5 B & primary Datacenter
IPSecure Access4h E Y
- ZN#h1D:fESecure Access VPN Configurations 25 % # B & Primary Tunnel IDSecure
Access4 E Y
- IERRID: FERA
HZ 31T : f£Secure Access VPN Configurations5 passphrase? |, B & FH Secure
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« BHEAR

IKE IPzec
# Name . .
version policies
SSE-
MERAKI Primary IKEvZ Umbrella
Primary

R +Add Secondary peer

Public IP or
Hostname

18,156.145.74

Remote IPsec
Local I o subnets
merakijaire@8195126-
646082001~ = 0.0.0.04/0
s5a.cisco.com

Health
check

SSE

Preshared

Availability/Metwork

secret

---------- Al networks

1-1 of 1 Rows per page
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Primary
/> Edit primary peer

= Move to

]EI Delete primary peer

Secondary

-+ Add secondary peer

° ,'f—l_'\fﬁlnherit primary peer configurations



Add Secondary VPN Peer

| Inherit primary peer configurations l ®

Name

[ SSE Secondary ]

IKE version
IKEv2

BoRNBLEFRRAGEEN, RET], #ITHXENER , ARFHTHHEREE



Peers

Public IP or Hosthame

[

Local ID

[ Optional

Remote ID (D

[ Optional

Shared secret

Show J

Routing
Static

Private subnets @
0.0.0.0/0

« WEE

Tunnel monitoring

Health check

(oot

NFIPER E M 7ESecure Access VPN Configurations 25 3 5 Bt i Secondary Datacenter
iPSecure Access48 ERY
- ZX#h1D:7ESecure Access VPN Configurations 2 % 7 Bit i& Secondary Tunnel IDSecure

Access4AER
- EFRRID:AER

- HEZ#E : £Secure Access VPN Configurations25 passphrase?f , B & B Secure

AccessiEHH

. BRE s

CETRARE  ERZEENZITIRLRE S ZRE T At
ARG, BHURE |, saveRS

The sattings you requested require confirmation, Please raview the following list,

SRR R =M ER

# The VLAN subnets 192.168.0.0/24 and 192.168.50.0y24 overlap with remote VPN subnets on non-Merakl peers SSE-MERAKI Primary (000.0.0/0) and SSE-MERAKI Primary Secondary (0.0.0.040). IP traffic will be routed to the smallest

subnet that contains the IP address.

= In the non-Meraki VPN peers configuration, potential overlaps might occur between the subnets en SSE-MERAKI Primary (0.0.0.0/0), SSE-MERAKI Primary Secondary (0.0.0.0/0, and SSE (1.1..1/32). Please note that in this case, IP

traffic will be routed to the most specific subnet.

= In the non-Meraki VPN peers configuration, potential conflicts might occur between the subnats on SSE-MERAKI Primary (0.0.0.0/0) and SSE-MERAKI Primary Secondary (0.0.0.0/0). Bafore confirming your changes, please raview the
network tags under the Availability column for each of these non-Meraki VPN peers and ensure that there are no Security Appliances within your Organization that are tagged across different non-Meraki VPN peers with conflicting

subnets. Please note that in the event that a single Security Appliance is configured with the same private subnets for more than one non-Meraki VPN peer, the routing behavior of your IP raffic will be undefined,

* To learn more, please refer to the Peer Availability section of the Site-to-site VPN Settings knowledge base article (accessible through the non-Meraki VPN peers tooltip).

Confirm Changes | Cancel

RAEO R confirm Changes.
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L IhEE AT RBE ESD-WANSS BB B AP iE WISk IP#but SR EZEE K B EN I ERE -

o S5 5 security & SD-WAN> SD-WAN & Traffic Shaping

[ P Thara Aara na amlinls rrafarananns far VY
{  security & SD-WAN Monitor Configure
Appliance Status Addressing & VLANs
il Insight
Security Center Wireless Settings
®  Organization Status DHCP
Firewall

Q FindinM Site-to-site VPN
nain enu

Dynamic Proto Routing
Client VPN

Active Directory

SD-WAN & Traffic
Shaping

Threat Protection
Content Filtering
Access Control
Splash Page

Wireless Concentrator

ﬂTﬁéﬁJ i‘]‘ntBLocal Internet Breakout 70" ) %Eifﬁ Add+

Local internet breakout

VPN exclusion rules Add <+

RE ﬁﬁﬁﬁ“E%Cusom ExpronsﬁgM ajor ApplicaIionsEH :



Custom Expressions - Protocol

Custom expressions

Major applications

Custom Expressions- DNS

Custom expressions

Major applications

Custom expressions
Protocol

| TCP v

Destination @ Dst port @

| 8888 v ) (a3 ]

Add expression

Custom expressions
Protocol

| DNS v

Destination €@ Dst port €@

[facebook.com v ] 443

Add expression

Major Applications



Custom expressions AWS

Major applications Box
Office 365 Sharepoint
Office 365 Suite
Oracle
Salesforce
SAP
Skype & Teams

Webex

Tnnm

BXEFHER | EiFR_ BELEVPNEEERMN ( IP/% O/DNS/APP )
IOk

EREREREREA , BRIEPIVRE

* Security & SD-WAN TEMeraki#vpN statusl E AR £ =2 5>,

4

' Security & SD-WAN Monitor
Appliance Status
il Insight
Security Center
®  Organization VPN Status

Rogue APs

o R Non-Meraki peers:


https://documentation.meraki.com/MX/Site-to-site_VPN/VPN_Full-Tunnel_Exclusion_(Application_and_IP%2F%2FURL_Based_Local_Internet_Breakout)
https://documentation.meraki.com/MX/Site-to-site_VPN/VPN_Full-Tunnel_Exclusion_(Application_and_IP%2F%2FURL_Based_Local_Internet_Breakout)
https://documentation.meraki.com/MX/Site-to-site_VPN/VPN_Full-Tunnel_Exclusion_(Application_and_IP%2F%2FURL_Based_Local_Internet_Breakout)
https://documentation.meraki.com/MX/Site-to-site_VPN/VPN_Full-Tunnel_Exclusion_(Application_and_IP%2F%2FURL_Based_Local_Internet_Breakout)
https://documentation.meraki.com/MX/Site-to-site_VPN/VPN_Full-Tunnel_Exclusion_(Application_and_IP%2F%2FURL_Based_Local_Internet_Breakout)
https://documentation.meraki.com/MX/Site-to-site_VPN/VPN_Full-Tunnel_Exclusion_(Application_and_IP%2F%2FURL_Based_Local_Internet_Breakout)

Statusa Name Public IP Subnets o+

O SSE-MERAKI Primary 18.156.145.74  0.0.0.0/0
O SSE-MERAKI Primary Secondary  3.120.45.23 0.0.0.0/0

2 total

MREEBVPNAMHBIVPNRSHE RAZE |, NEWREREE R R BL TEIHRS.

Meraki VPN Status Codes

Status Indicator Color
Primary/Secondary Green
Up
Partial Connectivity Amber
€ Tunnel Down Red
RS HERR
BILZTRARE

ERIFVPNHIMerakiZ TIRARERBEETHE , FSEME -

« i Assurance> Event Log

Meaning

Phase 1 and phase
2 are up

Phase 1is up but
phase 2 is down

Phase 1 and phase 2
are both down



Event log

Client: Any

Before: 04/18/2025 06:15 (PDT)
Event type include: All
Event type ignore: l None
Search = Reset filters
TEEvent Typelnclude-F ) 1% 3% Non-Meraki VPN Healthcheck
Event log
Client: Any
Before: 04/18/2025 06:15 (PDT)
Event type include: All
Event type ignore: None
Search | Reset filters
Client: Any
Before: 04/18/2025 06:15 (PDT)

Event type include:

Non-Meraki VPN Healthcheck @ x

Event type ignore:

None

Search Reset filters




L CiscoZ 2 H M EERBEL TERSH , 2EFBEIHBBREIENHEESD , UMREF -
HRR,

HBBERERZR , AENRIAEBELREHRER ( MMerakimHERLHRIA , HETRARE
HHEEE ) FERA,

Event log
Client: Any Before: 04/18/2025 06:15 (PDT)
Event type include:  Non-Meraki VER ] ck X Event type ignore: MNone

Search =~ Reset filters

Download as = « newer older »

Time (PDT) ¥ Client Category Event type Details
Apr 15 22:16:30 MNon-Meraki VPN Non-Meraki VPN Healthcheck group: 1, peer: 711568741124546470, peer_name: [SSE-MERAKI Primary Secondary, status: downl
Apr 15 22:16:22 MNon-Meraki VPN Non-Meraki VPN Healthcheck group: 1, peer: 711568741124546440, peer_name:|SSE-MERAKI Primary, status: up

2 total
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https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://documentation.meraki.com/MX/Security_Service_Edge_Integrations/Cisco_Secure_Access_Meraki_SD-WAN_Configuration_Guide/Cisco_Secure_Access_Meraki_BGP_Configuration_Guide
https://documentation.meraki.com/MX/Security_Service_Edge_Integrations/Cisco_Secure_Access_Meraki_SD-WAN_Configuration_Guide/Cisco_Secure_Access_Meraki_BGP_Configuration_Guide
https://documentation.meraki.com/MX/Security_Service_Edge_Integrations/Cisco_Secure_Access_Meraki_SD-WAN_Configuration_Guide/Cisco_Secure_Access_Meraki_BGP_Configuration_Guide
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