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Rieview and it This netweork tunnel group, Detals for each IPsec tunnel added 1o this group are listed including which funned hub it is a member of. Help ©
Summary Lot Status Update  Fob 13, J035 154 Pia
& Connected
Heghen ey Rewting Type Eymamic Besting (DG
Devies Type  Cans Bavice BOP AS
&
Pear {Securn Access) BGP AS
Connect
BOP Pasr (Soeurn Acesss) I Addrosies 18925400, 189.25405 View adbvanced pettings
-
Primary Hub Secendary Hub
1 © Hubup O mabup
8 8
Aetive Temnals © Aetive Tunnels &
Tunmel Group 10 B00-53987105 5-s3¢.chco.com Tunned Group I o 1900 £35471084- 550 clsco com
Data Contor Dt Conter
® Address. 1P Asdrens
©
Network Tunnals
Rt this metwork tennel group's IPses wunmels, Help ©F
Tunnels Peer B Peer Device IP Address Data Center Name Bata Center IP Address Status Last Status Update
Primary 1 131073 sem-usw-2-1-0 © Conneetea Feb 13, 2025 3:54 PM
Primary 2 13074 Sad-ibw-2-1-0 & Connectsd Falb 13, 2025 3:54 PM
Primary 3 131075 SeR-ugw-2+1-0 & Connected Fab 13, 2025 3:54 PM
Primary 4 131076 sse-usw-2-1-01 © Connacted Fob 13, 2025 3154 PM
Primary 5 131077 sse-usw-3- 10 @ Connected Feb 13, 2025 3:54 PM
Primary & 131078 Sa-ugw-2-1-0 © connected Fab 13, 2025 3:54 PM
Primary 7 131079 sselsweE-1-0 © Connectsd Folo 13, 2025 3:54 PM
Primary 8 131080 ste-usw-21-0 | © Connected Feb 13, 2025 3:54 PM
Secondary 1 SE0AZ5 sae-umw-2-1-1 & Connected Fel 13, 2025 3:53 PM
Secondary 2 580826 S48-iw-2-1-1 © Gonnected Fel 13, 2025 3:53 PM
Secondary 3 SEGHIT sse-umwe2-1-1 & Connected Fob 13, 2025 3:53 AM
Secondary 4 585828 sse-usw-2-1-1 © Connected Feb 13, 2025 3:53 PM
Secondary § G20 ae-uEmw =11 @ Connecied Feb 13,2025 3:53 PM
Secondary & 580830 ssa-usw-2-1-1 © connected Fob 13, 2025 3:53 PM
Secondary 7 586831 sg-lstw-2-1-1 © Connectad Feb 13, 2025 3:53 PM
Secondary B 588832 sse-usw-21-1 8 Conneetsd Feb 13, 2025 3:53 PM
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Catalyst Manager: Head end control connections
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Catalyst Manager: Head end BGP Summary
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network-tunnels
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EHREHPOPHISD-WANBHRENTHECLAMKR(POP)HWERNZLEAMKXBREALANTG)Z
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SB 1 BlEIPSechBEfE R
BIZEIPSecIhBEAE R LA TE X B T I SD-WAN:L % B8 85 iE B ZINTGHY IPSechR B IS 31,

B 11:IPsecThREENR - EABE

|IPsec Feature Template

Interface Name: It can be any of your choice

IPv4 Address: 169.254.0.0/24

IPsec Source Interface: VPNO Loopback Interface

Tunnel Route-via Interface: VPMNO Internet Circuit

IPsec Destination: SSE Primary Tunnel Public IP

TCP MSS: 1350

© 2024 Cisco andfor its affliates. All rights reserved. Cisco Public

IPsecThgetEty : EXREE

EOEMH e REER
IPv4ithiit : SSERFEEZIERN FRK 2 ERIST169.254.0.0/24 , HEMERFEH/30, EAIEEF
CRMEE T S — MRS REA,

IPseciRiEDO : EXX FHaTIPseciEOME—VPNOREREO, 77T RIEF— MM ITHRER
, BERAHERNGES.

BEEONRRERR : R TAEEZISSENKREED ( XI5 Internet )

IPsecE#R : THELHR[IPHt

BESHEET7 . B2 EMERRELUS(Virginia)iX £35.171.214.188
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TCP MSS:MiZE N 1350(3 % : https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-

parameters)

5l - DC1-HE14E[SSE Virginia Primary Hub

O & Mipsec201

WEA @ ARAIPSECREERINE
IPv4ibiit : 169.254.0.x/30
IPseciiR1Z 0 : Loopback201
BB @ E N : GigabitEthernet1
IPsec B #RIP1#b31E/FQDN:35.XXX.XXX. XXX
TCP MSS:1350

B 12:IPsecThREEHR : IKE IPSEC

IPsec Feature Template

DPD Interval: Keep this default

IKE Version: 2

IKE Rekey Interval: 28800

IKE Cipher: Default which is AES-256-CBC-SHA1
IKE DH Group: 14 2048-bit Modulus

Preshared Key: Passphrase

IKE ID for local End Point: Tunnel Group ID

IKE ID for Remote End Peint: Primary Hub IP Address
IPsec Cipher Suite: AES 256 GCM

Perfect Forward Secrecy: None

IPsecIhgEfE MR : IKE IPSEC

DPDEIfE : REBLERIAE

IKERRZA : 2

IKEZ4AE#AIFR : 28800

IKEZRTS : BRIAENAES-256-CBC-SHA1
IKE DH4H : 14 2048{ 8%k

Preshared Key : O

IR it 4L R Y IKE ID:BRELID

Cisco WAN = Configuration - Tempiates 3
e L I NG SR ... v
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BSRET7 . Z2iF R MERRELHUS(Virginia)ltk Amn03lab1+201@8167900-638880310-
sse.cisco.com

N orE . S BEXMEEE A . f£ F“+loopbackID” Rl : mn03lab1+202@8167900-
638880310-sse.cisco.com, mn03lab1+203@8167900-638880310-sse.cisco.comZ,

LR IRMIKE ID: EEL&FIPHE
IPsecZBEH : AES 256 GCM
Perfect Forward Secrecy : &

22 : https://docs.sse.cisco.com/sse-user-guide/docs/configure-tunnels-with-catalyst-
sdwan#define-the-feature-template

Bl

IKERR A : 2

IKEZtAE#AIFR : 28800
IKEZ2HS : AES-256-CBC-SHA1
IKE DH4 : 14 2048{u1& %X
Preshared Key : *****

~ SEZ : Add a Network Tunnel Group 5 %6

7R 2 IR B IKE ID:mn03lab1@8167900-638880310-sse.cisco.com
IR L IRV IKE ID:35.171.XXX. XXX

IPsecZBEH : AES 256 GCM

Perfect Forward Secrecy : 7©

BEELRSER K AFTENHBZLEAELBREMENRE, XN T2x218E , BEEHSED™AN
FE1E :

« MDC1-HE1BIEEZ 2 EAELBINHIbRE
« MDC1-HE1R4#Bh & 2 15 R 4k 33 A N B2 8

BIRENRE , BRIV ER SRR RS twvrf L ERER , FEE14PTRE £ Rvrf L6 A AT E LAYER
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Catalyst Manager: Head end VPN1 Template

Additional Cisco VPN Templates
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Catalyst Manager: VPNO Loopback

Configuration - Templates

pursion Qroupa. | | Fabtars Prafies Feahws Tossplbes
Transport & Management VPN
Cisco VPN O ¢ ClEy_VPRO_V -

Additional Cisco VPN 0 Templates

interface Loopback201
description SSE SD-WAN Loopback Interface
ip address 172.16.100.201 255.255.255.255
end

© 2024 Cisco and/or its affliates. All rights reserved. Cisco Public
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16 : Catalyst SD-WAN Manager BGP4B /&

Catalyst Manager: BGP Neighbor

~  NEIGHBOR

Optional Description Remote AS
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Catalyst SD-WAN Manager BGP4B &

ERAZhREERE RN EE !

router bgp 998
bgp Tlog-neighbor-changes
!
address-family ipv4 vrf 1
network 10.10.128.1 mask 255.255.255.255

neighbor 169.254.0.5 remote-as 64512

neighbor 169.254.0.5 description SSE Neighborl
neighbor 169.254.0.5 ebgp-multihop 5

neighbor 169.254.0.5 activate

neighbor 169.254.0.5 send-community both
neighbor 169.254.0.5 next-hop-self

neighbor 169.254.0.9 remote-as 64512

neighbor 169.254.0.9 description SSE Neighbor?2
neighbor 169.254.0.9 ebgp-multihop 5

neighbor 169.254.0.9 activate

neighbor 169.254.0.9 send-community both
neighbor 169.254.0.9 next-hop-self

neighbor 169.254.0.105 remote-as 64512
neighbor 169.254.0.105 description SSE Neighbor3
neighbor 169.254.0.105 ebgp-multihop 5
neighbor 169.254.0.105 activate

neighbor 169.254.0.105 send-community both
neighbor 169.254.0.105 next-hop-self



neighbor 169.254.
neighbor 169.254.
neighbor 169.254.
neighbor 169.254.0.109 activate

neighbor 169.254.0.109 send-community both
neighbor 169.254.0.109 next-hop-self
neighbor 172.16.128.2 remote-as 65510

.109 remote-as 64512
.109 description SSE Neighbor4
.109 ebgp-multihop 5

[N eNeNoNe)

neighbor 172.16.128.2 activate

neighbor 172.16.128.2 send-community both

neighbor 172.16.128.2 route-map sse-routes-in 1in
neighbor 172.16.128.2 route-map sse-routes-out out
maximum-paths eibgp 4

distance bgp 20 200 20

exit-address-family
DC1-HE1#

;AN

DC1-HEl#show ip route vrf 1 bgp | begin Gateway
Gateway of Tast resort is not set

35.0.0.0/32 is subnetted, 1 subnets

B 35.95.175.78 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

44.0.0.0/32 1is subnetted, 1 subnets

B 44.240.251.165 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

100.0.0.0/8 1is variably subnetted, 17 subnets, 2 masks
B 100.81.0.58/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.59/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.60/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.61/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.62/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.63/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.64/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.65/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

DC1-HEl#show ip bgp vpnv4 all summary
BGP router identifier 172.16.100.232, local AS number 998

Neighbor V AS MsgRcvd MsgSent Th1Ver InQ OutQ Up/Down State/PfxRcd
169.254.0.5 4 64512 12787 13939 3891 0 O 4d10h 18

169.254.0.9 4 64512 66124 64564 3891 0 O 3d01lh 18

169.254.0.13 4 64512 12786 13933 3891 0 O 4d10h 18

169.254.0.17 4 64512 12786 13927 3891 0 O 4d10h 18

172.16.128.2 4 65510 83956 84247 3891 0 0 7w3d 1

DC1-HEl#show ip interface brief | include Tunnnel
Tunnell 192.168.128.202 YES TFTP up up



Tunnel4 198.18.128.11 YES TFTP up up

Tunne1100022 172.16.100.22 YES TFTP up up
Tunne1100023 172.16.100.23 YES TFTP up up
Tunne1100201 169.254.0.6 YES other up up
Tunne1100202 169.254.0.10 YES other up up
Tunne1100301 169.254.0.14 YES other up up
Tunne1100302 169.254.0.18 YES other up up

FR/ERAREERR B 5SD-WAN K imiE 589 B0 TR AL Z B8 12,

17 : BGPRREMER/ERATR

DCl-Core-Switch#show ip bgp

BGP table version is 62893, local router ID is 172.16.128.6

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f£ RT-Filter,
X best-external, a additional-path, c¢ RIB-compressed,
t secondary path,

Network Next Hop Metric LocPrf Weight Path

1Ll alyie p 172.16.128.5 05935 998
172.16.128.1 65535 998
172.16.128.5 65535 998
172516, 1281 65535 998
172.16.128.5 65535 998
172,16, 1281 65535 998

FA/ERABGP4RE
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18 : BGPRREMEM/ZRAAT R

DCl-Core-Switch#show ip bgp

BGP table wversion is 62893, local router ID is 172.16.128.6

Status codes: s suppressed, d damped, h history, * walid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
X best-external, a additional-path, c RIB-compressed,
t secondary path,

Network Next Hop Metric LocPrf Weight Path

X il il il S 172.16. 5 (HEEEE) SIS HNYAHR
x> 172.16. . 65535 998 ?
i 172.16. 5 65535 998 9987

x> 172.16. . 65535 998 ?

* : 172.16. 5 65535 998 9987
*> 172.16. . 65535 998 7
<snip%

TH/&FABGP{E
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