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1. QIEFHMEBRREL ( HmBEINERBEL ) .

() oenrai sattiegs Ganersl Settings
U secure - Give your network tunnel groug a good meaningful name, choose a region threugh which it wil connect 1o Secure Access, and choose the device type this
tunnel group will use.
_ Tunnol 10 & "
= Tursnel Hasno
Routing CatEk
Region
Data

United Kingdom



2. #EETunnel IDFMIO%

Secure Access (@ O Wopchoch Brayazez

B Overdew Hetwork Tunmed Groups > Details
Edit Network Tunnel Group

Edit your network tunnel group. Froceed with caution when updating settings. Any
changes made here may dsnupt end-user connectivity. Help

"' Connect
— Tunnel ID and Passphrase
() General Settings
) Secure Configure the tunnel ID and passphrase that devices will use to connect to this wnnel group.
e S Tunnel ID and Passphrase Tunevel I
- caBi-dmz @eang><fube 550.clsco.com
() Routing
° Passphrase

4 Data for Tunnel Setup

The passphrase must b batwaen 16 and 64 characters long. i must include at least sns URRET cass letter, ons lower £ase latter, ong number, and cannot include any spacial
characters.

Condirm Passphrase:

Ccancel [ Back | m

3. BERHEIET , EEHSHH , ATWALNANIASHE S, ERIKKRZFEH , ASNET
65000,

ecune Access @ £ Woiciech Brayszcz

- e Matwork Tunmel Groups > Datails
Edit Network Tunnel Group
Edit your rtwork tunnel group. Procesed with cauticn when updating settings. Any
changes made hore may disrupt end-user connecthity. Help

#¥ Connect

2N enacal Settings Routing opticns and network overlaps

W
[] Secure Configure routing options for this tunnel group.

() Tunnet ID and Passghrase
W Maniter ) T g Netweork subnet overlap

) moun Enabla NAT | Gutbound only

p o Select if tha 1P 00dNess $9c of this SUBFHT BENIng this bunnol Goup OVeraEs with othar I DGZIESS SPACES In YOUF NOLWOFK, Wiken Seloctid, private appiications behin these
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Reuting aption

State reuting

Use this optien 1o marusily add IP addeess ranges for this tunnel group.
{8) Dyramic routing

Use this option whisn you have a BGE peer for your on-pramise fouter

Device AS Number

65000

Advancod Settings

Cancel | Backc
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crypto ikev2 proposal sse-proposal
encryption aes-gcm-256

prf sha256

group 19 20

crypto ikev2 policy sse-pol
proposal sse-proposal

AE  BUSHARESHIESSEX A AHEMAPRID  https:/docs.sse.cisco.com/sse-
user-guide/docs/supported-ipsec-parameters

EMIKEV2EATE , AT ESCKiwIP#ut M A T 5SSEXm#ETH B RIENTAH EZRHA

crypto ikev2 keyring sse-keyring
peer sse
address 35.179.86.116


https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters
https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

pre-shared-key local <boring_generated_password>
pre-shared-key remote <boring_generated_password>
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: <tunneld_id>+<suffix>@<org><hub>.sse.cisco.com
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EEEBRT , BI&FEABREE N Lcat8k-dmz@8195165-622405748-sse.cisco.comE R & &
it |KE & 12



BR 6 ATHEAE-—MEBELARLSMREE , FMEAARUIKE ID :

cat8k-dmz+tunnel1@8195165-622405748-sse.cisco.com# cat8k-dmz+tunnel2@8195165-
622405748-sse.cisco.com

AERMBBNFRBNEER (tunnelt Ftunnel2 )

AR RINAIKESHRARAXBZ RPN RO, BAUNELFFENEAER , %
RmEERREIT,

crypto ikev2 profile sse-ikev2-profile-tunnell

match identity remote address 35.179.86.116 255.255.255.255

identity local email cat8k-dmz+tunnell@8195165-622405748-sse.cisco.com
authentication remote pre-share

authentication local pre-share

keyring local sse-keyring

dpd 10 2 periodic

crypto ikev2 profile sse-ikev2-profile-tunnel2



match identity remote address 35.179.86.116 255.255.255.255

identity local email cat8k-dmz+tunnel2@8195165-622405748-sse.cisco.com
authentication remote pre-share

authentication local pre-share

keyring Tocal sse-keyring

dpd 10 2 periodic

BLEIPSeck i, HIREENATIPsecZEXEk ( B2 ) WEE -

crypto ipsec transform-set sse-transform esp-gcm 256
mode tunnel

B B FFIKEV2EL B X S SR 45 121V IPSeci & XX 4+

crypto ipsec profile sse-ipsec-profile-1
set transform-set sse-transform
set ikev2-profile sse-ikev2-profile-tunnell

crypto ipsec profile sse-ipsec-profile-2
set transform-set sse-transform
set ikev2-profile sse-ikev2-profile-tunnel?2
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interface Loopbackl

ip address 10.1.1.38 255.255.255.255
ip nat inside

end

interface Loopback2

ip address 10.1.1.70 255.255.255.255
ip nat inside

end

EXBASNATIH R FH FI R FNATE HIED -

ip access-list extended NAT
10 permit ip 10.1.1.0 0.0.0.255 any

ip nat inside source 1list NAT interface GigabitEthernetl overload

Bl RE A RsE RO

interface Tunnell

ip address 169.254.0.10 255.255.255.252

tunnel source Loopbackl

tunnel mode ipsec ipv4d

tunnel destination 35.179.86.116

tunnel protection ipsec profile sse-ipsec-profile-1
end

|
interface Tunnel2

ip address 169.254.0.14 255.255.255.252

tunnel source Loopback?2

tunnel mode ipsec ipv4d

tunnel destination 35.179.86.116

tunnel protection ipsec profile sse-ipsec-profile-2
end
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SSE L% EHIBGP# 2101 Ut F M 1 BY{EEIIP 169.254.0.0/24 K ZiB bt £ 3% — X 4B EHE R,
EERNVTILERIBGPXNE , BRITFHENFHANEBE169.254.0.9 (Tunnel1)#169.254.0.13
(Tunnel2),
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<tfroot>

router bgp 65000
bgp log-neighbor-changes



neighbor 169.254.0.9 remote-as 64512
neighbor 169.254.0.9 ebgp-multihop 255
neighbor 169.254.0.13 remote-as 64512
neighbor 169.254.0.13 ebgp-multihop 255
|

address-family ipv4

network 192.168.150.0

neighbor 169.254.0.9 activate

neighbor 169.254.0.13 activate

maxi mum pat hs 2
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+ Network Tunnel Groups
catBk

Raview and edit this network tunnel group. Detaile for each IPec tunnel added 1o this group are Bsted including which tunnel hub i is a mamber of. Help

Last S5atus Update  Sep O3, 2024 232 PM

il Summary
- A Warning Primary and secondary hubs mismatch in number of tunneis,
sight
Region Urited Kingdom Rauting Type Dynamic Aouting [BGF)
-~ Devico Type 150 Devica BGP AS 5000
Connest Paer (Stzurs Azcass) BOP AS: 64512
BOP Poer [Socure Accens) IP Addresser  160.25009, 189.2540.5 Views advanced sattings
Primary Hub Secondary Hub
N ' ) 19 HubUp O Hub Down
2 ]
Antive Tunnels & Active Tunnals
Tunnel Group 10 CHBk-amz 195 165-622405748 550 Tlscu.com Tunnsl Groug 1D CaBk-dmz@E105165- 6224 05746-558.CEC0.c0m
Diata Cortar Diata Conter 19
o 1P Address 1P Address ISATETENT
Network Tunnels
Review this network tunnel group's IPsec tunnels. Help o
Tunnels Paer 1D Pwor Dovice IP Address Data Centor Hame Data Center IP Address Status Last Status Update
Primary 1 383217 173.38.154704 5e-uw-2-1+1 3517986116 Sep 03, 2024 32 FM
Primary 2 393218 17338154954 sse-euw-2-1-1 3517086118 Sep 03, 2024 232 PM
HR
/0N I O S X E
i BT R RRIE L T R -
MCisco 10S XEiwm¥iE A NpEE READYAA :
<#root>
wbrzyszc-cat8k#
show crypto ikev2 sa
IPv4 Crypto IKEv2 SA
Tunnel-id Local Remote fvrf/ivrf Status

1 10.1.1.70/4500 35.179.86.116/4500 none/none READY
Encr: AES-GCM, keysize: 256, PRF: SHA256, Hash: None, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/255 sec
CE id: 0, Session-id: 6097
Local spi: A15E8ACF919656C5 Remote spi: 644CFD102AAF270A

Tunnel-id Local Remote fvrf/ivrf Status
6 10.1.1.38/4500 35.179.86.116/4500 none/none READY
Encr: AES-GCM, keysize: 256, PRF: SHA256, Hash: None, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/11203 sec
CE id: 0, Session-id: 6096
Local spi: E18CBEE82674E780 Remote spi: 39239A7D09D5B972
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<#root>
wbrzyszc-cat8k#

show i p bgp sumary

Neighbor V AS MsgRcvd MsgSent Tbh1Ver InQ OutQ Up/Down State/PfxRcd
169.254.0.9 4 64512 17281 18846 160 0 0 5d23h 15
169.254.0.13 4 64512 17281 18845 160 0 0 5d23h 15

WUFEX 2R MBGPIRER ERVER M ( H EARPEDLRETHANT—BE) -

<#root>
wbrzyszc-cat8k#

show i p route 192.168. 200.0

Routing entry for 192.168.200.0/25, 2 known subnets
B 192.168.200.0 [20/0] via 169.254.0.13, 5d23h
[20/0] via 169.254.0.9, 5d23h
B 192.168.200.128 [20/0] via 169.254.0.13, 5d23h
[20/0] via 169.254.0.9, 5d23h

wbrzyszc-cat8k#

show i p cef 192.168.200.0

192.168.200.0/25
nexthop 169.254.0.9 Tunnell
nexthop 169.254.0.13 Tunnel2

BaREHRIERNZELHCER , BLFEHB2ENencapsMdecapit 2 EFEB1E 8 M,

<#root>
wbrzyszc-cat8k#

show crypto i psec sa | i peer|caps

current_peer 35.179.86.116 port 4500



#pkts encaps: 1881087, #pkts encrypt: 1881087, #pkts digest: 1881087
#pkts decaps: 1434171, #pkts decrypt: 1434171, #pkts verify: 1434171

current_peer 35.179.86.116 port 4500

#pkts encaps: 53602, #pkts encrypt: 53602, #pkts digest: 53602
#pkts decaps: 208986, #pkts decrypt: 208986, #pkts verify: 208986

RNE , BUUEFMNTEOD LREHFESHER , LBRAEEVTIZAENAREE, FiRAF
YiREA , T #RN{AIECisco I0S XEiR& LR E# AR KIESHIR,

FEAREIF | RIPHE]192.168.150.1# Cisco |0S XEH 88 /5 E A £ H1M192.168.200.0/24 F M
[ ZNPEIEICMPER,

WIEFRIL | ICMPERERRE < H 9 E R,

<#root>
wbrzyszc-cat8k#

show noni tor capture Tunnel 1 buffer brief

# size timestamp source destination dscp protocol
0 114 0.000000 192.168.150.1 -> 192.168.200.2 0 BE ICMP
1 114 0.000000 192.168.150.1 -> 192.168.200.2 0 BE ICMP
10 114 26.564033 192.168.150.1 -> 192.168.200.5 0 BE ICMP
11 114 26.564033 192.168.150.1 -> 192.168.200.5 0 BE ICMP

wbrzyszc-cat8k#

show noni tor capture Tunnel 2 buffer brief

# size timestamp source destination dscp protocol
0 114 0.000000 192.168.150.1 -> 192.168.200.1 0 BE ICMP
1 114 2.000000 192.168.150.1 -> 192.168.200.1 0 BE ICMP
10 114 38.191000 192.168.150.1 -> 192.168.200.3 0 BE ICMP
11 114 38.191000 192.168.150.1 -> 192.168.200.3 0 BE ICMP


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
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