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8 T Secure>>Data Classification> Add

Overview

Experience Insights

Connect

Resources

=

2

Monitor

Admin

Workflows

Data Classification

For more information about data classification, see Help (£

Data Classifications

Policy

Access Policy

Create rules to control and secure
access to private and internet
destinations

Data Loss Prevention Policy
Prevent data loss/leakage with
policy rules

Exact Data Matches

Profiles

Endpoint Posture Profiles
Configure requirements for end-
user devices connecting to private
resources

IPS Profiles

Configure settings for intrusion
prevention

Web Profiles

Configure web security settings for
use in internet access rules

o i ADataClassification Name>i%## Built-in Data | dentifiers># 35 3 i% £ Source Code

Indexed Document Matches

Settings

Threat Categories
Choose types of harmful
destinations to restrict access to

Motification Pages

Configure notifications to present
to end users who try to access
blocked or warned destinations.

Do Mot Decrypt Lists
Specify destinations for traffic that
must never be decrypted

Certificates

Provide certificates needed to
decrypt traffic, present end-user
notifications, and authenticate
VPN clients

Data Classification
Manage rules to prevent sensitive
data loss



https://dashboard.sse.cisco.com/

Data Classifications  Exact Data Matches  Indexed Document Matches

For more information about data classification, see Help (£ ADD CUSTOM IDENTIFIER

Add New Data Classification

Data Classification Name Description (Optional)
= | Source Code

Select Boolean Operator
™| @ or O anD

4 Built-in Data Identifiers

=% | | a Source Codg

Built-in Identifiers

O source Code >

> Custom Identifiers

Data Classifications Exact Data Matches Indexed Document Matches

For more information about data classification, see Help & ADD CUSTOM IDENTIFIER

Add New Data Classification

Data Classification Name Description (Optiona])

Source Code

Select Boolean Operator

® or O anp

Selected Data Identifiers

Source Code >

A Built-in Data ldentifiers
Q, Source Code

Mo Data Identifiers found.

» Custom ldentifiers

—— —
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+  RifiSecure> DataLoss Prevention Policy

{0 secure

K Monitor

‘o Admin

4 Workflows

Palicy

Access Policy

Create rules to control and secure
access to private and internet
destinations

Data Loss Prevention Policy
Prevent data loss/leakage with
policy rules

e mifAdd Rule> Red TimeRule

Ovarview

Experlence Insights

Connact

RiEsources

Data Loss Prevention Policy

1 DLF Rule

o ¥ ARule Name>iR BiE XY Severity

Profiles

Endpoint Posture Profiles
Configure requirements for end-
user devices connecting to private
resources

IPS Profiles
Configure settings for intrusion
prevention

Web Profiles

Configure web security settings for
use in internet access rules

Settings

Threat Categories
Choose types of harmful
destinations to restrict access to

Notification Pages

Configure notifications to present
to end users who try to access
blocked or warned destinations.

Do Not Decrypt Lists
Specify destinations for traffic that
must never be decrypted

Certificates

Provide certificates needed to
decrypt traffic, present end-user
notifications, and authenticate
VPN clients

Data Classification
Manage rules to prevent sensitive
data loss

When enabiled through its rules, the Data Loss Prevention policy can monitor or block the data being uploaded to the wab. As well, it can discower and protect the sensitive data stored and shared in your
cloud sanclioned applications. Halp £

— =

— [

Saal AP Rule

Overview

Experience Insights

Connect

Resources

Secure

Monitor

At

Workllows

o f£DataClassifications , #%&#Content Source Code

Data Loss Prevention Policy

£ BACK TODLP RULES

When enabled throwgh its rules, the Data Loss Prevention policy can manitor or block the data being uploaded 1o the web. As well, it can discover and protect the sensitive data stored and shaned in
your cloud sanctioned applications, Hilp

Edit Real Time Rule

Configure this rule 1o $et the criteria as 10 what triggers its enforcement. The Realtime DLP inspects the content of outbound web requests that match this rule’s identities and
destinations. If 8 data violation is detected, 1his rule's Action setting is automatically enforced. Help (£

Rule Name
- Chat GPT DLP block
Sewverity
—— N

Description /Cotional



Data Classifications

Select where to search for the selected data classifications.

@ Content O File Name O Content and File Name

Select data classifications to add them to this rule.

| Q

() Built-in GDPR Classification PREVIEW
(C) Built-in HIPAA Classification PREVIEW
() Built-in PCI Classification PREVIEW
() Built-in Pll Classification PREVIEW
Source Code PREVIEW

o FldentitiesT , REFEEFEMZENF 0

Identities
Select ientities to add them 1o this rula
5 Selected REMOVE ALL
All Identities O Reaming Computers
O & AD Groups 1 m u e ™ nmicrosoft.com)

O = Network Tunnel Groups

O & Metworks

O Roaming Computers

«  fEDedtinations , #%$F Select Destination Lists and Applications for Inclusion

«  JE#EApplication Categories>i%4F Generative Al>1%£320penAl API (Vetted) R OpenAl ChatGPT (Vetted) in Outbound and
InboundDirection



Destinations

Manage destination lists and vetted applications for this rule.

O Al Destinations

Selecting All Destinations will scan the traffic to any application or website the user is browsing to.

(@ Select Destinations Lists and Applications for Inclusion
Scans selected destination lists and vetted applications.

Destinations

Destination Lists

1>

——p| Application Categories

4802 (2 SELECTED) >

o fEActionselect ™ Block

2 Selected for Inclusion REMOVE ALL
Applications Categories

OpenAl API | Generative Al, Outbound & Inbound

OpenAl ChatGPT | Generative Al, Outbound & Inbound

+  FEUser NotificationsT , &7 SATEAR R AN AR B R R LA R 44 A P AV BB A ( ATk )

Action

Chdi 15 manilcd of Heck conbant for Ui nuks

= Block

The Dt Block Page Apphod

User Motifications

Wi dcubbibid thi gyt dondt an el 1o Miciplonts fdlilfying (R 1Rl this rul hag e Tagganed.

=il U Nolifications enabled

Ermnail Message

Sodaci tha dasign of tha amsal nobfcation that will be S8 00 repeinis.

& Detault Emnadl

Previow Diefaw® Email s
'I:I' Cugtom Ervsil
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Chat GPT

Internet

General

Action

Last modified

Rule order

Logging

Hits

Sources
Any

Destinations
2 destinations

Enabled

216

Application Settings (2)

OpenAl API

OpenAl ChatGPT



o BER—NRGIpythonfEfF , LLERMWALE,

@ ChatGPT x  +

c 22 chatgpt.com

@ ChatGPT

ChatGPT
[ sample python program

Explore GPTs

(®  An error occurred. Either the engine you requested does not exist or
there was another issue processing your request. If this issue persists

please contact us through our help center at help.openai.com.

g < @
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2% chatgpt.com

@ ChatGPT

Is this program correct?
# Python program to swap two variables

# To take inputs from the user
#x = input('Enter value of x: ')
#y = input(‘Enter value of y: ')

# create a temporary variable and swap the values

temp = x
X=y
y = temp

print('The value of x after swapping: {}'.format(x))
print('The value of y after swapping: {}".format(y))

®

An error occurred. Either the engine you requested does not exist or
there was another issue processing your request. If this issue persists

please contact us through our help center at help.openai.com.

< 2/2
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bl Secure Access

Qverview

Activity Search

o Experience Insights

m Q, Search by domain, identity, or URL

‘:‘ Connect
i Resources Q, Search fiters 1,965 Total O ve

' O Response Select All Request Source
O Allowed £ advanced —— -~
E Monitor Reports Management
Remote Access Logs Exported Reports
o Admin .
Activity Search Scheduled Reports

Traffic logs
Saved Searches

Security Activity . _
Security events and top threats Admin Audit Log

Total Requests
Activity Volume

App Discovery
Discover and analyze network
applications

Top Destinations

Tap domains visited by DNS

Top Categories
Top security and content

categories by DMNS
Third-Party Apps

Cloud Malware
View and manage detected

malware eyanls

— Data Loss Prevention

Data violations detected through
the Real Time and SaaS API rules

RN LLEZIDLPE#,



[ LAST 24 HOURS =

Data Loss Prevention

O ReaTime 6 Total Evants  Viewing activiy fom Aug 6, 3024 #1 B:53 AM fo Aug 7, 2024 81 8:53 AM It

} Saal API

v v A Batected W

Action

[ oo Time ] = High 1 Windows11-ZTHA \ Opendl ChatGPT Chai GPT DLP @ Blogked Aug T, 2024 at 952 AM

s BEBHHZARHEAR  EESHOEAEE.

W LAST 24 HOURS ¥

Data Loss Prevention

6 Total Events  viewing activity fom Aug 0, 2020 a1 9:53 AM fo Aug 7, 2024 1 9:53 AN {:}

Action
[ mesi Tume ] » High L Windows11-ZTHA L Oponil ChatGPT Chat GPT DLP @ Blocked Aug T, 2024 at %52 AM

+  Rif View details.

v Destinat i Datected W

[ Real Time ] & High 4 Windows11-ZTNA OpenAl ChatGPT Chat GPT DLP @ Blocke

o HE , BRINTUBBNEHFAEES



Event Details

Detected
Aug 7, 2024 at 9:52 AM

Action
@ Blocked

File Name

Form

Identity
L1 Windows11-ZTNA

Application
OpenAl ChatGPT

Application Category

Generative Al

Destination URL
http://chatgpt.com/backend-api/conversation

c BAPERNERESHEBERHAR.




Rule

Chat GPT DLP

Severity
® High

Direction

Inbound

Classification

Source Code

def calculate_year_of_century(age):, def main()-:...

!

o BATHEIICE D KRB/OLPRB D ENFIEARFAER,




Source Code

def calculate_year_of_century(age):, def main():...

age, then calculates the year they will turn 100 yea
rs old:\n\n" " "python\ndef calculate_year_of_centu
ry(age):\n \"\"\"Calculate the year the user will tu
rn 100.A""\"\n  current_year =

=100 - age\n year_of_century = current_year + y
ears_until_100\n  return year_of_century\n\ndef m
ain():\n # Ask the user for their name and age\n
name

R BR

o H4{R50pen Al ChatGPT#IWebid SR ILE Y i 8] 5B B /8 A R,

o ERERESSEREMER T Open Al ChaGPTHRE , BREE SRERBMHMILIES , EFEExBF Cisco Secure
Access’ .



Certificate Viewer: chatgpt.com

General Details

Issued To

Common Name (CN)
Organization (O)
Organizational Unit (OU)

chatgpt.com
Cisco Systems, Inc.
<Not Part Of Certificate>

Issued By

Common Name (CN)
Organization (0)
Organizational Unit (OU)

Cisco Secure Access Secondary SubCA p-apse210-SG

Cisco
<Not Part Of Certificate>

Validity Period

Issued On
Expires On

Monday, August 5, 2024 at 10:14:04 PM
Saturday, August 10, 2024 at 10:14:04 PM




oo Explore GP

Previous 30 Days

Simple Python P

v @ ChatGPT X +
< C 235 | chatgpt.com
: chatgpt.com X
@ ChatGPT @] Connection is secure >
29 Explore GP @ Cookies and site data >
58t Site settings 4
Previous 30 Days -
v & ChatGPT x +
& - C 2% chatgpt.com
& Security X
chatgpt.com
® ChatGPT
@ Connection is secure
00

Your information (for example, passwords or
credit card numbers) is private when it is sent

to this site. Learn more

Certificate is valid 4




Certificate Viewer: chatgpt.com X

General Details

Issued To
Commaon Name (CN) chatgpt.com
Organization (O) Cisco Systems, Inc.

Organizational Unit (OU)  <Not Part Of Certificate>

Issued By
Common Name (CN) Cisco Secure Access Secondary SubCA p-apse210-SG
Organization (O) Cisco

Organizational Unit (OU)  <Not Part Of Certificate>

Validity Period

Issued On Monday, August 12, 2024 at 10:52:16 PM
Expires On Saturday, August 17, 2024 at 10:52:16 PM
SHA-256
Fingerprints
Certificate 4572b5f7a356b5a3c4292a587a130936a3e01990453c22cfdde138e736¢
57647
Public Key 650324e564bdddcf3b09426edfa866449e81c6c79d5d406b23a44e458b
13bd62

«  FJFFChatGPT > Open developer tools > Select Network > Next to ask ChatGPT for a sample python program
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€ ¢ @ 5 chagtom

* @

@ IB  Gemets Comsle Sownes  Netwodn  Pedemance  Memery ) onzaM B3 @ I X
@ (€] ChatGPT : L — _ —
@2 T a S—— Dustiecacs Momrotting + & 1 & =]
P T Fner Tieert ) Hide data URtls () Hicke estension Ufils
) ChmGET M et e €35 5 ot
g | Media | stz || W || Wasm || Omer | () Biocbed respomie cockin
Samy han am
P Blocked reguasts () Joapaity requess
| 88 & &h | e e S00e B S0Mer  OSes WSOy MSes  HSMe  HeSles  MoSme ]
r — -_—
® .
@ An emor accurred, Either the engine you requested does not exist or
there was another issus processing your request, If this isue persists ":; = = :‘_"“‘ Wi m"'" = S =5 ::"
please contact us through our help center 8t help.openaicom. o s :::::“ h 21:; w’_' = Wil u'
302 hagptone 8158 6.
e o0 200 dhangpLem
o 200 sh.chungstosm (LTI L
Io i Taaners g STH6T DS S segpry pend v T CORS e [ | 08 43
L g Tanvers mps- STSET M8 - Ap. soppieoey potd_swsTC 200 biot siacc0.00m 08 4.
1) rgate 02 shohmpstonm 1348 36
) pumTddsouces browserdiddisgsesd_verson S 1000 0% 202 Eomnseroiaie-duiadogh_ HsE 4
S = S =5 =
+  AEChaGPTEFRBREEER,
s e N « ) )|« . »
o EEE, BRESBPEL |, £ domain” T4 F El“block.sse.cisco.com” s
chatgpt.eom k-4 . £
(R LB  Eeserts  Conssle  Gowees  Metwork  Podormance  Mameny 33 owan ms @& I x
] ChatGPT ey e
® @ Y Q O freseneiog | O Dusblecache Mothrotting * 5 L & ]
- T Fiter 0 imvert Hde data URLs () Made extension USis
Is this o aairadth M| Feich¥HR | Doc | €55 |45 || Fonk | [bmg | Media || Mandest | WS | Wasm | Other [ Blocked respoee coskies
g ) - 01 Bloched rog O 3rchparty requents
# Pythan program to swap two variables i e e free so00 i soves e Wiom s dme M
— 3 o
x=5
y= 10
Hame Status Doman Sae
# To take inputs from the user ) chat-requirements 200 chatggt.com
#x = input(Enter walue of x: ) ¥ memonesTinchede_mameny_eetriesatale @ chatggtim
#y = input{ Enter value of y: ) ] = an hatge,
IOa:-'m‘--..-m STBETTEN - RaTdBsigpeony peod sws T CORS errer Bleck sse.cicca com ]
- O S Tserveramps-STBATT- S T dl.s 00, T- 200 i 5.l
# create a tempodary vanable and swap the values o - - S 203 :b '::;imcm
rgstr 200 chaigpkcom
oL 0 rystr pendig sbhatgtcom
xmy
y = temp
print{ The value of x after swappings {1 format(x})
print{ The value of y after swapping: {f-farmatiy))

@ An emror eccurred. Either the engine you requested does not exist or

there was another issue processing your request. If this issue persists
please contact us through our help center at help.openai.com.
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https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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