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Secure Access

B Overview Overview

Ther Overview dashboard displays status, usage, and health metrics for your organization. Use this infarmation 1o addness security threats and menitor system usage. Help

Resources Data Transfer | L.:70a

TOTAL USAGE

b Monitar 69.52 MB Total traffic . 8 — Branch

725.98 MB “» Becraase (st 7 days)
B — Cisco Secure Client

16.45 MB Receive L 8 —e RaEN

35.39 MB “u Decraase (as 7 days)
B — Browsor-based ZTNA

53.07 MB sent )
690.58 MB . Decreass (last T days) " I I
M B seecta
ZEIFA-ER

* ,‘f—(_'\jlﬁ Connect > Network Connections


https://login.sse.cisco.com/

B Overview

&Y Connect

Resources

I Secure

I~"  Monitor

o Admin
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«  fENetwork Tunnel Groups & + Add

Connector Groups | Bata Metwork Tunnel Groups

Network Tunnel Groups = ..
1 1

Discomnected Warning fk

Metwork Tunnel Groups

A netwark tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Connect tunnels 1o the hubs within a network tunnél group 10 Secuniy contnol

user access (o the Internet and peivate resources. Help of

[:: Saarch

Overview

The Overview dashboard displays

Essentials

MNetwork Connections

Connect data centers, tunnels,
resource connectors

Users and Groups

Provision and ma nage users anc
LY MLFUERS for use In ACCESS rules

End User Connectivity
Manage trafhic steanng from
endpaints to Secure Access

Primary

Network Tunnel Group Status Primary Hub Data Center e Secondary Hub Data Genter Secondary Tunnels
HOME @ Disconnected [+] sge-euc-1-1-1 o
SAD s Wasring 1 sge-guc-1-1-1 o

T2 H-MERBER

«  E@ETunnel Group Name, Region#ll Device Type

o Hif Next
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General Settings

Give your network tunnel group a good meaningful name, choose a region through which
it will connect to Secure Access, and choose the device type this tunnel group will use.

Tunnel Group Name

Palo Alto ® ]
Region

Europe (Germany) v ]
Device Type
[Other v ]
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Tunnel ID Format

® Email IP Address

Tunnel ID

[ FaleAn ® ] <@h<uci)rf.>:;se.cisco.com

Passphrase

[ ssesssssssssssssssss Show ® ]

The passphrase must be between 16 and 64 characters long. It must include at least one upper
case letter, one lower case letter, one number, and cannot include any special characters.

Confirm Passphrase

[ Show ® ]

(o) (3

- RECEMZLEEAEBYZSVAZAEREN PHISTEREN

«  Rifh Save

Routing option
@ Static routing
Use this option to manually add IP address ranges for this tunnel group.

IP Address Ranges
Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

4

192.168.0.0/24 X 192.168.10.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router,

T2 15 A -BRIE A -2 B E T

BHEERNSave BXBENERERE , BREZEER , WERIT T —FConfigurethetunnel on Palo Alto,
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Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel
devices. This is the only time that your passphrase is displayed.

Primary Tunnel ID:

PaloAlto@ -sse.cisco.com [

Primary Data Center IP Address: 18.156145.74 [

Secondary Tunnel ID:

Secondary Data Center IP
Address:

Passphrase:
fEPalo Alto L ER B R 8
BlEREREN
S ZE Palo Alto Dashboards

¢ Network > Interfaces > Tunnel

e Click Add

PaloAlto@ -sse.cisco.com [

3.120.45.23 0O

cP O



&3 Interfaces

B3 Zones

o VLANS

E_E Virtual Wires
Virtual Routers
(}ﬁ' IPSec Tunnels
'ﬂ'.- GRE Tunnels
£ DHCP

DNS

% DNS Proxy

E Proxy

v @I GlobalProtect

@» Portals

& Gateways

@] MDM

Clientless Apps

«  fEConfigk®E T , L& Virtual Router, Security Zonef 18 E Suffix Number

Tunnel Interface

Ethernet | VLAN Loopback | Tunnel | SD-\
MANAGEMENT

INTERFACE PROFILE IP ADDRESS
tunnel none
tunnel.1 Interface_CSA
tunnel.2 169.253.0.1
4

Add Delete  (E) PDF/CSV

@

Interface Name
Comment

Netflow Profile | None
Config | IPv4 | IPv6 | Advanced

Assign Interface To

| Virtual Router Routerl
ISecurity Zone | CSA I

o EIPVAT , BEETARAEMNIP, i, EA LA 169.254.0.1/30

«  RKRHOK
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Tunnel Interface @

Interface Name
Comment

Netflow Profile | None

Config IPv4 IPvé Advanced

Olw
(] 169.254.0.1/30
(+) Add
|P address/netmask. Ex. 192.168.2.254/24

2, BAUNRENTAR

Ethernet | VLAN Loopback | Tunnel SD-WAN

MANAGEMENT VIRTUAL SECURITY
INTERFACE PROFILE IP ADDRESS ROUTER ZONE FEATURES
tunnel none none CSA
tunnel.1 169.254.0.1/30 Router CSA 0-1__“;;
tunnel.2 169.253.0.1 Router CSA 0—1_)

MRESHEREFXH#TEE , AJRECommit RIFE EH L 1T T —FConfigure IKE Crypto Profile,
EBIKEMZEREXH

EREMBREXH , ESME :

¢ Network > Network Profile > IKE Crypto

- RifAdd



DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK

e
L]
ﬁ Clientless App Groups i '_ 4 items
2 Qos
[] | name ENCRYPTION AUTHENTICATI... | DH GROUP KEY LIFETII
™ Lop
[] default aes-128-cbc, 3des  shal group2 8 hours
{= Network Profiles
GlobalProtect IPSec Crop [ ] Suite-B-GCM-128 aes-128-cbc sha256 groupl9 8 hours
f IKE Gateways [ ] Suite-B-GCM-256  aes-256-cbc sha384 group20 8 hours
) IPSec Crypto [ ] CSAIKE aes-256-gcm non-auth groupl9 8 hours
1 IKE Crypto
5 Moenitor

[5.\ Interface Mgmt
[a Zone Protection
2 QoS Profile
™ LLDP Profile
4 BFD Profile

(?; SD-WAN Interface Profile - PDE/CSV

o BMBUTSE

Name : B¢ & & FRUABRIREL & X

DH GROUP : 4419

AUTHENTICATION : S 1IiE

ENCRYPTION : aes-256-gcm

e Timers

Key Lifetime:8 /Mot

¢ |KEv2 Authentication:0

« EHFAEERE , #4 OK



IKE Crypto Profile

Mame | CSAIKE

[] | oH GrouP

O ‘ ENCRYPTION

[] group19 [] aes-256-gecm

(¥) Add : J N ! @ Add

[[] | AUTHENTICATION | Timers

[] non-auth Key Lifetime | Hours
8
Minimum lifetime = 3 mins

: . IKEv2 Authentication | O
(¥) Add _ . ; b

MRBFBHAXNHITEE , K EHECommit REREBHMET —5 , Configure IKE Gateways.
B IKEM

EEIKEM %

¢ Network > Network Profile > IKE Gateways

«  RifAdd



DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK

" DNS Proxy 10 2 items
_;_ Proxy

= Local Address |
"-{1_‘} GlobalProtect

|'§—ﬁ Portals D NAME PEER ADDRESS INTERFACE 1P ID

& Gateways CSA_IKE_GW 18.156.145.74 ethernet1/1 192.168.0.204/24 18.156.145.74
@] Mbm
Clientless Apps ]
[f‘} Clientless App Groups
2 Qos
™ uop
(L=} Network Profiles|
GlobalProtect IPSec Cryp

I 1 IKE Gatewaysl

CSA_IKE_GW?2 3.120.45.23 ethernet1/1 192.168.0.204/24 3.120.45.23

IPSec Crypto ‘
] IKE Crypto [ Add] © Delete (@) Enable (%) Disable () PDF/CSV

Name : Bt & B FAri%IkeM < B9 & #o

+  Version : {RIKEv2EER

e AddressType : IPv4

o Interface : ERBE M Internet WANIEZO,

+ Loca IPAddress : #£#ZE M Internet WANEE O BIP,

e Peer IPAddressType:IP

+  Peer Address : i FiB238 B4 25 B 1 42 FE A9 Primary | P Datacenter |P AddressPo

«  Authentication: T = %4

*  Preshared Key : fERASEIREBEHBIE LA TE passphrase o

+  Confirm Pre-shared Key : EASBRBERIEFATE passphrase o

+ Local Identification : #%&$¥User FQDN (Email address) 31 i B Tunnel Data® 48 EEPrimary Tunnel 1D B35,

+  Peer Identification : i%IP Addressi® ¥ {£ F Primary |P Datacenter |P Address,



IKE Gateway @

General | Advanced Options

Name [ CSA_IKE_GW

Version ‘ IKEv2 only mode v
Address Type @ IPv4 ) IPV6
Interface I ethernet1/1 v
Local IP Address | 192.168.0.204/24 v
Peer IP Address Type @ IP ) FQDN () Dynamic
Peer Address [ 18.156.145.74 v
Authentication @) Pre-Shared Key () Certificate

Pre-shared Key

Confirm Pre-shared Key

Local Identification ‘ User FQDN (email address) v [ paloalto@ -sse.cisco.cl
Peer Identification ‘ IP address v |18.156.145.74 ‘
Comment ‘

«  =ifAdvanced Options

Enable NAT Traversal

o #%$F7ESF T Configure IKE Crypto Profile E #IKE Crypto Profile Z#Y
o EHEIEHE Liveness Check

« RKREHOK



IKE Gateway

General Advanced Options

Commeon Options

|:| Enable Passive Mode
| Enable NAT Traversal

IKEv2

IKE Crypto Profile | CSAIKE

[ Strict Cookie Validation

Liveness Check

Interval (sec) | 5

MRAERBEFXNFHTEE , TAKHCommit RIFEEHMEL T —25 , Configure IPSEC Crypto.
Bi B | PSECHn 7 L i 3 4

EfEIKEMX , HS#ZE Network > Network Profile > IPSEC Crypto

«  KRifAdd



DASHBOARD MONITOR POLICIES OBJECTS NETWORK

@ Clientless App Groups Q) 4 items
.
QoS D NAME ESP/AH ENCRYPTI... | AUTHENTI... | DH GROUP LIFETIME LIFE
= Lop
[] default ESP aes-128-cbe, shal group2 1 hours
[~ L Network Profiles | 3des
GlobalProtect IPSec Cryp | ™) gyite-B- ESP aes-128-gem  none group19 1 hours
IKE Gateways GCM-128
| . IPSec Cf\'lm)l [ ] Suite-B- ESP aes-256-gcm  none group20 1 hours
GCM-256
IKE Crypto
. «[ ] CSA-IPsec ESP aes-256-gcm  sha256 no-pfs 1 hours
5 Monitor

ﬁ\ Interface Mgmt
@ Zone Protection
8 QoS Profile

B LLDP Profile
4 BFD Profile

% SD-WAN Interface Profile = PDF/CSV

- BENATSH:

Name : & f & #FRIR R £ 175 8| Psec B X 4

¢ |PSecProtocol : ESP
¢ ENCRYPTION : aes-256-gcm

+  DHGroup : Epfs, 1/hat

«  Hif OK



IPSec Crypto Profile

Name | CSA-IPsec

I IPSec Protocol | ESP I v DH Group | no-pfs WV

[7] | ENCRYPTION Lifetime | Hours v [[1

|_] 395-256-30’1'1 Minimum lifetime = 3 mins

[]Enable

() Add

D | AUTHENTICATION

[] sha256

() Add

MREZRBUARH#ITERE , JUKTHCommit RIFEBHMET — , Configure IPSec Tunnels.
fil B | PSech2 &

Efig B PSec Tunnes , &S EINetwork > IPSec Tunnels.

+ KR Add



DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK

(=3 Interfaces -
E® Zones IKE Gateway/Satellite
@t VLANS
PEER \
B virtual Wires
{8 Virtual Vvires D NAME STATUS TYPE INTERFA... | LOCAL IP ADDRESS STATUS INTERFA... | F
@ Virtual Routers =
— | CSA - Auto Key ethernet... 192.168... 18.156.1.. @ IKE tunnel.l i
I 1, IPSec Tunnels I fimind nfo =
4 GRE Tunnels nfo
= DHCP CSA2 . Auto Key  ethernet.. 192.168.. 3.12045.. ® IKE tunnel.2 I
- o - 1
¢ DNS Proxy Tunnel nro |

= Proxy
4

';: GlobalProtect

';,‘ Portals

I‘:&' Gateways

;D MDM

f&\ Clientless Apps

lf_‘_‘?, Clientless App Groups
& Qos
™ Lop

[ Network Profiles

ct IPSec Goy

PDF/CSV

Name : £ B MHIRIREZ 215 B BEE

«  Tunnel Interface : R EREMBEEOX—SPRENRRERED,

«  Type: BI#E4A

¢ AddressType: IPv4

+ |KE Gateways : i%$% £ Configure IKE Gateways B P Bl B HIIKEM <,

«  |IPsecCrypto Profile : (R EELEIPSECINFREL B {45 B E B A IKER X

o EFEIEME Advanced Options

IPSec Mode Tunnel : E&1EEZE,



«  Rif OK

IPSec Tunnel
General Proxy IDs
Name | CSA

Tunnel Interface | tunnel.l
Type o Auto Koy Manual Key GlobalProtect Satellite
Address Type @) IPv4 IPvé
IKE Gateway | CSA_IKE_GW

IPSec Crypto Profile | CSA-IPsec
Show Advanced Options
l:] Enable Replay Protection Anti Replay Window | 1024 W
El Copy ToS Header
IPSec Mode o Tunne Transport

I:' Add GRE Encapsulation
[J Tunnel Monitor

Comment

“ Ca{lLCl

NEEHVPNERINBIE , B ASER TSR Configure Policy Based Forwarding.
BEEETRBNELR

Efi & Policy Based Forwarding , 55412l Policies > Policy Based Forwarding.

- Riff Add



DASHBOARD ACC

MONITOR

POLICIES

35 NAT
2 QoS

r@; Policy Based Forwarding |

—

Policy Optimizer

-

~— Rule Usage
E_. Unused in 30 days
Ii:_'_. Unused in 90 days
i‘f:_';. Unused

Obiject : Addresses

+ | (#) Add

NAME
1 CG5A
0
0
0

TAGS

none

- EBEUTZSE:

- Generd

- Name: EREMIMRR LR, KBEMER (BFREKH )

e Source

- Zone : EFREUT IR TR R B X

* SourceAddress: BREERERN —PRZNDEM.

+ SourceUsers: BiEERHFRENAF, (WNREA)

ZONE/INTERFA

g3 AN

Bz LAN2Z



¢ Destination/Application/Service

Destination Address : BT SUFERBZ R Any , LA LUIEE R £ 171 (100.64.0.0/10)#9 1t 11t 58

e Forwarding

. Action : Xk

+ Egressinterface : MR HEEREZOX—FSHEENREERED,

* Next Hop: 7%t

o« RTHOK , A Commit

Policy Based Forwarding Rule

General Source Destination/Application/Service Forwarding
Name [ csA
Description
Tags

Group Rules By Tag | None

Audit Comment

Audit Comment Archive



Policy Based Forwarding Rule @

General Destination/Application/Service Forwarding

Type  Zone W D Any any v
D‘zoue A ‘ [J] SOURCE ADDRESS ~ ‘ D‘sounce USER ~
[) LAN 0 2192168302
[ Lan2 O Q192168403
® Add Delete () Add Delete (+) Add Delete

D Negate

Policy Based Forwarding Rule @

General Source |Destinationiﬁgglicationf$ervice| Forwarding

H Any E Any any v
O ‘ DESTINATION ADDRESS ‘ O ‘ APPLICATIONS ~ 0 | SERVICE ~

®Add () Delete (®Add () Delete ®Add (=) Delete
[] Negate




Policy Based Forwarding Rule ©)

General Source Destination/Application/Service

Action | Forward
Egress Interface | tunnel.1
Next Hop | None
DMonitor

D Enforce Symmetric Return

NEXT HOP ADDRESS LIST

Schedule | None

U7E , BEEPAoAlC LB EBEFEAR ; BEERMARE , WRBIFRRE , BEEMEE Secure Access Dashboard EELERA-VPN, ETF il
WERNZTARE FIHERZTA,
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