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PIX FLE
Xauth 12tk
HXEL

faifr

RADIUSFITACACS+IAUEATBEANFTP, TelnetMHTTPE#ENIT, HERAZEN AR IEATRE
BEMEIHE, X3F TACACS+ & ; RADIUSER TR, HEPIX51KIE, #NMLEIT(AAA) LHZE
LB RAEIEY BIAE--IPSecRR B BRIEMN BRI L2 VPNE FiR1. 1/,

EREH

EXR

AXESREEABEHER,

{EANAH

AR TR T R A FIB AR

A

BARMN G MHE R, , H5H Cisco HARETHM
BRER

NS

ANERERAF 2,

- B RERFAF M LEERT,

ORERRHN S HRIEEE R,

R EEHRIINRENELRN.

- RERMTLAAF,
RZEERNB—BIMNAEF , HELFLERFERNXERAFERITFTP | TelnetHREHTTPM KR 5L
B, BLEHIFPIXKIE W RENAFTE S NHFETACACS+RADIUSE £ RFZEMNid's. A
BIOUF , IAMNAFPIURERIEISAFENZHE , RAedE, HtAh+OAMNAPF IR X, PIXE
TAPRARFR/IZD  RREBEIHAFBNZBH ATACACSHRADIUSEZ £ RS2 ( BUR T I M
18R ) , FTFRIELERE, XAMNAFAEERITFTP , Telnetsi&EHTTP,

BRERZXAMNAFZ—, ‘Festus” , TRER. BHFERTFestustITFTP , ERFEZHTTPH
ETelnetBAER, XEWRBFLTURNITR , BIRTIMERAF 22, BRUELR FEEM. XR
REMETACACS+, HENFMEFFRIPIXEY , PIXE kA EFestus AP B MBABELZLRFES

, RERIESRHNBERELZERF BT AL B H FestusE2HN1T. FRAEHRSH|RE ,
Festusgt /o 1F &l“ftp 1.2.3.4" , (ERIEL X EM M AHTTPIR TelnetfV8E 1o

FERI/ERNAFERNES



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

HINE/BRUTTBRIRENE@INR 2 TFR)

- Telnet-AF N ERBEIAFBETRER , RFFER. MRPIX/ERSER EAINE (B ) 5K

, BN ENFRTIAFRARF A NER,

-FTP-APFEIAFERT~ER. AFSEEARFBNEBRH

local_username@remote_usernameFllocal_password@remote_password, PIX& %
local_username®local_passwordE| A #th Z £ fRZ2 M , MR (FIRN) = KT EPIX/ RS
g% , remote_username , 3} Hremote_passwordi@Eid Z| B By FTP IR S5 85 SAiz o

- HTTP -BEREFERAFBNEBHNRERE R, MBINEMBR)K , A RFETR EEH

BRI, HidE , NEBLBEAFSNOS, NRFERMZMNEPIX HTTPER , BRR
Mk AT , BAEBRIIASHEFNAF ZMZLAR KSR/ EREXNPIX , REH#HLLE
INERRSSES. PIXRE AEFNRSH[RFZERUIAR, WRTelnetFMIFTPLLFI/EIEE | B
HTTPRER , X2RHAL?

- EE- SR UBE A HIPSecBIERE SVPNE Fim M Xauth#I MEget , “AFINERN—MNRE

FREMEEN NAFB/ZBER. TE . KBRIEINERLZLVPNEFHE1LIFHE:F. IR
Help > About3 & Rshow version 2.1 xR G , XTI,

ATmERENERSSEELER

Cisco Secure UNIX TACACSE REEBE B

FElE s , ERXUEERELNRZLERSER.

TIZEBEPIX IPH#tt , HEE SV E FCSU.cfg X 44,

user = ddunlap {
password = clear "rtp"
default service = permt

}

user = can_only_do_telnet {
password = clear "tel netonly"
service = shell {

cmd = telnet {

permt .*

}
}
}

user = can_only _do ftp {
password = clear "ftponly"
service = shell {

cmd = ftp {

permt .*

}
}
}

user = httponly {

password = clear "httponly"
service = shell {

cmd = http {

permt .*

}
}



}
Cisco Secure UNIX RADIUSIRSSRREL B

EFERAGUIRIIPIX IPb ik F 2247 X P 454 A R 5525 (NAS) 5 &

user =adm nuser {
radi us=Ci sco {
check_itens= {
2="all"

}

reply_attributes= {
6=6

}

}

}

Cisco Secure ACS for Windows 2.x RADIUS

& {88 F ix L6 25 B it B Cisco Secure ACS for Windows 2.x RADIUS,
1. B E|7EUser Setup GUIEE 2 B —N&1B,

2. MGroup Setup GUIZBZ , iBIRERE M6 (RFSRE)BM=EE,
3. 7N INTENAS ConfigurationEB 7 GUIFIPIX 1Pt

EasyACS TACACS+

EasyACSIM iR iR &

1. EAE P |, &K EShell exectAEXECH R,

2. MPIXE R IR , REEDenyFEEEIOS atdy 4 2 3 K KD,

3. it ¥add/edit newis P REFLE A FHNEHTH , Hla0 | Telnet,

4. MREREBERIBELR/AT , FEBEES KD WPt A permit £ 4. 44" BN , /&
HFEER , BREEATFMERIHNSH.

5. mBESTHNELIEM.

6. BRGNS (HMW , Telnet, HTTP = FTP ) TS E 1 B 5,

7. FENAS Configuration GUIZR % R I0PIX IP,

Cisco Secure 2.x TACACS+

F P8 EI#E User Setup GUIER 2 B — N B,

1. EAE D |, &K EShell exectAEXECH R,

2. WPIXHIRMITN , FEHBRINESS , L HELEFTEIOSH .

3. it #add/edit newdn S5 1N % L RN EH S K (Telnet).

4. ERATEBEFIBEER , FRATESHI 2 BIPthit UK permit # 444", EAFIZRE
BRIFMEUR , FREGATMARIHNSH.

5. RBETHELITMR.

6. WITHFAE -SRI ESAT S (BIW , Telnet, HTTPHEFTP),

7. RIEPIX IPHb i #7 I ENAS Configuration GUIER S -

Livingston RADIUS R 2SR B




APIX Pt H B8 E B F P w3 .

adm nuser Password="al|" User-Service-Type = Shell-User

Merit RADIUS BRS588E

W INPIX P31k 7 B 91 £ B2 7 im 34

adm nuser Password="all" Service-Type = Shell-User

TACACS+ B iR e il

key = "cisco"

user = adm nuser {

login = cleartext "all"
default service = permt

}

user = can_only_do_telnet {
login = cleartext "tel netonly"
cmd = tel net {

permt .*

}

}

user = httponly {
login = cleartext "httponly”

cmd = http {
permt .*

}

}

user = can_only_do_ftp {
login = cleartext "ftponly”

cmd = ftp {
permt .*

}

}

BT IR

¥ o 0HHEREFIE (MRIMAF ) IFE L show s , FRAM I ETUEEX
show #n 51 Hi B9 2 47 o

- BRPIXE BERIMAAART T, MEREEC AR ABESRE , BFERLZER
7o

- BFEPIXHEnable (event)e E— MBI REFTNIZKEFERAREBTEFNEFR. ATUFE
FLogging buffered debugging , A/E#1Tshow logging@p . iEFXAEAREL A X RE AL
RSB MBER EABE,

- BRI ETACACS+5RADIUSIRS 88 (FT A RS 28 B L),

) 4% P


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

PC

999999 2
_i =
9999995
9999991

outsid

TACACS+ or RADIUS

Server

1031175
Inside
171681 ’18.’1i
103111
10311450

PIX fc &

Pl X Version 5.1(1)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

nanei f ethernet2 pix/intf2 securityl0

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted

passwd 2KFQnbNI dI . 2KYQU encrypt ed

host nane pi x3

fixup protocol ftp 21

fixup protocol http 80

fixup protocol sntp 25

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sqglnet 1521

names

pager lines 24

no | ogging tinestanp

no | oggi ng standby

| oggi ng consol e debuggi ng no | oggi ng nonitor no | oggi ng
buffered no |l ogging trap no | ogging history |ogging
facility 20 | oggi ng queue 512 interface ethernet0 auto
interface ethernetl auto interface ethernet2 auto

shut down ntu outside 1500 ntu inside 1500 ntu pix/intf2
1500 i p address outside 99.99.99.1 255.255.255.0 ip
address inside 10.31.1.75 255.255.255.0 i p address
pix/intf2 127.0.0.1 255. 255. 255. 255 no failover failover
timeout 0:00:00 failover ip address outside 0.0.0.0
failover ip address inside 0.0.0.0 failover ip address
pix/intf2 0.0.0.0 arp tineout 14400 gl obal (outside) 1

17168115101



99. 99. 99. 7-99. 99. 99. 10 net mask 255. 255. 255. 0 nat
(inside) 1 10.31.1.0 255.255.255.0 0 O static

(i nside,outside) 99.99.99.99 10.31.1.50 netnask

255. 255.255.255 0 0 conduit pernit icnp any any conduit
pernit tcp any any conduit permt udp any any route
outside 0.0.0.0 0.0.0.0 99.99.99.2 1 route inside
171.68.118.0 255.255.255.0 10.31.1.1 1 route inside
171.68.120.0 255.255.255.0 10.31.1.1 1 timeout xlate
3:00: 00 conn 1:00:00 hal f-closed 0:10: 00 udp 0:02: 00
timeout rpc 0:10:00 h323 0:05:00 tinmeout uauth 0:05:00
absol ut e aaa-server TACACS+ protocol tacacs+ aaa-server
RADI US protocol radius aaa-server Authlnbound protoco
tacacs+ aaa-server Authlnbound (inside) host
171.68.118. 101 cisco tinmeout 5 aaa-server AuthQutbound
protocol radius aaa-server AuthQutbound (inside) host
171.68.118.101 cisco timeout 5 aaa authentication

i nclude tel net outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
Aut hQut bound aaa aut hentication include tel net inbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound aaa

aut hentication include http outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthQutbound aaa authentication include
http inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound
aaa authentication include ftp outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthQutbound aaa authentication include
ftp inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound
no snnp-server |ocation no snnp-server contact snnp-
server conmunity public no snnp-server enable traps

fl oodguard enable telnet timeout 5 ternminal wdth 80
Crypt ochecksum b26b560b20e625c9e23743082484caca : end

[
PIX 30 iF {71 7= 5l

b E B RKIER R A Z M5 R,

A

99.99.99.289 S &R A P ¥R LR E X A EBAY10.31.1.50 (99.99.99.99) Fi# 13 TACACSIEIE (BN A U %1
TR EETACACSHRS 85171.68.118.101) 9 AR %5258 5| R “Authinbound”,

PIX i8is - B BWIFRRIh - TACACS+

THNRHERERIRIERIPIXIER

109001: Auth start for user '???" from
99.99.99.2/11008 to 10.31.1.50/23

109011: Authen Session Start: user 'cse', sid 4

109005: Authentication succeeded for user 'cse
from10.31.1.50/23 to 99.99.99.¢

302001: Built inbound TCP connection 10 for
faddr 99.99.99.2/11008 gaddr 99.99.)

PIX #iR - S HBIFLAW (AFRERXOTHIR ) - TACACS+

THN RIS REREIDAENPIXIEFR(BFEHEDL), AFEIN=/1"AF&/ZBEs A REAL

Nl

)| ,E . Error:o



109001: Auth start for user '???" from
99.99.99.2/11010 to 10.31.1.50/23
109006: Authentication failed for user '' from
10.31.1.50/23 to 99.99.99.2/11010 on
i nterface outside

PIXi8iR-BEpingBRS5 88 . T RI- TACACS+

THEMNRGE RRSEE ATping@BMHPIXiIAR  BERFAEEXNPIX. AF—XEBEIRHAFE , ERPIXM

RERBB(XETelnet)e AFEHEror:o

109001: Auth start for user '???" from 99.99.99.2/11011
to 10.31.1.50/23
109002: Auth from 10.31.1.50/23 to 99.99.99.2/11011 failed
(server 171.68.118.101 failed) on interface outside
109002: Auth from 10.31.1.50/23 to 99.99.99.2/11011 failed
(server 171.68.118.101 failed) on interface outside
109002: Auth from 10.31.1.50/23 to 99.99.99.2/11011 failed
(server 171.68.118.101 failed) on interface outside
109006: Authentication failed for user '' from 10.31.1.50/23
to 99.99.99.2/11011 on interface outside

PIXi#i- 7 ZEping AR 95 88- TACACS+

THNRHERPIXER RS SRF ApingBit T, AP —REIAFSA , BRPIXMARERBZD(

fTelnet)e THERETR : Tacacs+HlError: (PAEBRFSEM IR T B E),

111005: console end configuration: OK

109001: Auth start for user '???" from
99.99.99. 2/11012 to 10.31.1.50/23

109002: Auth from 10.31.1.50/23 to 99.99.99.2/11012
failed (server 1.1.1.1 failed) on interface outside

109002: Auth from 10.31.1.50/23 to 99.99.99.2/11012
failed (server 1.1.1.1 failed) on interface outside

109002: Auth from 10.31.1.50/23 to 99.99.99.2/11012
failed (server 1.1.1.1 failed) on interface outside

109006: Authentication failed for user '' from
10.31.1.50/23 to 99.99.99.2/11012 on interface
out si de

PIX i - HHWUFKTh - RADIUS

THENREERERIDEIERNPIXER

109001: Auth start for user '???" from
10. 31. 1. 50/ 11008 to 99.99.99. 2/23
109011: Authen Session Start: user 'pixuser', sid 8
109005: Authenticati on succeeded for user
" pi xuser' from 10.31.1.50/11008 to
99.99.99.2/23 on interface inside
302001: Built outbound TCP connection 16 for faddr
99. 99. 99. 2/ 23 gaddr 99. 99. 99. 99/ 11008
| addr 10.31.1.50/11008 (pixuser)

PIX @ik - S HWBIFLAK (ARERXO0SEIR ) - RADIUS

S

JES

THHRERERRNNENPIXIFR(AFERNED). ARFARFANEBEREXR, #88=

/I\Mé’iﬁﬁ)\ﬁ%o l_—l'll%ﬁjﬁﬁjzlﬂﬁq ; —F§U1§,§MEJ'LT_\ . Error:o

109001: Auth start for user '???" from 10.31.1.50/11010
to 99.99.99.2/23



109006: Authentication failed for user '
from10.31.1.50/11010 to 99.99.99. 2/23
on interface inside

PIXiHi%-8Eping AR 35 88 . P T K- RADIUS

THEHHNREERPIXERRSSE ApingBHitS , BERFHFEFRXEMENT2E5PIXERE, AFRE
EUFEF'% ,%Egﬁ‘ﬁg\ RADI US*”Error: 'I;E;‘ Eo

109001: Auth start for user '??? from 10.31.1.50/11011

to 99.99.99.2/23

| CMP unreachabl e (code 3) 171.68.118.101 > 10.31.1.75

11 CWP unreachabl e (code 3) 171.68.118.101 > 10.31.1.75

| CMP unreachabl e (code 3) 171.68.118.101 > 10.31.1.75

| CMP unreachabl e (code 3) 171.68.118.101 > 10.31.1.75

09002: Auth from 10.31.1.50/11011 to 99.99.99. 2/ 23
failed (server 171.68.118.101 failed) on interface inside

109002: Auth from 10.31.1.50/11011 to 99.99.99.2/23 failed
(server 171.68.118.101 failed) on interface inside

109002: Auth from 10.31.1.50/11011 to 99.99.99.2/23 failed
(server 171.68.118.101 failed) on interface inside

109006: Authentication failed for user '' from 10.31.1.50/11011
to 99.99.99.2/23 on interface inside

PIXi8iR-75 % ping BR 55 85 2% 2% b/ 3 = Ui T T Bl - RADIUS

THNRHERPIXERRSHFF ApingBHN i A HNEEFF R/ TEFEE. AFREIAFE. B8
. RADI USTH B MError: HEAERSHBEIM TEE).

109001: Auth start for user '???" from 10.31.1.50/11012

to 99.99.99.2/23

109002: Auth from 10.31.1.50/11012 to 99.99.99.2/23 failed
(server 1.1.1.1 failed) on interface inside

109002: Auth from 10.31.1.50/11012 to 99.99.99.2/23 failed
(server 1.1.1.1 failed) on interface inside

109002: Auth from 10.31.1.50/11012 to 99.99.99.2/23 failed
(server 1.1.1.1 failed) on interface inside

109006: Authentication failed for user '' from 10.31.1.50/11012
to 99.99.99.2/23 on interface inside

3 oA

WMPERERMFR , BABRNREREERILE , ZREEFER—NMNRK B WiSEE N RN

aaa aut horization tel net inbound O.
http i nbound 0.0.0.0 0.0.0.0 0.0.0.
O 0.0.0 0.0.0.0 0.0.0.0 Authlnbound

EEEBARRMAHEONEF , BARERERIESRADIUS , 3} BRADIUSEN LK,
PIX ALE R B4R 81 7= B
PIXi - % Zh B iE F RR Zh B 24X - TACACS+

0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound aaa authorization
0 0.0.0.0 t

Aut hl nbound aaa aut horization ftp i nbound 0.0.0.0

T E R BE R 5 B Th ¥ UE R B Zh Y R A PIXE S

109001: Auth start for user '???" from 99.99.99.2/11016
to 10.31.1.50/23



109011: Authen Session Start: user 'cse', Sid 11

109005: Aut hentication succeeded for user 'cse
from 10.31.1.50/23 to 99.99.99.2/11016 on interface outside

109011: Authen Session Start: user 'cse', Sid 11

109007: Authorization pernmitted for user 'cse' from
99.99.99.2/11016 to 10.31.1.50/23 on interface outside

302001: Built inbound TCP connection 19 for faddr 99.99.99.2/11016
gaddr 99.99.99.99/23 | addr 10.31.1.50/23 (cse)

PIX 8 - S BWRIERTh , R EMK - TACACS+

TEHNTRHIERERINEIE , B2 AMNBRBPIXIEIH, tikAF tEEMessagetiixo

109001: Auth start for user '???" from
99.99.99.2/11017 to 10.31.1.50/23
109011: Authen Session Start: user 'httponly',
Sid 12
109005: Aut hentication succeeded for user 'httponly’
from 10.31.1.50/23 to 99.99.99.2/11017 on
interface outside
109008: Aut horization denied for user 'httponly' from
10.31.1.50/23 to 99.99.99.2/11017 on interface outside

4 hnic ik Thsk

TACACS+

aaa accounting include any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound

B TACACS+R M .

Tue Feb 22 08:52:20 2000 10.31.1.75 cse PI X
99.99.99.2 start task_id=0x14
foreign_i p=99.99.99. 2 | ocal _i p=10. 31.1.50
cnd=t el net

Tue Feb 22 08:52:25 2000 10.31.1.75 cse PIX
99.99.99.2 stop task_i d=0x14
foreign_i p=99.99.99.2 | ocal _i p=10.31.1.50
cnd=t el net el apsed_ti me=5
bytes_i n=39 bytes_out=126

RADIUS

aaa accounting include any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthCut bound
#i i Merit RADIUS

Tue Feb 22 08:56:17 2000
Acct - St atus- Type = Start
NAS- | P- Address = 10.31.1.75
Logi n- 1 P-Host = 10.31.1.50
Logi n- TCP-Port = 23
Acct - Session-1d = 0x00000015
User - Nane = pi xuser

Tue Feb 22 08:56:24 2000
Acct - St at us- Type = St op
NAS- | P- Address = 10.31.1.75
Logi n-I1 P-Host = 10.31.1.50
Logi n- TCP-Port = 23



Acct - Sessi on-1d = 0x00000015
User name = pi xuser
Acct-Session-Tine = 6

Acct -l nput-Cctets = 139
Acct-Qut put-Cctets = 36

Exclude 5

WREAAR S — EHHNED(£99.99.99.100) B RATHIMEE |, H Bt EHREIE , LEEMIAENRN
PR AN TS -

aaa aut hentication exclude telnet inbound 0.0.0.0 0.0.0.0 99.99.99. 100 255. 255. 255. 255
Aut hl nbound aaa aut horization exclude telnet inbound 0.0.0.0 0.0.0.0 99.99.99.100
255. 255. 255. 255 Aut hl nbound

BAESEBREETERAS

— L TACACS+HRADIUSHR K 888 “R A& 1E” ( max-session ) & & S &M A7 ( view logged-
inusers ) gk, BENHITRASCTEIREZFFAFKFEITRICR., HFIEK FHIERER , B
B IE"EFAERA , TACACS+ZRADIUSIRF SRR R MABAZEFRAFRE —MNRFEBETPIX),

HFE#EMER , CEEES TFTenetMFTPER, HTFEENARXEHTTPLETHRARRE, £
LT R  EEFARNNEEE , B82HEE,

RAPBEPIXZREER , RIEEREYP

171. 68.118. 100/ 1200 to 9.9.9.25 /23

(pix) 109011: Authen Session Start: user
‘cse', Sid 3

(pix) 109005: Authentication succeeded for user
"cse' from 171.68.118.100/12 00 to 9.9.9.25/23

(pi x) 302001: Built TCP connection 5 for faddr
9.9.9.25/23 gaddr 9.9.9.10/12 00
| addr 171.68.118. 100/ 1200 (cse)

(server start account) Sun Nov 8 16:31:10 1998
rtp- pi necone. rtp.cisco.comcse

Pl X 171.68.118.100 start task_i d=0x3 foreign_i p=9.9.9. 25
| ocal _i p=171. 68. 118. 100 cnd=t el net

HTRSSFARBIITHFS , BRLIECSE , afikZl | RSHFE RTelnet A Efi, MRAF=
HERRIENS —ERBFHTFNS—IPC) , #H , IREAXLXFREZNELA RS F[IRIZR
FRXEFBRARE) , EEHRSRIEL,

AP &N TelnetRFTPALSEBREN , RAERH(EL+2HBE)

pi x) 302002: Teardown TCP connection 5 faddr

9.9.9.25/80 gaddr 9.9.9.10/128

1 laddr 171.68.118.100/1281 duration 0:00: 00
bytes 1907 (cse)

(server stop account) Sun Nov 8 16:41:17 1998
rtp- pi necone.rtp. ci sco.com cse

Pl X 171.68.118. 100 stop task_i d=0x3 foreign_i p=9.9.9.25
| ocal _i p=171. 68. 118. 100

cmd=t el net el apsed_time=5 bytes_i n=98 bytes_out =36

FituauthB B N0 (BEEXINLE)HEXE(FuauthfiE] , —XNEEEFHEEN ) ), 8- MEHY
R RiCFHBEE,

HTTPITAERE# R TN AT, FTEHTTPRYRA



AP B@EPIXM171.68.118.1005% % £]9.9.9.25 :

(pix) 109001: Auth start for user '???" from
171.68.118. 100/ 1281 to 9.9.9.25 /80
(pix) 109011: Authen Session Start: user 'cse', Sid 5
(pi x) 109005: Authentication succeeded for user
"cse' from 171.68.118.100/12 81 to 9.9.9.25/80
(pix) 302001: Built TCP connection 5 for faddr
9.9.9.25/80 gaddr 9.9.9.10/12 81 | addr
171.68.118. 100/ 1281 (cse)
(server start account) Sun Nov 8 16:35:34 1998
rtp- pi necone.rtp.cisco.comcse
Pl X 171.68.118. 100 start task_i d=0x9 foreign_ip=9.9.9.25
| ocal _i p=171. 68.118. 100 cnd=http
(pi x) 302002: Teardown TCP connection 5 faddr
9.9.9.25/80 gaddr 9.9.9.10/128
1 laddr 171.68.118.100/1281 duration 0:00: 00
bytes 1907 (cse)
(server stop account) Sun Nov 8 16:35.35 1998
rtp-pi necone.rtp.cisco .comcse
Pl X 171.68.118. 100 stop task_i d=0x9 foreign_ip =9.9.9.25
I ocal _i p=171.68. 118. 100 cnd=http el apsed_ti me=0
bytes_ i n=1907 bytes_out =223

AP RTHAIMRT,

FF 18 F 4K M 1E16:35:34 F11£16:35:35M KR IE1EFK, X TEHA T —®itEENEFBMLIEIESR
ZENNBETRE—®), EAFFEEMAN , AF2ANARIEMNG , EZREMARITI ? Tek.
max-sessionsD}, view logged-in usersEXERE T ? T, RAHTTPHYZE BR8] (“Z& 3" F“H7 i

"2 B E) AR, FFRMEFELEERS®, RRiERKER , HIUSEFBREZFIEREL LIRS, B8
FRAE LR FRIEXN B EN RS BFuauthR BN EMROINERE, B2 , BT HTTP EEN
AR, NEEFERARAKSEETEEEERXNAF,

Xt PIX B & 3T H 5 A

KifTelnet (IHTTP , FTP)REM AR ITHEEEETETPIX. RiETelnetXYPIXITE , FRARKIE

tel net 10.31.1.5 255. 255. 255. 255 passwd ww

REERMNGTRIDZEEZIIPIXHAF

aaa aut hentication tel net consol e Aut hl nbound
HAPERBEEFIPIXE , BRTAMAZTEEFREBWW), PIXtEiERTACACS+5RADIUSH
BNEE, EXMERT , BREHAAuthinboundfRS5 885K , PIXIERTACACS+AF & MEZL,

MRBESB/RERE |, BEBIHAAFBOPIXIFRPIX , RAEENZE(FTRMADERNIFNBD
Yo EALUTEGS :

aaa aut hentication enabl e consol e Aut hl nbound
RAAPWAKIEETACACSEHRADIUSERSGBHBMNAFBMERB, EXMERT , BRAEA
AuthlnboundRS588%1%K , PIXiERTACACS+AF BB,

BT ERAINE FRE5FFINE FRa8MEE , RiRAF JUBETACACSHRADIUSE FPIX , FB
MBI RAMEBEA S E/58 , BETACACSZHRADIUSE A, LthiE#&E 5 A Cisco Bug ID


//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdm47044

CSCdm47044 (AXFRSEMAF).

MRIRS IR ERFE |, BEEE I A AP B IEEJFREFEEHPIXA RPIXENE R MMPIX (FTi M
R B ER), MRenable password R EPIXWEEH , FHMAPIXERBFE , HIREFR,
MREBENFBRE , ERTHE , FBREREFTEHFWHEEFD,

EXAFFRNRET

MREBRT :

aut h- prompt PI X_PI X_PI X

BEPIXWAF BRI A TIRF

PI X_PI X_PI X [at which point one would enter the usernane]
Password: [at which point one would enter the password]

ESELENNENE  AFLAEIEF,E  HEZE  ENHES RNETRYT., KIERAFEES
PIXWAF , MAEWER PIX WA,

AR BEPIXAITRIEFRERD

B E XA P B B8R I/ K BUE S,

MEyouhBHH :

aut h- pronpt accept "GOOD_AUTH' aut h-prompt reject "BAD AUTH'

RERFBEIPIXEEERB/ANEFNUATIRF

PI X_PI X_PI X
User nane: asjdkl Password: "BAD AUTH' "PI X_PI X_PI X* Usernanme: cse Password: "GOOD_AUTH'

SH 2N G4 B

WIhEE MR T4 , H BRIB 2B Cisco Bug ID CSCdp93492 ({XFREM A F).

Rl HTTP

MRPIXUAWUE SMPIXAEEEINE , REXNBRTRAEETUES , RANKERTUEEAF,
BN,

RiEp R & | B LU EPIXEE FRIMRFC1918 it (EEBM E TAER A | BEXMERN IR

PXEEMHMAERH —M)XREHEELMHTTP . BEGTTUT :

virtual http #. # #.# [warn]

HAPREBLRPIXZHANEHE , FEINE, MREESHEE , APRE—AMERFEES. A
IEXUAUTHR R EI K E R F Y. MU AHRIETR , EEREL HTTP 841524 timeout uauth
BEHRREN 0 ; XBRHTTPEZIIEEN LRSS,

BEHTTPH ¥R H1


//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdm47044
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdp93492
//tools.cisco.com/RPF/register/register.do
http://www.ietf.org/rfc/rfc1918.txt?number=1918
http://www.ietf.org/rfc/rfc1918.txt?number=1918

09 99 99 2
[outside)

99 99 99 1

PIX

‘ 1037175 (Virtual IF 10.317.1.99)

’1[]3’]11
—

Inside

171651181

10.31.1.143

TACACS+
Server
17168118 101

PIX BeEEHL HTTP HiYh :

ip address outside 99.99.99.1 255.255.255.0 ip address inside 10.31.1.75 255.255.255.0 gl oba
(outside) 1 99.99.99.7-99.99.99.10 netnask 255.255.255.0 tineout uauth 01: 00: 00 aaa

aut hentication include http outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthQutbound aaa-server
RADI US protocol radius aaa-server AuthCutbound protocol radius aaa-server AuthQutbound (inside)
host 171.68.118.101 cisco tineout 5 virtual http 10.31.1.99

E#l Telnet

BOEPIXEIEFFE AWMU R ATRERY , BEREFAR—NFRZE , AN —£l , Bl | %8
BZMEIE, HERHRFSHFNEF S IRIEBEBIPIXERE , SAMEREEIPIXEIER , TTE AU
LAIPIXR S B B R HE S A

109013: User nust authenticate before using
this service

109009: Aut horization denied from 171. 68.118. 106/ 49
to 9.9.9.10/ 11094 (not aut henti cat ed)

AR, MRALEEERIFEHRRS |, X LR Avirtual telnet@g $#1T. SR FRIEX £ SIE
T&Telnethi&tho EHRIUF LT ﬁ%ﬂﬁ&‘E’L}leTU\i‘iEﬁ-Hﬁ&%ﬁ



EAFF | IBFLETCPIRO49HREMINEBEN09.99.99 25 BN ZBEN171.68.118.106, H 7 A
B R#¥Cauthenticatable , #Fi& Evirtual telnet, virtual telnet , % B —HXWES, XBE |
99.99.99.20f1171.68.118.20 2 FE#\ th 11t .

Bl Telnet A¥4
99.99.99 7
[outside)
99 99.99 1
Virtual IP 99.99.99 20
PIX
103111 ‘ 10.31.1.75
Insid
171 65.118.1 ns1de
TACACS + Server 171.68.118.106

171.68. 118101

AMPIXKE B ENZESR T

ip address outside 99.99.99.1 255.255.255.0 ip address inside 10.31.1.75 255.255.255.0 static

(i nside, outside) 99.99.99.20 171. 68.118. 20 net mask 255. 255.255.255 0 0 static (inside,outside)
99.99.99.30 171.68.118. 106 netmask 255.255.255.255 0 0 conduit permt tcp host 99.99.99.20 eq
telnet any conduit permit tcp host 99.99.99.30 eq tacacs any aaa-server TACACS+ protocol tacacs+
aaa-server |ncom ng protocol tacacs+ aaa-server Inconming (inside) host 171.68.118.101 cisco

ti meout 5 aaa authentication include telnet inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa
aut henti cation include tcp/49 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng virtual telnet
99.99.99. 20

PIXi& i £l Telnet A 35

99.99.99.21 A PP A AUE T L AE B R B KR IR EPIXAY99.99.99.203 1t :

109001: Auth start for user '???" from



99.99.99. 2/ 22530 to 171.68.118.20/23
109011: Authen Session Start: user 'cse', Sid 13
109005: Aut hentication succeeded for user

'cse' from 171.68.118.20/23 to

99. 99. 99. 2/ 22530 on interface outside

ERIN#ITHEHRIEZE , show vauth S E AP EITEREEBRBEE R

pi xfirewal | # show uauth Current Mdst Seen Authenticated Users 1 2 Authen In Progress 0 1 user
‘cse' at 99.99.99.2, authenticated absolute tinmeout: 0:05:00 inactivity tineout: 0:00:00

HE , %7£99.99.99. 2M 18R ERETCP/AIKRERZE1E171.68.118.106

302001: Built inbound TCP connection 16
for faddr 99.99.99.2/11054 gaddr
99.99.99.30/49 | addr 171.68.118.106/49 (cse)

VR BT SAAAN 0

aaa aut horization include tcp/49 inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound
Hit , BTCPAGREBIPIXZE R , PIXERERNEREIRSSE

109007: Authorization permtted for user 'cse'
from 99.99.99.2/11057 to 171.68.118. 106/ 49
on interface outside

HETACACS+RSKE e L , IHWEBERWMT :

servi ce=shel |
cmd=t cp/ 49
cnd- arg=171. 68. 118. 106

Bl Telnet H¥k

RINBERTEANBWEREAY , REBRANTFREMUTelnetHWERARHEN, EULT RO |
10.31.1.500 A EFEY A I fE B R 2 E#£199.99.99.30 B Wi TelnetiEZ I BEH ., —BRIF |
TCPEIEHM10.31.1.50 2 FF£99.99.99. 2K R 5535 :



99 99992
[utside)

99 99 99 1

Yirtual IFP 99.99 99 .30)
PIX

103111 1031175

171651181 Inside

TACACS+ Server

171.63.118.101 1031150

PIX B EE# Telnet ¥ :

i p address outside 99.99.99.1 255.255.255.0 ip address inside 10.31.1.75 255.255. 255. 0 gl obal
(outside) 1 99.99.99.7-99.99.99.10 netnmask 255.255.255.0 tinmeout uauth 0:05: 00 absol ute aaa-
server RADI US protocol radius aaa-server AuthQutbound protocol radius aaa-server AuthCQutbound
(inside) host 171.68.118.101 cisco tinmeout 5 aaa authentication include telnet outbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 AuthQutbound aaa authentication include tcp/49 outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 AuthQutbound virtual telnet 99.99.99.30

X . FRIXERADIUS , ZEE,

PIX @i Telnet H¥4 :

109001: Auth start for user '???" from 10.31.1.50/11034
to 99.99.99. 30/ 23

109011: Authen Session Start: user 'pixuser', Sid 16

109005: Authentication succeeded for user 'pixuser'
from 10. 31.1.50/11034 to 99.99.99.30/23 on interface
i nsi de

302001: Built outbound TCP connection 18 for faddr
99. 99. 99. 2/ 49 gaddr 99.99.99.8/11036 | addr
10. 31. 1. 50/ 11036 (pi xuser)

302002: Teardown TCP connection 18 faddr 99.99.99. 2/49



gaddr 99.99.99.8/11036 | addr 10.31.1.50/11036
duration 0:00: 02 bytes 0 (pixuser)

Bl Telnet 344

MHAPIEEERIETelnet IPH#b3EE! , show uauth@s ¥ & R 18uauth, MMRAFERFLERE
£ , BN SEERE , éﬁﬁuauthETmTH’JETlEﬂ i EEBZEERIE M Telnet IPH#E 1L
0 ‘_‘_‘{V.fﬁfﬁ'ﬁélﬁo

EF—BILLE -

pi x3# show uauth Current Mst Seen Authenticated Users 1 2 Authen In Progress O 1 user
' pi xuser' at 10.31.1.50, authenticated absolute tineout: 0:05:00 inactivity tineout: 0:00:00
pi x3# 109001: Auth start for user 'pixuser' from 10.31.1.50/11038 to 99.99.99. 30/ 23 109005:
Aut henti cati on succeeded for user 'pixuser' from 10.31.1.50/11038 to 99.99.99.30/23 on interface
i nsi de

HEE RIS (BN AL B K@K B <)

pi x3# show uauth Current Most Seen Authenticated Users O 2 Authen In Progress 0 1

i O 4%

TR im0 SeE A (R ELTCP/30- 100) #n Rvirtual telnetEPIXMTERE Ew OBEHN , —B AT
FF Bvirtual telnet , PIX[ABtcp/30-10085 B X TACACS+ARSS 22 XY -

3

static (inside,outside) 99.99.99.75 10.31.1.50 netmask 255.255.255.255 0 0 conduit permt tcp
host 99.99.99.75 host 99.99.99.2 static (inside,outside) 99.99.99.75 10.31. 1. 50 net mask
255.255.255.255 0 0 virtual telnet 99.99.99.75 aaa authentication include any inbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound aaa authorization include tcp/30-100 inbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 Authlnbound virtual telnet 99.99.99. 30

TACACS+RREHFIRSRRER :

user = anyone {
I ogin = cleartext "anyone"
cnd = tcp/ 30-100 {
permt 10.31.1.50
}

Fil A Aaa accountingBRHTTP, FTP#ITelnetz 4

EHR TN virtual teinet AT AT TCPAIREF ENEMKXEE , BIIRERMNBELNZE
, Rt EA4b R -

aaa accounting include any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound

SHZHITRICFKBEDR |, SHtcp/dIREBL BT (L RHIRMTACACS+E FH M)

Sun Feb 27 05:24:44 2000 10.31.1.75 cse PI X
99.99.99.2 start task_i d=0x14 foreign_ip=99.99.99.2 |ocal _ip=171.68.118. 106
crmd=t cp/ 49

¥ B IAE (Xauth)




THIEE

- B IEFERAZA Xauth B Cisco ££ PIX B AsE#E O FAY IPSec fEiE
. £Cisco Secure PIXBE X iEF —VPNE P2 B IPSecEY BIAIEH

DMZ R IAE

ERIEEMN—IDMZEONAFIN , BHEFPIXRIEEEREONRE, ERINVPIXZHRE :

| east secure
Pl X outside (security0) =1.1.1.1

pix/intf4 (DMZ - security20) = 4.4.4.4 & device 4.4.4.2

pix/intf5 (DMZ - security25) 5.5.5.5 & device 5.5.5.8
(static to 4.4.4.15)
Pl X i nside (securityl00) = 10.31.1.47

nost secure

L]

Cutside
1.1.1.1

Inside
1031147

2558

PIX % i

RAVER A pix/intf4 M pix/intf5 Z [E] B TelnetR £ :

nanei f ethernet0 outside security0 nanmeif ethernetl inside securityl00 (nameif ethernet2
pix/intf2 securityl0 naneif ethernet3 pix/intf3 securityl5) naneif ethernet4 pix/intf4
security20 nameif ethernet5 pix/intf5 security25 ip address outside 1.1.1.1 255.255.255.0 ip
address inside 10.31.1.47 255.255.255.0 (ip address pix/intf2 127.0.0.1 255.255.255.255 ip


//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a0080094840.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_configuration_example09186a0080094cea.shtml

addr ess
addr ess

255. 255.
255. 255.
255. 255.

tacacs+

pi x/intf3 127.0.0.1 255.255.255.255) ip address pix/intf4 4.4, 4.4 255.255.255.0 ip
pix/intf5 5.5.5.5 255. 255. 255. 0 static (pix/intf5,pix/intfd4) 4.4.4.15 5.5.5.8 net nask
255.255 0 0 aaa authentication telnet pix/intf4 5.5.5.0 255.255.255.0 4.4.4.0

255. 0 Aut hl nbound aaa authentication telnet pix/intf5 5.5.5.0 255.255.255.0 4.4.4.0
255. 0 Aut hl nbound aaa-server TACACS+ protocol tacacs+ aaa-server Authlnbound protocol
aaa- server Aut hl nbound (inside) host 171.68.118.101 cisco tineout 5

Xauth itk

7 R sysopt connection permit-ipsecii © , T Esysopt ipsec pl-compatibleds & , £ 5Xauth#y
PIXECE , INANTCPER , EERTRICMPHEUDPRE K.

HXER

- PIX P R X WA

. PX i pSE
. RADIUS X#& .

- #RFf# (RFC)

. Cisco Secure UNIX Z# R

. Cisco Secure ACS for Windows R

- BAREZ ¥ - Cisco Systems
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