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Metwork 198.51.100.0

Host
10.0.0.2

Host A
198.51.100.2

Network
10.%.%.%

inside 10.0.0.1

ASA

outside
209.165.201.2

Internet Router
209.165.201.1

Internet

FEARRGIF | ISP ANBEE RRAEM 209.165.201.1 El 209.165.201.30 Ky IP itk
209.165.201.0/27, MFEEERIRE 7 EL209.165.201.1%F 72 B Bk I 3% FH 25 #Y A 55 4% O 7
209.165.201.23FASARY A ERE2 A6

MEEERCRXRECE MU DEBIML , 198.51.100.0/24 , A BEFERAXEMuE R T R BB

—Y T, RAMMIELEER it , XETFEFEREMibit ik, B2 , HIEEHEIE

10.0.0.0/8 Mt , Rt FEEFKGRMuE ( R RRIE RFC 1918 |, 10.xxx — NI EEHI
HEZEE ) o

NTENEEMERTT , MEEERMAEASAREEEARMINATEGN —N2FHit

gl obal (outside) 1 209.165.201. 3-209. 165. 201. 30 net mask 255. 255. 255. 224
nat (inside) 1 10.0.0.0 255.0.0.0 0 O

LB B AR B I R 2 R b3k M 198.51.100.0/24ME W . ©E24F 10.0.0.0/8 MILE B IR 1b 1t 55
R M 209.165.201.3 | 209.165.201.30 SEEI A H#b ik,


http://www.ietf.org/rfc/rfc1918.txt?number=1918

AR HEA—-NEE NAT RERED B35 - MEORELREM , W EFEMEM nat0
KIRE NAT Bk,

ASAMRZA<8.3F LA L

XREIE,

obj ect network obj-10.0.0.0/8
subnet 10.0.0.0 255.0.0.0

obj ect network obj-198.51.100. 0/ 24
subnet 198.51.100.0 255.255.255.0

obj ect network obj-natted
range 209.165.201.3 209. 165. 201. 30

obj ect network any-1
subnet 0.0.0.0 0.0.0.0

Usi ng the Manual Nat statements:

nat (inside,outside) source static obj-198.51.100.0/24 obj-198.51.100. 0/ 24
destination static any-1 any-1

nat (inside,outside) source dynam c obj-10.0.0.0/8 obj-natted
Using the Auto Nat statenents:

obj ect network obj-10.0.0.0/8

subnet 10.0.0.0 255.0.0.0

nat (inside,outside) dynam c obj-natted

obj ect network obj-198.51.100. 0/ 24

subnet 198.51.100.0 255.255.255.0
nat (inside,outside) static obj-198.51.100.0/24

hE-Z0 2R iubit
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Host
10.0.0.2

Network
10.%.%.%

inside 10.0.0.1

ASA

outside

Internet Router 209.165.201.2

209.165.201.1

Internet

EARBIAR | MEEERFERNE Internet LIEMEY IP sbutSEE., WEEE QLT TE R EE ik
(12F 10.0.0.0/8 SEE R ) i EMitat, MEEERMLFUERR 1P B E R 209.165.201.1
Zl 209.165.201.30 LA K 209.165.200.225 Zl 209.165.200.254, MEEE G AFERA L TS ITIE
B’IE -

obj ect network obj-10.0.0.0/8
subnet 10.0.0.0 255.0.0.0

obj ect network obj-198.51. 100. 0/ 24
subnet 198.51.100.0 255.255.255.0

obj ect network obj-natted
range 209. 165. 201. 3 209. 165. 201. 30

obj ect network any-1
subnet 0.0.0.0 0.0.0.0

Usi ng the Manual Nat statenents:

nat (inside,outside) source static obj-198.51.100.0/24 obj-198.51.100. 0/ 24



destination static any-1 any-1

nat (inside,outside) source dynam c obj-10.0.0.0/8 obj-natted
Using the Auto Nat statenents:

obj ect network obj-10.0.0.0/8

subnet 10.0.0.0 255.0.0.0

nat (inside,outside) dynam c obj-natted

obj ect network obj-198.51.100. 0/ 24

subnet 198.51.100.0 255.255.255.0
nat (inside,outside) static obj-198.51.100.0/24

AE  NATE9HhERATEEMS RIS R, HHEFEEME |, iB9EIFASARRIERN
ERRbut, MRFE | Wi S AU AT AE BAE,

ASAMRZA<8.3F LA L

XREIE,

obj ect network obj-natted
range 209. 165.201. 3 209. 165. 201. 30

obj ect network obj-natted-2
range 209. 165. 200. 225 209. 165. 200. 254

obj ect network any-1
subnet 0.0.0.0 0.0.0.0

Usi ng the Manual Nat statenments:

nat (inside,outside) source dynam c any-1 obj-natted
nat (inside,outside) source dynami c any-1 obj-natted-2

Using the Auto Nat statenents:

obj ect network any-1

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) dynam c obj-natted
obj ect network any-2

subnet 0.0.0.0 0.0.0.0
nat (inside, outside) dynam c obj-natted-2

RE-BENATHPATES



Host
10.0.0.2

inside 10.0.0.1

outside
209.165.201.2
Internet Router

209.165.201.1 198.51.100.0/24

Internet

EATRHIR | ISP AMKEE RIRM T M 209.165.201.1 T 209.165.201.30 By tb it So/E |, 42T
A, MEEEEFREMF209.165.201.17F B Bk W 3% 85 A9 N P42 O #1209.165.201. 27 ASAHY A 5B
O, FTHM 209.165.201.3 3 209.165.201.30 Z A K #bat AT T NAT b, AT, MEEEES
HETE , B, BBEIREHEASARI28 M A ., MEEERREEH 209.165.201.30 HIFHIE
A PAT it | MEZANAFP A LERNEZE—Mdr,

XL SIERASABE 27NN EB A F #9209.165.201.29%:#:%4209.165.201. 38 R th ik BEFEASAIE]

B, EXEHLARE , REASARBNT209.165.201.30M AT A MG R , BEIHF—E
NATSt 8 i EEAEH 6

AR NAT EARERTEBEMNRLES R, SHEETEEMNE , LiFIEIFASAKKRAER
R, MRFE , o T PRV MBI AT SAE B4,

ASARRZ<8.3F LA L



XREE.

Usi ng the Manual Nat statenments:
obj ect network any-1
subnet 0.0.0.0 0.0.0.0

obj ect network obj-natted
range 209. 165.201. 3 209. 165. 201. 30

obj ect network obj-natted-2
subnet 209.165.201. 30 255. 255. 255. 224

nat (inside,outside) source dynanmic 0.0.0.0/0 obj-natted
nat (inside,outside) source dynamc 0.0.0.0/0 obj-natted-2

Using the Auto Nat statenents:

obj ect network any-1

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) dynam c obj-natted
obj ect network any-2

subnet 0.0.0.0 0.0.0.0
nat (inside, outside) dynanm c obj-natted-2
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Host
10.0.0.2

inside 10.0.0.1

outside
209.165.201.2
Internet Router

209.165.201.1 198.51.100.0/24

Internet

EARREIFR | ISP BRXANMEEIERZIEM T M 209.165.201.1 F 209.165.201.30 By tbutSEE . PILE
EEERAE D E209.165.201.13% 72 B Bk I 2% 1 23 1Y A 5842 0 $1209.165.201 . 23T ASAR A ER 82 0O,

BE K EiFEh  BS—1EH LAN MR TF Internet BB Z 5. XA IMNMEFNENAEE
BER, MEEEBERATAESRESRH BTN, MEEERANMAEZEETN Internet B EIRFIE
PR P #9E b L (10.0.0.0/8).

WE B R SR 3 5910.0.0.0/8F0 B By b 11t 49 FRLE 3 31F 79 198.51.100.0/24, EHIMMFIERE
B TR b 1 4R F 2R 1L M 10.0.0.0/8 P £& 9 A ZR A1 5E TE 9 1E 4 1 7 BR198.51.100.0/24 2 A EIMNSE E
209.165.201.389 — Nt 1k @353 209.165.201.30,

WMRIEB/RE Cisco IRE MY write terminal s THY i , MAILMERA G TRHBEEFTE ({XRE
MAE ) o

ASARRZ<8.3F LA L


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

XEEE,
Usi ng the Manual Nat statenments:

obj ect network obj-10.0.0.0/8
subnet 10.0.0.0 255.0.0.0

obj ect network obj-198.51.100. 0/ 24
subnet 198.51.100. 0 255. 255.255.0

obj ect network obj-natted
range 209. 165.201. 3 209. 165. 201. 30

nat (inside,outside) source static obj-10.0.0.0/8 obj-10.0.0.0/8 destination
static obj-198.51.100.0/24 obj-198.51.100. 0/ 24

nat (inside,outside) source dynam c obj-10.0.0.0/8 obj-natted

Using the Auto Nat statenents:

obj ect network obj-natted

range 209. 165.201. 3 209. 165. 201. 30

nat (inside,outside) source static obj-10.0.0.0/8 obj-10.0.0.0/8 destination
static obj-198.51.100.0/24 obj-198.51. 100. 0/ 24

obj ect network obj-10.0.0.0/8

subnet 10.0.0.0 255.0.0.0
nat (inside,outside) dynam c obj-natted

Bl -5 68 A SR BENAT
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Host
10.0.0.2

Network
10.%.%.%

inside 10.0.0.1

ASA

outside

Internet Router 209.165.201.2

209.165.201.1

Internet

HIEXS 0 BASNKEM NAT ID B & fE A5 B 5= M nat command B , B4 /5 ASKEE NAT,

REE NAT AT EBIEFRSIRPEER LM BRI (HiwO ) |, FRRERTH IR A i
HE. BM NAT NEARMIE RO, K NAT EatHERRM B ARttt /iw0O,

AR BR'NAT ®BR"(nat 0 access-list) AR FTE NAT KB FHZFHE NAT,. ARimOEE
EZR , NATRBFERHREERACL)RN TIRBI A |, BERESRENATEF TR,

EFARRE NAT , BRI L KFRRE — At b it 9 NAT = static 158 ( RER/5% O B #r/i% O 4H
ENTERFEARK K ). AT, EULUNTRN £ 1 ut T EEANR/ O M B FRE O X,

EARREGS  MEEEREERNHKO 80 (Web) FiwO 23 (Telnet) IREXS B4R IP ik 172.30.1.11
KiFE PR | EXERAFENTER IP it E R R, £H209.165.201.3 , LWebH
209.165.201 489 R b1t F A Telnet , 3 B4 FIE N EBibut |, 7£10.0.0.0/858H. MEEER
AEAL T R SHITLIIRE -

Usi ng the Manual Nat statenments:



obj ect network obj-10.0.0.0/8
subnet 10.0.0.0 255.0.0.0

obj ect network obj-198.51.100. 0/ 24
subnet 198.51.100.0 255.255.255.0

obj ect network obj-natted
range 209.165.201.3 209. 165. 201. 30

nat (inside,outside) source static obj-10.0.0.0/8 obj-10.0.0.0/8 destination
static obj-198.51.100. 0/ 24 obj-198.51. 100. 0/ 24

nat (inside,outside) source dynam c obj-10.0.0.0/8 obj-natted

Using the Auto Nat statenents:

obj ect network obj-natted

range 209.165.201.3 209. 165. 201. 30

nat (inside,outside) source static obj-10.0.0.0/8 obj-10.0.0.0/8 destination
static obj-198.51.100.0/24 obj-198.51. 100. 0/ 24

obj ect network obj-10.0.0.0/8

subnet 10.0.0.0 255.0.0.0
nat (inside,outside) dynam c obj-natted

ASAMRZA<8.3F LA L

XEEIE,
Usi ng the Manual Nat statenments:

obj ect network obj-10.0.0.0/8
subnet 10.0.0.0 255.0.0.0

obj ect network obj-172.30.1.11
host 172.30.1.11

obj ect network obj-209.165.201. 3
host 209. 165. 201. 3

obj ect network obj-209.165. 201. 4
host 209. 165. 201. 4

obj ect service obj-23
service tcp destination eq tel net

obj ect service obj-80
service tcp destination eq tel net

nat (inside,outside) source dynam c obj-10.0.0.0/8 obj-209.165.201. 3 destination

static obj-172.30.1.11 obj-172.30.1.11 service obj-80 obj-80

nat (inside,outside) source dynam c obj-10.0.0.0/8 obj-209.165.201. 4 destination

static obj-172.30.1.11 obj-172.30.1.11 service obj-23 obj-23

AE  XTNATHPATHE BN E ZE BHEASARAES.4 , ZEEFEEXTNAT,
XTIHRISIRNEENEZFEEREASARAES.AH , ZFEXTHRIERNES.



//www.cisco.com/en/US/docs/security/asa/asa83/configuration/guide/nat_overview.html
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B

WEBE 5N RERAIHTTPIE R MYk, R B AEHE198.51.100. 1008 —MAR . MREEREK
ThEY , T —EB5 K9 % H1EASA CLIBEE o

E

ASA(config)# show connection address 10.0.0.2

16 in use, 19 nost used

TCP out side 198.51.100. 100: 80 i nside 10.0.0.2:57431, idle 0:00:06, bytes 9137,
flags U O

ASARIRFSPr K1 , FF EMWebBRSS SR EERIRR AT L —SBIPXE , BAERNEEER
Bl — &£, PCRERSEFENREESE XERYT , THEAZEREOACL,

EL— 1Mt , IEOMNESRET 731198.51.100. 100 =LA EEAEREO, LEKEA
TCPIMYEBIMBEREAY, EEREEREZENYHIRS, X TESERESNESEETUE
ASA TCPE#EREKE,

Syslog

ASA(config)# show log | in 10.0.0.2

Jun 28 2014 11:31:23: %ASA-6-305011: Built dynamic TCP translation frominside
10.0.0. 2/ 57431 to outside: 209. 165. 201. 3/ 57431

Jun 28 2014 11:31:23: 9%ASA-6-302013: Built outbound TCP connection 2921 for outside
198. 51. 100. 100/ 80 (198.51.100.100/80) to inside:10.0.0.2/57431 (209.165.201. 3/57431)

ASAPBR KB 7E IE B R VERT £ X Syslog. SyslogERBERERAEE BN TR, WHE REERE
R A K FSyslog , REBEM EKI,

EAHIR , BEKBFSysloge F—RBRANBTHBH XBEL THIR | B3l — M BTCPH
B (PAT), SREMNERBEMINETED , ©ERRIPHiE MmO MERFAIPHiE MmO,

58 —SyslogRHA XIBHE R MR ENRENERRERY TEREFFIRMRSEF M. WREHA
BREN THEREZERE K FEENHOERZIL T WEZRRLY RN — A eNIREE)y 62
, BERBASERRANBESEERELT. RMEFIEFREEN —NREREELHRTHAER
B —MERMBIEZZEIE TiEE,

NAT## (Xlate)

ASA(config)# show x|l ate local 10.0.0.2

3 lin use, 810 nost used

Flags: D - DNS, e - extended, | - identity, i - dynamic, r - portmap,

s - static, T - twice, N - net-to-net

TCP PAT frominside: 10.0.0.2/58799 to outside: 209. 165. 201. 3/57431 flags ri idle
0:12: 22 tinmeout 0:00:30

ERHEE -2 , PATEEN THEALINIPHuUTI S ATREANEERMNIt, 7 THIAX
it gl | BeER Bxlate (3#R)K, show xlatewn & , Y EXRMXBFANABEVNIPHUES
, ERFTERBUEERRRENZEN. L MREHERENERFMARBED 2B ENZHE
BAUMEGR, AFEVIPALGOEIE3I10.165.200.2261b 1t B E.


//www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/113602-ptn-113602.html

REFET , B, RPRREFEMportmap, X T FEKINATE BN E ZEE AT MAEXTNATH

ERHE.

B B B PR

B AR B X L B AR HERRE R
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