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CiscoSecure UNIX TACACS [RE AR

BB EPIX IPH#tE , HEE SV E FCSU.cfg X 44,

user = ddunlap {
password = clear "rtp"
default service = permt

}

user = can_only_do_telnet {
password = clear "tel netonly"
service = shell {

cnmd = telnet {

permt .*

}

}

}

user = can_only _do ftp {
password = clear "ftponly"
service = shell {

cmd = ftp {

permt .*

}

}

}

user = httponly {

password = clear "httponly"
service = shell {

cmd = http {

permt .*

}

}

}

CiscoSecure UNIX RADIUS R Rl

EAEHNETAF REGUN)RIPIX IPFM 44 A RS 27 (NAS) SR EF R,

user =adm nuser {
radi us=Ci sco {
check_itens= {
2="all"



}
reply_attributes= {

6=6
}
}

CiscoSecure NT 2.x RADIUS

A THXLESER,
1. ¥£ User Setup GUI 2 EE LS
2. 1£ Group Setup GUI 45 , FE % 6 (Service-Type) i%EH Login % Administrative,
3. £ NAS Configuration GUI | 310 PIX IP,

EasyACS TACACS+

EasyACSIM iR i% &

1. 1E4A &R0 2 T Shell exec ( 121t EXEC XFR ) -

2. BEEPIX ERMIFTN |, BEEAE LMK % HDeny unmatched IOSHF -

3. M EEARFNENSS (W, Telnet ) , %1F Add/Edit new 5

4. MREFLEAFNFEL [T Telnet , BESHI 5 M permit # 4.4 # XA IP, EAWF
TelnetBEAN G , EHAWRERIIHNSH.

5. mBETHNETTMR.

6. AN BMNAYNGS (HlM0 , Telnet, HTTP /=L FTP ) TS 1 E 5,

7. FENAS Configuration GUIER % R I0PIX IP,

CiscoSecure 2.x TACACS+

FF T 1E GUI B9 User Setup o BB O S,

1. EHE D , B EShell exec (FFEEXECHIR).

2. ERMBNEIPIX , FHERINKEE HHELEFEERIOSES.

3 HREBERFHENRS (HIM, Telnet) , 3% Add/Edit.

4. MRFBFLAFRNBER[LHIT Telnet , BESHSEPBA TR IP ( Hl0 |, “permit
1.2.3.4") , EfFTenetFI BN , 2 AFMERIIHNSH.

5. mBETHELREMR.

6. HN BN AGFWGS (0, Telnet, HTTP = FTP ) H1THE 1 & 5,

7. FENAS Configuration GUIER % FI0PIX IP,

Livingston RADIUS RS2SR B

ANINPIX IPFN 2% BL4E 7 P o S o

adm nuser Password="all"
User - Servi ce- Type = Shel | - User

Merit RADIUS BRSSESil B

ABIPIX IPFN 23 BL4R & P i S04



adm nuser Password="al | "
Servi ce- Type = Shel | - User

TACACS+ R R4 iRF el =

key = "cisco"

user = admi nuser {
login = cleartext "all"
default service = permt

}

user = can_only_do_telnet {
login = cleartext "tel netonly"
cmd = tel net {

permt .*

}

}

user = httponly {
login = cleartext "httponly"

cmd = http {
permt .*

}

}

user = can_only_do _ftp {
login = cleartext "ftponly"

cmd = ftp {
permt .*

}

}

iR

- EERPIXBEERMSG AR, RIS (AAA) ZBIBER. WRETE IR Z |7
RBEBIBER , BUEETREIITZRET.

- BAPX AW EFEIEE : TNZESRME RS L £ logging console debugging 5. B BAfE
Fllogging buffered debuggingiE ©. T LUK show logging =X logging @+ #Y % i & X F Syslog
REEBEHHBITRE,

- Y112 @R ITF A TACACS+ERADIUSHR S 88, FTE BRSS 85 LLiE T,

PR 4 P



Outside:

11111115
EEEERERE
Imside: | 10.31.1.150
110.31.1.1 2
17168118 1 103115

|1?1.68.1’18.1D1

Tacacs Server

17165 118115

Fadius Server

PIX & E

pi x-5# wite termna
Bui | di ng configuration...
. Saved

Pl X Version 4.4(1)

nanmei f ethernet0 outside securityO
nanmei f ethernetl inside securityl00
namei f ethernet2 pix/intf2 securityl0
namei f ethernet3 pix/intf3 securityl5
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFnbNI dI . 2KYQU encrypt ed
host nanme pi x-5

fixup protocol ftp 21

fixup protocol http 80

fixup protocol sntp 25

fixup protocol h323 1720




fixup protocol rsh 514

fixup protocol sqglnet 1521

names

pager lines 24

no | oggi ng tinestanp

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

logging facility 20

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto

interface ethernet3 auto

ntu outside 1500

ntu inside 1500

nu pix/intf2 1500

ntu pix/intf3 1500

i p address outside 11.11.11.1 255.255.255.0

i p address inside 10.31.1.150 255.255.255.0
ip address pix/intf2 127.0.0.1 255. 255. 255. 255
ip address pix/intf3 127.0.0.1 255.255. 255. 255
no fail over

failover tineout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2
failover ip address pix/intf3
arp tineout 14400

gl obal (outside) 1 11.11.11.10-11.11.11.14 netnask
255. 255. 255. 0

static (inside,outside) 11.11.11.20 171.68.118.115
net mask 255.255.255.255 0 0

static (inside,outside) 11.11.11.21 171.68.118.101
net mask 255.255.255.255 0 0

static (inside,outside) 11.11.11.22 10.31.1.5 netmask
255.255.255.255 0 0

conduit permit icnp any any

conduit permt tcp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

no rip pix/intf2 passive

no rip pix/intf2 default

no rip pix/intf3 passive

no rip pix/intf3 default

route inside 0.0.0.0 0.0.0.0 10.31.1.1 1

tinmeout xlate 3:00:00 conn 1:00: 00 hal f-closed 0:10: 00
udp 0: 02: 00

ti meout rpc 0:10: 00 h323 0:05: 00

ti nmeout uauth 0:00: 00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

0.0.0.0
0.0.0.0

|
I--- For any given list, nmultiple AAA servers can !---
be configured. They will be !--- tried sequentially if
any one of themis down. ! aaa-server Qutgoing protoco
tacacs+ aaa-server Qutgoing (inside) host 171.68.118.101
cisco tinmeout 10 aaa-server |ncomi ng protocol radius
aaa-server |ncomng (inside) host 171.68.118.115 cisco
ti meout 10 aaa authentication ftp outbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing aaa authentication http
out bound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoi ng aaa




aut hentication tel net outbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 Qutgoing aaa authentication ftp inbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa authentication http
i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa

aut hentication tel net inbound 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 Incom ng no snnp-server |ocation no snnp-server
contact snnp-server comunity public no snnp-server
enable traps telnet tinmeout 5 terminal w dth 80

Crypt ochecksum b287a37a676262275a4201cac52399ca : end

PIX ¥ iE i i 7= 5
TR I -
35

"#£10.31.1.50NEBAF EAZ11.11. 111K BBIER , HBEITACACS+HHEWREFLA IR
TACACSHRS85171.68.118. 101 MY IR 28 5 R " ") B T INE, "

A

"FE1111.11.158 SN EB B P A EB10.31.1.5 (11.11.11.22) R BEIET , I EIIRADIUS(A 5T BAE
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PIX i8is - B BWIFRRIh - TACACS+

THHRGERSGRIERIR PIX Fi

pi x-5# wite termna
Bui | di ng configuration...
Saved

Pl X Version 4.4(1)

nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 pix/intf2 securityl0
nanei f ethernet3 pix/intf3 securityl5
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQnbNI dI . 2KYQU encrypt ed
host nane pi x-5

fixup protocol ftp 21

fixup protocol http 80

fixup protocol sntp 25

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sqglnet 1521

names

pager lines 24

no | ogging tinestanp

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

l ogging facility 20

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto



interface ethernet3 auto

ntu outside 1500

ntu inside 1500

nmu pix/intf2 1500

nmu pix/intf3 1500

i p address outside 11.11.11.1 255.255.255.0

i p address inside 10.31.1.150 255.255.255.0

ip address pix/intf2 127.0.0.1 255.255. 255. 255
ip address pix/intf3 127.0.0.1 255. 255. 255. 255
no failover

failover timeout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2
failover ip address pix/intf3
arp timeout 14400

gl obal (outside) 1 11.11.11.10-11.11.11.14 netmask 255.255.255.0

static (inside,outside) 11.11.11.20 171.68.118.115 netmask 255.255.255.255 0 O

static (inside,outside) 11.11.11.21 171.68.118.101 netmask 255.255.255.255 0 0

static (inside,outside) 11.11.11.22 10.31.1.5 netmask 255.255.255.255 0 0

conduit permt icnp any any

conduit pernmit tcp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

no rip pix/intf2 passive

no rip pix/intf2 default

no rip pix/intf3 passive

no rip pix/intf3 default

route inside 0.0.0.0 0.0.0.0 10.31.1.1 1

ti meout xlate 3:00:00 conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00

timeout rpc 0:10:00 h323 0:05: 00

ti meout uauth 0:00: 00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa- server RADI US protocol radius

1

l--- For any given list, nultiple AAA servers can !--- be configured. They will be !--- tried
sequentially if any one of themis down. ! aaa-server CQutgoing protocol tacacs+ aaa-server

Qut goi ng (inside) host 171.68.118.101 cisco timeout 10 aaa-server |Incom ng protocol radius aaa-
server |ncomng (inside) host 171.68.118.115 cisco timeout 10 aaa authentication ftp outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing aaa authentication http outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 Qutgoing aaa authentication telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

Qut goi ng aaa authentication ftp i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa

aut hentication http inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa authentication tel net
i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng no snnp-server |ocation no snnp-server contact
snnp-server comunity public no snnp-server enable traps telnet tineout 5 ternminal width 80
Crypt ochecksum b287a37a676262275a4201cac52399ca : end

PIX ifiR - S ABIFLAW (AFREO0FEIX ) - TACACS+

o O

.0.0.0
.0.0.0

THNRGEREFHRIERMH PIX B (AFERATHEIR ) . AFEINMNAFA/EBES,

ERELTEE : “Error:max number of tries exceeded”,

pi x-5# wite termna
Bui | di ng configuration..
Saved

Pl X Version 4.4(1)

nanei f ethernetO outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 pix/intf2 securityl0



nanei f ethernet3 pix/intf3 securityl5

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encr ypt ed

host nane pi x-5

fixup protocol ftp 21

fixup protocol http 80

fixup protocol snmtp 25

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sqglnet 1521

names

pager lines 24

no | oggi ng tinestanp

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

l ogging facility 20

interface ethernetO auto

interface ethernetl auto

interface ethernet2 auto

interface ethernet3 auto

ntu outside 1500

ntu inside 1500

nmu pix/intf2 1500

nmu pix/intf3 1500

i p address outside 11.11.11.1 255.255.255.0

i p address inside 10.31.1.150 255.255.255.0
ip address pix/intf2 127.0.0.1 255.255. 255. 255
ip address pix/intf3 127.0.0.1 255.255. 255. 255
no fail over

failover timeout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2
failover ip address pix/intf3
arp timeout 14400

gl obal (outside) 1 11.11.11.10-11.11.11.14 netmask 255.255.255.0

static (inside,outside) 11.11.11.20 171.68.118.115 netmask 255.255.255.255 0 0

static (inside,outside) 11.11.11.21 171.68.118.101 netmask 255.255.255.255 0 0

static (inside,outside) 11.11.11.22 10.31.1.5 netmask 255.255.255.255 0 0

conduit permt icnp any any

conduit pernmit tcp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

no rip pix/intf2 passive

no rip pix/intf2 default

no rip pix/intf3 passive

no rip pix/intf3 default

route inside 0.0.0.0 0.0.0.0 10.31.1.1 1

ti meout xlate 3:00:00 conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00

timeout rpc 0:10:00 h323 0:05: 00

ti meout uauth 0:00: 00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa- server RADI US protocol radius

1

l--- For any given list, nultiple AAA servers can !--- be configured. They will be !--- tried
sequentially if any one of themis down. ! aaa-server CQutgoing protocol tacacs+ aaa-server
Qut goi ng (inside) host 171.68.118.101 cisco timeout 10 aaa-server |Incom ng protocol radius aaa-
server | ncomng (inside) host 171.68.118.115 cisco timeout 10 aaa authentication ftp outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing aaa authentication http outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 Qutgoing aaa authentication telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

o O

.0.0.0
.0.0.0



Qut goi ng aaa authentication ftp i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa

aut hentication http inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa authentication tel net
i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng no snnp-server |ocation no snnp-server contact
snnp-server comunity public no snnp-server enable traps telnet tineout 5 ternminal width 80
Crypt ochecksum b287a37a676262275a4201cac52399ca : end

PIX ifis - AL Ping & , {B R T AL - TACACS+

TR RHIERT AEPIXEN ATPINGERSZ EZHWPIXIER. BFRFEXAFR , BPIXN\TRARIZE
(X 27 Telnet L),

pi x-5# wite termna
Bui | di ng configuration..
Saved

Pl X Version 4.4(1)

nanei f ethernetO outside security0

nanei f ethernetl inside securityl00

nanei f ethernet2 pix/intf2 securityl0

nanei f ethernet3 pix/intf3 securityl5

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encr ypt ed

host nane pi x-5

fixup protocol ftp 21

fixup protocol http 80

fixup protocol sntp 25

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sqglnet 1521

nanes

pager lines 24

no | oggi ng tinmestanp

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

| ogging facility 20

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto

interface ethernet3 auto

ntu outside 1500

ntu inside 1500

nmu pix/intf2 1500

nmu pix/intf3 1500

i p address outside 11.11.11.1 255.255.255.0

i p address inside 10.31.1.150 255. 255.255.0

ip address pix/intf2 127.0.0.1 255.255. 255. 255
ip address pix/intf3 127.0.0.1 255.255. 255. 255
no failover

failover timeout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2
failover ip address pix/intf3
arp timeout 14400

gl obal (outside) 1 11.11.11.10-11.11.11.14 netmask 255.255.255.0

static (inside,outside) 11.11.11.20 171.68.118.115 netrmask 255.255.255.255 0 0
static (inside,outside) 11.11.11.21 171.68.118.101 netrmask 255.255.255.255 0 0
static (inside,outside) 11.11.11.22 10.31.1.5 netmask 255.255.255.255 0 0
conduit permt icnp any any

conduit permt tcp any any

o O

.0.0.0
.0.0.0



no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

no rip pix/intf2 passive

no rip pix/intf2 default

no rip pix/intf3 passive

no rip pix/intf3 default

route inside 0.0.0.0 0.0.0.0 10.31.1.1 1

ti meout xlate 3:00:00 conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00

timeout rpc 0:10:00 h323 0:05: 00

ti meout uauth 0:00: 00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa- server RADI US protocol radius

1

l--- For any given list, multiple AAA servers can !--- be configured. They will be !--- tried
sequentially if any one of themis down. ! aaa-server CQutgoing protocol tacacs+ aaa-server

Qut goi ng (inside) host 171.68.118.101 cisco timeout 10 aaa-server |Incom ng protocol radius aaa-
server | ncomng (inside) host 171.68.118.115 cisco timeout 10 aaa authentication ftp outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing aaa authentication http outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 Qutgoing aaa authentication telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
Qut goi ng aaa authentication ftp i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa

aut hentication http inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa authentication tel net
i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng no snnp-server |ocation no snnp-server contact
snnp-server comunity public no snnp-server enable traps telnet tineout 5 ternminal width 80
Crypt ochecksum b287a37a676262275a4201cac52399ca : end

PIX i1 - 8 Ping BB $58% - TACACS+

THHNRGIE RTEE ping BRIRS SR PIX Bid, AP FZE—KXusername., PIX AFSE R A
A% (X2%E Telnet £ ) o ERTEE : “Timeout to TACACS+ server”#l“Error:Max number of
tries exceeded” ( EARBIPHEERIR T hERRSET ) -

pi x-5# wite termna
Bui | di ng configuration..
Saved

Pl X Version 4.4(1)

nanei f ethernetO0 outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 pix/intf2 securityl0
nanei f ethernet3 pix/intf3 securityl5
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encr ypt ed
host nane pi x-5

fixup protocol ftp 21

fixup protocol http 80

fixup protocol sntp 25

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sqlnet 1521

nanes

pager lines 24

no | oggi ng tinmestanp

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

| ogging facility 20

interface ethernetO auto

interface ethernetl auto



interface ethernet2 auto

interface ethernet3 auto

ntu outside 1500

ntu inside 1500

nmu pix/intf2 1500

nmu pix/intf3 1500

i p address outside 11.11.11.1 255.255.255.0

i p address inside 10.31.1.150 255.255.255.0

ip address pix/intf2 127.0.0.1 255.255. 255. 255
ip address pix/intf3 127.0.0.1 255. 255. 255. 255
no failover

failover timeout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2 0.
failover ip address pix/intf3 0.
arp timeout 14400

gl obal (outside) 1 11.11.11.10-11.11.11.14 netmask 255.255.255.0

static (inside,outside) 11.11.11.20 171.68.118.115 netmask 255.255.255.255 0 0

static (inside,outside) 11.11.11.21 171.68.118.101 netmask 255.255.255.255 0 0

static (inside,outside) 11.11.11.22 10.31.1.5 netmask 255.255.255.255 0 0

conduit permt icnp any any

conduit pernmit tcp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

no rip pix/intf2 passive

no rip pix/intf2 default

no rip pix/intf3 passive

no rip pix/intf3 default

route inside 0.0.0.0 0.0.0.0 10.31.1.1 1

ti meout xlate 3:00:00 conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00

timeout rpc 0:10:00 h323 0:05: 00

ti meout uauth 0:00: 00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa- server RADI US protocol radius

1

l--- For any given list, nultiple AAA servers can !--- be configured. They will be !--- tried
sequentially if any one of themis down. ! aaa-server CQutgoing protocol tacacs+ aaa-server

Qut goi ng (inside) host 171.68.118.101 cisco timeout 10 aaa-server |Incom ng protocol radius aaa-
server |ncomng (inside) host 171.68.118.115 cisco timeout 10 aaa authentication ftp outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing aaa authentication http outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 Qutgoing aaa authentication telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

Qut goi ng aaa authentication ftp i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa

aut hentication http inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa authentication tel net
i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng no snnmp-server |ocation no snnp-server contact
snnp-server comunity public no snnp-server enable traps telnet tineout 5 ternminal width 80
Crypt ochecksum b287a37a676262275a4201cac52399ca : end

PIX iR - 5 /Wi - RADIUS

0.0.0
0.0.0

THHRERSGRIERNE PIX Fi

pi x-5# wite termna
Bui | di ng configuration..
Saved

Pl X Version 4.4(1)

nanei f ethernetO outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 pix/intf2 securityl0



nanei f ethernet3 pix/intf3 securityl5

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encr ypt ed

host nane pi x-5

fixup protocol ftp 21

fixup protocol http 80

fixup protocol snmtp 25

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sqglnet 1521

names

pager lines 24

no | oggi ng tinestanp

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

l ogging facility 20

interface ethernetO auto

interface ethernetl auto

interface ethernet2 auto

interface ethernet3 auto

ntu outside 1500

ntu inside 1500

nmu pix/intf2 1500

nmu pix/intf3 1500

i p address outside 11.11.11.1 255.255.255.0

i p address inside 10.31.1.150 255.255.255.0
ip address pix/intf2 127.0.0.1 255.255. 255. 255
ip address pix/intf3 127.0.0.1 255.255. 255. 255
no fail over

failover timeout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2
failover ip address pix/intf3
arp timeout 14400

gl obal (outside) 1 11.11.11.10-11.11.11.14 netmask 255.255.255.0

static (inside,outside) 11.11.11.20 171.68.118.115 netmask 255.255.255.255 0 0

static (inside,outside) 11.11.11.21 171.68.118.101 netmask 255.255.255.255 0 0

static (inside,outside) 11.11.11.22 10.31.1.5 netmask 255.255.255.255 0 0

conduit permt icnp any any

conduit pernmit tcp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

no rip pix/intf2 passive

no rip pix/intf2 default

no rip pix/intf3 passive

no rip pix/intf3 default

route inside 0.0.0.0 0.0.0.0 10.31.1.1 1

ti meout xlate 3:00:00 conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00

timeout rpc 0:10:00 h323 0:05: 00

ti meout uauth 0:00: 00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa- server RADI US protocol radius

1

l--- For any given list, nultiple AAA servers can !--- be configured. They will be !--- tried
sequentially if any one of themis down. ! aaa-server CQutgoing protocol tacacs+ aaa-server
Qut goi ng (inside) host 171.68.118.101 cisco timeout 10 aaa-server |Incom ng protocol radius aaa-
server | ncomng (inside) host 171.68.118.115 cisco timeout 10 aaa authentication ftp outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing aaa authentication http outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 Qutgoing aaa authentication telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

o O

.0.0.0
.0.0.0



Qut goi ng aaa authentication ftp i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa

aut hentication http inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa authentication tel net
i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng no snnp-server |ocation no snnp-server contact
snnp-server comunity public no snnp-server enable traps telnet tineout 5 ternminal width 80
Crypt ochecksum b287a37a676262275a4201cac52399ca : end

PIX ifiR - S HBITFLEN (AFREXO0SEIR ) - RADIUS

TEHNRFIESREHARIEAMN PIX B (AFEROSER ). AFLFIERGARFENO
T, MR=-HZ—RHEIRH , HE“Incorrect password’2 & RIUX, ARG , AR ST ER, LA
B2 2B Bug ID #CSCdm46934,

pi x-5# wite termna
Bui | di ng configuration..
Saved

Pl X Version 4.4(1)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

nanei f ethernet2 pix/intf2 securityl0

nanei f ethernet3 pix/intf3 securityl5

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encr ypt ed

host nane pi x-5

fixup protocol ftp 21

fixup protocol http 80

fixup protocol sntp 25

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sqglnet 1521

nanes

pager lines 24

no | oggi ng tinmestanp

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

| ogging facility 20

interface ethernetO auto

interface ethernetl auto

interface ethernet2 auto

interface ethernet3 auto

ntu outside 1500

ntu inside 1500

nmu pix/intf2 1500

nmu pix/intf3 1500

i p address outside 11.11.11.1 255.255.255.0

i p address inside 10.31.1.150 255. 255.255.0

ip address pix/intf2 127.0.0.1 255.255. 255. 255
ip address pix/intf3 127.0.0.1 255.255. 255. 255
no failover

failover timeout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2
failover ip address pix/intf3
arp timeout 14400

gl obal (outside) 1 11.11.11.10-11.11.11.14 netmask 255.255.255.0

static (inside,outside) 11.11.11.20 171.68.118.115 netrmask 255.255.255.255 0 0
static (inside,outside) 11.11.11.21 171.68.118.101 netrmask 255.255.255.255 0 0
static (inside,outside) 11.11.11.22 10.31.1.5 netmask 255.255.255.255 0 0

o O

.0.0.0
.0.0.0



conduit permt icnp any any

conduit pernmit tcp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

no rip pix/intf2 passive

no rip pix/intf2 default

no rip pix/intf3 passive

no rip pix/intf3 default

route inside 0.0.0.0 0.0.0.0 10.31.1.1 1

ti meout xlate 3:00:00 conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00

timeout rpc 0:10:00 h323 0:05: 00

ti meout uauth 0:00: 00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa- server RADI US protocol radius

1

l--- For any given list, nultiple AAA servers can !--- be configured. They will be !--- tried
sequentially if any one of themis down. ! aaa-server CQutgoing protocol tacacs+ aaa-server

Qut goi ng (inside) host 171.68.118.101 cisco timeout 10 aaa-server |Incom ng protocol radius aaa-
server | ncomng (inside) host 171.68.118.115 cisco timeout 10 aaa authentication ftp outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing aaa authentication http outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 Qutgoing aaa authentication telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
Qut goi ng aaa authentication ftp i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa

aut hentication http inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa authentication tel net
i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng no snnp-server |ocation no snnp-server contact
snnp-server comunity public no snnp-server enable traps telnet tineout 5 ternminal width 80
Crypt ochecksum b287a37a676262275a4201cac52399ca : end

PIX i - EEEFXHA . £5 PIX &fE - RADIUS

TEHHNRFIE RESEET ping B , BEREAEEFEXHAN PIX Bif. RF[FL5 PIXBE. A
FEEIRAFPE , EERAO%. ETRUTHEE  “RADIUS server failed”F“Error:Max number of
tries exceeded”,

pi x-5# wite termna
Bui | di ng configuration..
Saved

Pl X Version 4.4(1)

nanei f ethernetO0 outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 pix/intf2 securityl0
nanei f ethernet3 pix/intf3 securityl5
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encr ypt ed
host nane pi x-5

fixup protocol ftp 21

fixup protocol http 80

fixup protocol sntp 25

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sqlnet 1521

nanes

pager lines 24

no | oggi ng tinmestanp

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

l ogging facility 20



interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto

interface ethernet3 auto

ntu outside 1500

ntu inside 1500

nmu pix/intf2 1500

nmu pix/intf3 1500

i p address outside 11.11.11.1 255.255.255.0

i p address inside 10.31.1.150 255.255.255.0

ip address pix/intf2 127.0.0.1 255.255. 255. 255
ip address pix/intf3 127.0.0.1 255. 255. 255. 255
no failover

failover timeout 0:00:00

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address pix/intf2
failover ip address pix/intf3
arp timeout 14400

gl obal (outside) 1 11.11.11.10-11.11.11.14 netmask 255. 255.255.0

static (inside,outside) 11.11.11.20 171.68.118.115 netmask 255.255.255.255 0 0
static (inside,outside) 11.11.11.21 171.68.118.101 netmask 255.255.255.255 0 O
static (inside,outside) 11.11.11.22 10.31.1.5 netmask 255.255.255.255 0 0
conduit permt icnp any any

conduit pernmit tcp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

no rip pix/intf2 passive

no rip pix/intf2 default

no rip pix/intf3 passive

no rip pix/intf3 default

route inside 0.0.0.0 0.0.0.0 10.31.1.1 1

ti meout xlate 3:00:00 conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00

timeout rpc 0:10:00 h323 0:05: 00

ti meout uauth 0:00: 00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa- server RADI US protocol radius
1

o O

.0.0.0
.0.0.0

l--- For any given list, nultiple AAA servers can !--- be configured. They will be !--- tried
sequentially if any one of themis down. ! aaa-server CQutgoing protocol tacacs+ aaa-server

Qut goi ng (inside) host 171.68.118.101 cisco timeout 10 aaa-server |Incom ng protocol radius aaa-
server | ncomng (inside) host 171.68.118.115 cisco timeout 10 aaa authentication ftp outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing aaa authentication http outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 Qutgoing aaa authentication telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

Qut goi ng aaa authentication ftp i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa

aut hentication http inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa authentication tel net
i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng no snnmp-server |ocation no snnp-server contact
snnp-server comunity public no snnp-server enable traps telnet tineout 5 ternminal width 80
Crypt ochecksum b287a37a676262275a4201cac52399ca : end

PIX 83z - T8k Ping J& IR FES =R B B/ P i T P& - RADIUS

THENRGIA T eEpingBREZ /B Fin A EENESSRERPIXER,. AFRFIAFREFNO0N,
ERELTEE : “Timeout to RADIUS server’#1“Error:Max number of tries exceeded” ( ZEl B F Y
RE|AMESE ),

pi x-5# wite termna
Bui | di ng configuration..
Saved



Pl X Version 4.4(1)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

nanei f ethernet2 pix/intf2 securityl0
nanei f ethernet3 pix/intf3 securityl5
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encr ypt ed

host nane pi x-5

fixup protocol ftp 21

fixup protocol http 80

fixup protocol snmtp 25

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sqglnet 1521

names

pager lines 24

no | oggi ng tinestanp

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

l ogging facility 20

interface ethernetO auto

interface ethernetl auto

interface ethernet2 auto

interface ethernet3 auto

ntu outside 1500

ntu inside 1500

nmu pix/intf2 1500

nmu pix/intf3 1500

i p address outside 11.11.11.1 255.255.255.0
i p address inside 10.31.1.150 255.255.255.0
ip address pix/intf2 127.0.0.1 255.255. 255. 255
ip address pix/intf3 127.0.0.1 255.255. 255. 255
no failover

failover timeout 0:00:00

failover ip address outside 0.0.0.0
failover ip address inside 0.0.0.0

failover ip address pix/intf2 0.
failover ip address pix/intf3 0.
arp timeout 14400

gl obal (outside) 1 11.11.11.10-11.11.11.14 netmask 255.255.255.0

static (inside,outside) 11.11.11.20 171.68.118.115 netmask 255.255.255.255 0 0

static (inside,outside) 11.11.11.21 171.68.118.101 netmask 255.255.255.255 0 0

static (inside,outside) 11.11.11.22 10.31.1.5 netmask 255.255.255.255 0 0

conduit permt icnp any any

conduit pernmit tcp any any

no rip outside passive

no rip outside default

no rip inside passive

no rip inside default

no rip pix/intf2 passive

no rip pix/intf2 default

no rip pix/intf3 passive

no rip pix/intf3 default

route inside 0.0.0.0 0.0.0.0 10.31.1.1 1

ti meout xlate 3:00:00 conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00

timeout rpc 0:10:00 h323 0:05: 00

ti meout uauth 0:00: 00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa- server RADI US protocol radius

1

l--- For any given list, multiple AAA servers can !--- be configured. They will be !--- tried

0.0.0
0.0.0



sequentially if any one of themis down. ! aaa-server CQutgoing protocol tacacs+ aaa-server

Qut goi ng (inside) host 171.68.118.101 cisco timeout 10 aaa-server |Incom ng protocol radius aaa-
server | ncomng (inside) host 171.68.118.115 cisco timeout 10 aaa authentication ftp outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing aaa authentication http outbound 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 Qutgoing aaa authentication telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

Qut goi ng aaa authentication ftp i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa

aut hentication http inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng aaa authentication tel net
i nbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Incom ng no snnp-server |ocation no snnp-server contact
snnp-server comunity public no snnp-server enable traps telnet tineout 5 ternminal width 80
Crypt ochecksum b287a37a676262275a4201cac52399ca : end

3 oA

RABRRTEN , REELTIAE , REERNFEEZXHEEIRMN B 89158 B R RN

aaa aut horization ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
aaa aut horization http outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
aaa aut horization telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

el
"FEBEBAMT A "incoming™ R INFER , BN FAKREFRKARADIUSIAILE , 5 ERADIUSER T

PIX IAUE F 2 8A R R

PIX 8z - 5 GHIF RIh MR R I - TACACS+

THNRHE RS GBI MBI PIX FiR

aaa aut horization ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
aaa aut horization http outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
aaa aut horization telnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

PIX #i - BBWIFRIH , WINEK - TACACS+

THNREEREFHRIEKS , BRFENKKE PIX B :

EXE A APFthé4EZEE B “Error:Authorization Denied”

aaa aut horization ftp outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
aaa aut horization http outbound 0.0.0.0 0.0.0.0
aaa aut horization telnet outbound 0.0.0.0 0.0.0.

4 hnic K Shsk

TACACS+

0.0.0.0 0.0.0.0
00.0.0.00.0.0.0




aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing

ZRIEKRTBERXMA , BidE LEZHHEE, BR , £'BUW , 2RIEFHCKIZTK. £ U
et , @REF L EIKIE R,

TACACS+ iEfkiEsRE T IR REML ( XLRAXE CiscoSecure UNIX ; 7 CiscoSecure NT H#y

IERTRBES TR ) :

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing

RADIUS

aaa accounting any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Inconing

ZRIEKEFBERXA , BiAE LEHAR. BR , F'BY'N , SREFFIHRICKIZSRK, £
et , 2@REF L EKIER

RADIUS i2tkieRETHRBRL : ( XLHAEXREB CiscoSecure UNIX ; 7 CiscoSecure NT FH)
BXARERESIEN )

aaa accounting any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Inconi ng

Except a5 G HI £

EMEH , MRBAMREEMSERNRE B A AFTEINLE , AT T |, AT TOTRE

aaa aut hentication except outbound 10.31.1.60 255.255. 255. 255
11.11.11. 15 255. 255. 255. 255 Qut goi ng

aaa aut horization except outbound 10.31.1.60 255.255. 255. 255
11.11.11.15 255. 255. 255. 255 Qut goi ng

MRBEFEEIPH U F FIANE , BERRXGETFHABRR , BLEBATEILEENEF RN

BACEBREEFTERAST

—EbTACACS+$DRADIUSHE"%§ﬁ ‘R RKE1E” ( max-session ) “EFEEEMAF” ( view logged-
inusers ) Thak. BENHITRAKXFIREEZFAFKEITRICR. "WREIEK"FF R0 FREK
,@Eﬁ“ﬁi“ﬁii&ﬁyTmmm%ﬁRﬁmﬁw%%ﬁ&%AME%i@wmﬁﬁméﬁ)f

HFEZEMER , CEEESTFTenetMFTPER, HTFEZENARXEHTTPLEITHRARRE, £
AR Rl | ﬁFﬁTTﬂﬂfﬁﬁﬂg {E8L=ME.



AFBEY PIX #TIZEESR , EEH#HITEHRIE :

aaa aut hentication except outbound 10.31.1.60 255. 255. 255. 255
11.11.11. 15 255. 255. 255. 255 Qut goi ng
aaa aut hori zati on except outbound 10.31.1.60 255.255. 255. 255
11.11.11.15 255. 255. 255. 255 Qut goi ng

BT RS/ ELEE"F IR IEFERK B F I S FLAEZ]) , RFF|E R "Telnet' AR EEF,
"MRAFERERINENS —MNMEER(TEERBE S —APC) , ABMRERS R LNZ (RRRSH
XEER2E ) APRENEAXEFER" , RS SRIEL ZERE, "

AFEBREN ML Telnet HFTPULS , REIRH(FF100%)

aaa aut hentication except outbound 10.31.1.60 255.255. 255. 255
11.11.11. 15 255. 255. 255. 255 Qut goi ng
aaa aut horization except outbound 10.31.1.60 255.255. 255. 255
11.11.11. 15 255. 255. 255. 255 Qut goi ng

FituauthZ0 (BIRIAIE)HEXE(—XRINIE , H BFvauth BB FBEERIT) , BN RIZHER
WEIATEMEAKR.

BR , AFHNUARNTE , HTTP WIEARNtBFHEE. TEHR HTTP #BRHA,

AP EEPIXM171.68.118.100 55 £9.9.9.25 :

aaa aut hentication except outbound 10.31.1.60 255.255. 255. 255
11.11.11. 15 255. 255. 255. 255 Qut goi ng
aaa aut horization except outbound 10.31.1.60 255.255. 255. 255
11.11.11. 15 255. 255. 255. 255 Qut goi ng

AP ETHRAMIT,

FBIeRMEBETE16:35:34 , R ILIERKMEE16:35:35, W TFHRFE—V4 (B, FHRAFELEIEFRZ
B F—#48 ), ARRENERZINE , HEEMINIEERMNITARN , EZERSNAITHT
? 788, max-sessionsz} view logged-in usersEIXERE T ? F , B AHTTPHYE T B (“E L
"R E Z RIBETR) AR, ‘B ALERoY. BN ERERLER—BRREKE , MREE
“KiEMER , FOREFIHR™IEF, "TituauthiRENOHE XE , BXALEHE"FH"HM"FL" 12
REREERFER. B, BT HTTP EENER , FEEFASAKEETHEETERZNAF,

Xt PIX B &3 {THiE 5 A

EHITIERBEPIXF Telnet (FIHTTP , FTP) HiERINE. ETHEMNRAIG , RIT\AEX —TMm
B A#TINE B I BE R EIPIX

tel net 10.31.1.5 255. 255. 255. 255
passwd ww



RiE , BMNAILAMEGS , XHZBEFE PIX WAF#TEHRIE

aaa aut hentication tel net consol e Qutgoing

LUAPZEERE PIXE, SERMIBAZEEZRZOS (‘W) . "EXERT , PIXtEiER
TACACS+ (AREA T"REN"RSFEEFIIR)HXRADIUSAF B REZE, "

aaa aut hentication enable consol e Qutgoing

ERwST , ARFEEREARAFEMNED , FREFTACACSHRADIUSHRS &R £, EXTER
T, RAEA TR RSRIIK , BREH%E TACACS fRFiR. HTERALEEEEERIANEL
SEEME , RIRAF ATLUEITACACSTHRADIUSE RPIX , Bt E o] ARIAAHBE A &/5HE

, BXITACACSERADIUSE AINEE RS, LiEBEE 2 E Bug ID #CSCdm47044,

"ERSSEAERENEET , AFEBBEIRA"PIX"ERAFSE , BAPXENER , M
PIX(ZEFHEMZE)IRE —RBFNHEB , "WR "enable password whatever" R EPIXEEE , AP M
ZEXPIX", ERAFE , RAEKEnter@, MR REFNEBEXTHE , BLAFFEZBIRE
RENEEE,

F17 #H S FAIAE

aaa authentication serial console TS ER L#H THHRIE , REFREHE PIX WETEH A, B
FMNEHAERTEEGSH , 2% B FHENHEEH(RIEPIX#ME RO RS A EEN XX RBILR
SIMNRSEAER). THEHE Syslog BRSEH RHI -

aaa aut hentication enable consol e Qutgoi ng

XA BERRETR

MRENADT :

auth-pronmpt THIS IS PI X 5

BE PIXHAFXERFS

auth-pronpt TH'S IS PIX_5
RE , EEE R B FRER |, “Username:”fl“Password:” & 12/~ B & /= B #54E.
RAAZWES PIX AR, MAREEE PIX WA,

EE : HRIPIXAITRIERRBERD



B & YA P B B/ R Zh/ K BUE B,

MRENART

aut h-pronpt accept "You're allowed through the pix"
aut h-pronpt reject "You blewit"

RAPRET PIX BEBEXRERAM/BIBN TIER

aut h- pronpt accept "You're allowed through the pix"
aut h-pronpt reject "You blewit"

S 2B G4 B

ZERMAEITUAUTHREES |, AT URBAF , MTACACS+HREEAE., MEMKHNAAEAFSEE
—AN@BEfUauth" , IAFEZHITEVER , IREZEENESMNAPRTTIEN S HPRIE | HkEE
B,

ERINABX PIXIREIF | RMEA T timeout uauth 3:00:00 5. XEKE—HBH—PMALZLTRIE
, A TR FTAEHRRIE. EMRBMNFAATIEEXHRERAF , HEPIXE#HITTACACS
AAARIX , AP B E XA =R ML B ENEERZAFHPIXPHERUauth, XTEWREE

T PIXE Telnet&iE fEidle/absolute BRI A FF. EREHRBEFHITEHRIL,

aut h- pronpt accept "You're allowed through the pix"
aut h-pronpt reject "You blewit"

ESMRIFZiE |, £ PIX £E& H show uauth &5 :

pi x- 5# show uaut h

Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

user 'timeout' at 10.31.1.5, authorized to:
port 11.11.11.15/tel net
absol ute timeout: 0:02:00
inactivity tineout: 0:01:00

ERPESE—2%2E , PX LNRARLETR

pi x- 5# show uauth

Current Most Seen
Aut henti cat ed Users 1 1
Aut hen I n Progress 0 1

user 'tinmeout' at 10.31.1.5, authorized to:
port 11.11.11.15/tel net
absol ut e timeout: 0:02:00
inactivity tineout: 0:01:00

HSREFE—-ABHRENR—aTENENN , AP FERERRN



E# HTTP

WMRPIXAERRY UE KMPIXE HFHERINE , HTHRREFHSBNEDG | ArLAA et A A E 3]
HBRTERENERL

FE R A | BAUBESEPIXEE R IMRFC1918tb 4t (EEBAM EFAERE | EXMERIHN
PXEEMNMERH —M)XREHEELMHTTP . BEGTTSUT :

virtual http #. # #.# [warn]

YAPIGEREPIXZ AR | EEINE, IREBESHELE , APRI—NERFBHE. 1A
IEXNUAUTHRI B K E R FH . A XHEPNETR , EEAEL HTTP &5 2045 timeout uauth
WEHRIEEN O  IBEHTTPEZIETFNMERS S,

B\ HTTP HYsRH :
99920
(Outside)
999
PIX
‘ 17168 118115 (Wirtual [P 171.658.1158.99)
_E
Inside
TACACS+ Server 17168118143

17168118101

PIX BEEHL HTTP H¥ :

virtual http #. # #.# [warn]


http://www.cse.ohio-state.edu/cgi-bin/rfc/rfc1918.html
http://www.cse.ohio-state.edu/cgi-bin/rfc/rfc1918.html

Bl Telnet

BLEPIX , RERIEFAAEAUMEEEERATRMLAGES , BN LU (8B4 ) TRZRWIUE
o MRPIXMAIBHIERERITINERN , BFRS|NEF S iR BBETPIXRITERE , XEFEEIAILE
B EPIXREBEHRERMTHE

virtual http #. # #. # [warn]

HTERHME D HMRSENEINEN T RS , XNFEE— Mo ST INEM R (R4 RS 25
1% P2 U5 B Y3 IAEBR SN

BERURBIFENBS RENRSHITRIE , XATRIA virtual telnet BT TR ELIETRFIR
IEREFIEMTelnet IP, 2BINUEE , BHRBSBIERTAZESELIPEZN RS R

ERMNNTRAIH | BRITEBEAFTCPIK Q498 HIEFRMIAZBEN.9.9. 107 BN N B EH
171.68.118.106, HANKRET EHTEEN B RWIE , FTUARITIZE TEHL Telnet,

Bl Telnet A¥ :

29910

[outside)
2991 (Virtual IP 9.9.930)

PIX
‘1?1 £3.118.115
_E
Inside

Tac+ Server 17168 118 106

17168118101

PIX BEEH#. Telnet A :



virtual http #. # #.# [warn]

TACACS+ [RFSEEAFERERL Telnet A¥k :

virtual http #.# #.# [warn]

PIX @i ER#L Telnet A¥4 :

£9.9.9.10MAF 4N E FBEL IZZEEFKEIPIXAY9.9.9.301b 1k # 1T TALE :

virtual http #. # #. # [warn]

FERIhHITHEMBRIUEZE |, show vauth R ERAFEITER EENREILE R :

pi xfirewal | # show uauth
Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1
user 'pinecone' at 9.9.9.10, authenticated
absol ute tinmeout: 0:10:00
inactivity tineout: 0:10:00

%9.9.9.10# 4k FAYIZ R E[@171.68.118.106 LR & KIETCP/A9BIE AT -

pi xfirewal | # show uauth

Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

user 'pinecone' at 9.9.9.10, authenticated
absol ut e timeout: 0:10:00
inactivity tinmeout: 0:10:00

Bl Telnet H¥ :

RINBRTERAHUERERYT , REBATN TN ETelnetH It MERARXEN, ETHF , T
171.68.118.1430 N2 A P I R B F R E#19.9.9.30H EHITIAUE, Telnet EEIHEEH,

EHITEOMRIEZE , 21 TCP HREM 171.68.118.143 7% 9.9.9.10 & B BRSS 5



99910
[outside)
9991 (Mirtual IP 9.9.9.30)

PIX

‘1?1.68.118.1’15

—=

Inside
Tac+ Server 171.658.118.143
17168 118101
PIX BERE# Telnet Hi¥E :
pi xfirewal | # show uaut h
Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

user 'pinecone' at 9.9.9.10, authenticated
absol ute timeout: 0:10:00
inactivity tineout: 0:10:00

PIX @i #L Telnet Yk :

pi xfirewal | # show uaut h

Current Most Seen
Aut henti cated Users 1 1
Aut hen I n Progress 0 1

user 'pinecone' at 9.9.9.10, authenticated
absol ute timeout: 0:10:00
inactivity tinmeout: 0:10:00

Bl Telnet 344

MAPIZEEEFIEL Telnet IP 81 , show vauth s S LEREAFPSHRIEER. WRAFPER
IESEL R FauthPEBERIRNE)BEERARE  MEEBRXERERXEEUTelnet IP, X fFHTFF
2%,




i O 824X

SER LA R i OB E AR TRN. £ TEBEFF , AR AR HGFFALZETINE , BR
TCPix 023-49E R &Z 1N,

PIX B0 K :

aaa aut hentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing
aaa aut horization tcp/23-49 outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Cutgoing

H itk , Z3,A17E171.68.118.143F19.9.9.10Z B Telnetdt , T Telnetim 0234k F23-492 18 , AT EA
SRENENTENR, MRM171.68.118.143[09.9.9. 10K EBHTTPLE , MANDILSIHITEMN , EH
T80RHE23-4BEE A , ATAPIXTERTACACS+s RS BRXTHTTPRE TR o

TACACS+ R HRFHBERE

aaa aut hentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing
aaa aut horization tcp/23-49 outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 CQutgoing

EEE |, PIX EfE¥ cmd=tcp/23-49"F“cmd-arg=9.9.9.10" % 3% Bl TACACS+ IRE 2.

£ PIX EBYER :

aaa aut hentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Qutgoing
aaa aut horization tcp/23-49 outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Cutgoing

HXER

- BRIPIXE KB4 RS

. Cisco Secure PIX By Riifs 8
. WREME (RFC)

- BARFZEHH A - Cisco Systems
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