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aaa
|
|

aaa

new-model

group server ldap AD

server DC1

!
aaa
aaa
aaa
aaa

authentication login default local
authentication login vpn local
authentication login AD group ldap local
authorization exec default local

2. BLELDAPJE MR 5T,
ldap attribute-map ADMAP
map type memberOf user-vpn-group

3. BLE 5| A £ RILDAPE S HLDAPRR S 88 -
ldap server DC1
ipvd 192.168.0.136
attribute map ADMAP
bind authenticate root-dn CN=Cisco Systems,OU=Service Accounts,DC=chillsthrills,

DC=local password 7 <removed>
base-dn DC=chillsthrills,DC=local

4. R HREE A WebVPNARS 28, EARGIF , BT “memberOf & 45 AR 5 2 “user-vpn-
group” B , HLE#EAMWebVPNETXEE 7T SN KA , HPIIENOACCESS KR, It
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ip local pool vpnpool 192.168.200.200 192.168.200.250

webvpn gateway gateway 1
hostname vpn

ip

address 173.11.196.220 port 443

http-redirect port 80
ssl trustpoint TP-self-signed-2564112419
logging enable

inservice

webvpn install svc flash:/webvpn/anyconnect-win-2.5.2019-k9.pkg sequence 1

webvpn install csd flash:/webvpn/sdesktop.pkg



webvpn context VPNACCESS
secondary-color white
title-color #669999
text-color black
ssl authenticate verify all
!
policy group NOACCESS
banner "Access denied per user group restrictions in Active Directory.
Please contact your system administrator or manager to request access."
hide-url-bar
timeout idle 60
timeout session 1
1
!
policy group CN=T,OU=MyBusiness,DC=chillsthrills,DC=local
functions svc-enabled
banner "special access-granted"
svc address-pool "vpnpool"
svc default-domain "cisco.com"
svc keep-client-installed
svc rekey method new-tunnel
svc split dns "cisco.com"
svc split include 192.168.0.0 255.255.255.0
svc split include 10.10.10.0 255.255.255.0
svc split include 172.16.254.0 255.255.255.0
svce dns-server primary 192.168.0.136
default-group-policy NOACCESS
aaa authentication list AD
gateway gateway_1
inservice
1

end
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004090: Aug 23 08:26:57.235 PCTime: %SSLVPN-6-INVALID_RADIUS_CONFIGURATION:

Radius configured group policy "CN=VPNACCESS,OU=SecurityGroups,OU=MyBusiness,
DC=chillsthrills,DC=1local" does not exist
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"CN=VPNACCESS, OU=SecurityGroups, OU=MyBusiness,DC=chillsthrills,DC=1local"

BR 6 BHTREMNEEKE , AENREEAZHEELARKEKE  W2SBEIR , BRCisco
IOSX RESH B IMFHZRHHRBRE :

HOURTRI (config-webvpn-context) #webvpn context VPNACCESS

HOURTRI (config-webvpn-context)# policy group "CN=VPNACCESS,OU=Security Groups,
OU=MyBusiness,DC=chillsthrills,DC=1local"

Error: group policy name cannot exceed 63 characters

EXMERT , EATAIBEN RS E
1. FATEMLDAPE % , f*department’s ZE LA TLDAPE ST :

ldap attribute-map ADMAP

map type department user-vpn-group

FEXFERT , AFRHIBTEMHETIRENVPNACCESSE(E , MWebVPNELE E # £ :
webvpn context VPNACCESS

secondary-color white



title-color #669999
text-color black
ssl authenticate verify all
!
policy group NOACCESS
banner "Access denied per user group restrictions in Active Directory.
Please contact your system administrator or manager to request access."
1
policy group VPNACCESS
functions svc-enabled
banner "access-granted"
svc address-pool "vpnpool"
svc default-domain "cisco.com"
svc keep-client-installed
svc rekey method new-tunnel
svc split dns "cisco.com"
svc split include 192.168.0.0 255.255.255.0
svc split include 10.10.10.0 255.255.255.0
svc split include 172.16.254.0 255.255.255.0
svce dns-server primary 192.168.0.136
default-group-policy NOACCESS
aaa authentication list AD
gateway gateway_1
inservice
1

end
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ldap attribute-map ADMAP
map type memberOf user-vpn-group format dn-to-string

WebVPNELE R :
webvpn context VPNACCESS
secondary-color white
title-color #669999
text-color black
ssl authenticate verify all
!
policy group NOACCESS
banner "Access denied per user group restrictions in Active Directory.
Please contact your system administrator or manager to request access."
1
policy group VPNACCESS
functions svc-enabled
banner "access-granted"
svc address-pool "vpnpool"
svc default-domain "cisco.com"
svc keep-client-installed
svc rekey method new-tunnel
svc split dns "cisco.com"
svc split include 192.168.0.0 255.255.255.0
svc split include 10.10.10.0 255.255.255.0
svc split include 172.16.254.0 255.255.255.0
svc dns-server primary 192.168.0.136
default-group-policy NOACCESS
aaa authentication list AD
gateway gateway_ 1
inservice
1

end
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DTRHEREFTE (NREMAF, ) XFELE show i h, EAMLERRITERESR show
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- show Idap attributes
- show Idap server all

TP HE R

AHoRE T TRTNEREH#HITHELRNER.
XX . £ debug R 2B, B EX Debug FTHEEFEL.

EPFRLDAPE ST IR | EHR AL TR

- debug Idap all

- debug Idap event

- debug aaa authentication
- debug aaa authorization
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