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aaa new-model
1

aaa authentication Togin default Tocal
aaa authorization exec default Tocal

aaa authorization network default Tocal
|

username test password ciscol23

2B BEERURESMIES (MREESHRIEFFAFESDIES ) . AXRIEBCENFHER
, 16 S I PKIAYIE 5 5E A,

crypto pki trustpoint SSL

enrollment mode ra

enrollment url http://x.x.x.x:80/certsrv/mscep/mscep.dll
subject-name cn=sslvpn.cisco.com

revocation-check cri

rsakeypair SSL-Keys

3.EESSLIRIL

crypto ss1 proposal SSL_Proposal
protection rsa-3des-ede-shal rsa-aesl28-shal

4. B ESSLEKEH EHASSLEWNMPKIEER.

crypto ss1 policy SSL_Policy
ss1 proposal SSL_Proposal
pki trustpoint SSL sign
ip address local y.y.y.y port 443
no shut

y.y.y.y=&GigabitEthernet0/0/0/Y IPtb it .

5 (Wit ) BEATIHRRENIREHESIR, LtiFRSIRDIETELVPNERE A EH B RS,
HANBERT , IRKREEHF2FEE , NAEREEH BT VPNEZE(Full Tunnel),

ip access-Tlist standard split_tunnel_acl


https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943

10 permit 192.168.10.0 0.0.0.255

6. 822 IPv4 it 31k th

ip local pool SSLVPN_POOL 192.168.20.1 192.168.20.10

fEAnyConnectiE$Z K IhHAE] |, BIZERIPHbL & 9 AnyConnect® F i 20 Bt IPv4 s it .

7.1EbootflashBywebvpn B X T E4&AnyConnectk i B & (webdeploy) , HF & F iRl E 4 L& 5
% H 2838 bootflash,

mkdir bootflash:webvpn

3t FAnyconnect X #44E :

copy tftp: bootflash:webvpn:

X T &P imEE N

copy tftp: bootflash:

BIETEE L AnyConnectBR & N 2 F im Be B S

crypto vpn anyconnect bootflash:/webvpn/anyconnect-win-4.10.04065-webdeploy-k9.pkg sequence 1
!

crypto vpn anyconnect profile sslvpn_client_profile bootflash:/sslvpn_client_profile.xml
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crypto ss1 authorization policy SSL_Author_Policy



rekey time 1110

client profile sslvpn_client_profile
mtu 1000

keepalive 500

dpd-interval client 1000

netmask 255.255.255.0

pool SSLVPN_POOL

dns 8.8.8.8

banner This 1is SSL VPN tunnel.

route set access-1list split_tunnel_acl

IPitl, DNS, o BREHREFERIKBE TEE,

O.FC B A T Ze B AR 40015 | 48 1 Y R HOMAE AR

interface Virtual-Templatel type vpn
ip unnumbered GigabitEthernet0/0/0
ip mtu 1400

ip tcp adjust-mss 1300

unnumbered@s & MELE AV 0 (GigabitEthernet0/0/0)3REIP st , H B iZ3ZE O LA T IPv4R&H

o

10.EBSSLEEX# , FREHE T CIRMSSLRKS & B RIEMBENS BN E LR R ITE

crypto ss1 profile SSL_Profile

match policy SSL_Policy

aaa authentication user-pass Tist default

aaa authorization group user-pass Tist default SSL_Author_Policy
authentication remote user-pass

virtual-template 1

1. ZEAHTTPZ 2RSS

no ip http secure-server
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1.8 EanyconnectEEHISSLIEES I,

<{froot>

sslvpn# show crypto ssl session user test

Interface : Virtual-Accessl
Session Type : Full Tunnel
Client User-Agent : AnyConnect Windows 4.10.04065

Username : test Num Connection : 1

Public IP : 10.106.52.195

Profile : SSL_Profile

Policy : SSL_Policy

Last-Used : 00:03:58 Created : *05:11:06.166 UTC Wed Feb 22 2023
Tunnel IP : 192.168.20.10 Netmask : 255.255.255.0

Rx IP Packets : 174 Tx IP Packets : 142

2. BIESSLEERES.
<#root>
sslvpn# show crypto ssl session

SSL profile name: SSL_Profile
Client_Login_Name Client_IP_Address No_of_Connections Created
test 10.106.52.195 1 00:03:32

SRKENERENBESITER.
<#root>
ssl vpn# show crypto ssl stats tunne

SSLVPN Profile name : SSL_Profile
Tunnel Statistics:

Active connections 1

Peak connections 1 Peak time : 5d12h
Connect succeed : 10 Connect failed : O
Reconnect succeed : 38 Reconnect failed : 0
IP Addr Alloc Failed : 0 VA creation failed : 0
DPD timeout : 0

Client

in CSTP frames : 129 in CSTP control : 129
in CSTP data : 0 in CSTP bytes : 1516
out CSTP frames : 122 out CSTP control : 122

out CSTP data : 0 out CSTP bytes : 1057

Last_Used
00:03:32



cef in CSTP data frames : 0 cef in CSTP data bytes :
cef out CSTP data frames : 0 cef out CSTP data bytes
Server

In IP pkts : 0 In IP bytes : 0

In IP6 pkts : 0 In IP6 bytes : 0

Out IP pkts : 0 Out IP bytes : 0

Out IP6 pkts : 0 Out IP6 bytes : O

ARENATERF iRmXBRAYE L5 F O R SSERECE

<ffroot>

sslvpn# show derived-config interface virtual -access 1

Building configuration...

Derived configuration : 171 bytes

|

interface Virtual-Accessl

description ***Internally created by SSLVPN context profilel***
ip unnumbered GigabitEthernet0/0/0

ip mtu 1400

ip tcp adjust-mss 1300

HUEHEER
AERS R4 T AT R B THREFRNEL.
1. BN IR EHSSLITH -

debug crypto ssl condition client username <username>
debug crypto ssl aaa

debug crypto ss1 aggr-auth message

debug crypto ss1 aggr-auth packets

debug crypto ss1 tunnel errors

debug crypto ss1 tunnel events

debug crypto ss1 tunnel packets

debug crypto ss1 package

2. — A THEBRSSLEE RN MA G T

# show crypto ss1 authorization policy
# show crypto ss1 diagnose error

0

: 0



show
show
show
show
show
show
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crypto
crypto
crypto
crypto
crypto
crypto

ss1
ss1
ss1
ss1
ss1
ss1

policy

profile

proposal

session profile <profile_name>

session user <username> detail

session user <username> platform detail

3.3k BAnyConnectE s DART,



https://community.cisco.com/t5/security-knowledge-base/how-to-collect-the-dart-bundle-for-anyconnect/ta-p/3156025
https://community.cisco.com/t5/security-knowledge-base/how-to-collect-the-dart-bundle-for-anyconnect/ta-p/3156025
https://community.cisco.com/t5/security-knowledge-base/how-to-collect-the-dart-bundle-for-anyconnect/ta-p/3156025
https://community.cisco.com/t5/security-knowledge-base/how-to-collect-the-dart-bundle-for-anyconnect/ta-p/3156025
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