ASAFICisco IOS{H BiZhEEFAAAR & H
WebVPNEL E =45l

ASAZK ith 28 i

B HAAAE ERIASA VPN3000/ASA/PIX7 .x-Tunnel-Group-Lock

B BAAAE VPN3000/ASA/PIX7 .x-IPSec-User-Group-Lock B ASA
& FEasy VPN#ICisco 0SS ith 48 81

Cisco |10S AAA ipsec:Easy VPN#Y I FF VPN

Cisco 10S AAA ipsec:Easy VPNHI F = VPN4H #1148 81

10S Webvpn 8i

IBUF

i PE BERR

HXER

st

537 S4B Cisco B SE R B 4% % (ASA)FCisco I0S@R A ELAE - TN AREHHRIE. B
Bk (AAA)BMRITT . ¥ FCisco IOS , R T group-lockHluser-vpn-groups Z [AIFI X 5l , E AT {E
AAANENYEN ROt HEBTIX—R. EE—NEESFHRIEERICisco IOS WebVPNRHI,

FRFMHF

R
SRBWAEATHUTER

. ASA CLIE B %2 EEFE(SSL)VPNEE
. ASAFICisco 10S EHIZ 215 EIVPNE &

SERRAH
AXEPHEEET U TRERA



. ASAF H8.4 R E S M A
. Cisco 10S 15.1/R R E & iR A

AXEPNEEHRETREXRRERERIL %ﬁ'—iﬁ’] AP EANAERERDEGRAR
(BN BE. MREEANREXING , BTHALELTHMAGSHEERE,

[

ASAZ 1t 48
LA PSRRI T E SR . ST 24P B R

usernane cisco password 3USUcOPFU MCO4Jk encrypted
usernane cisco attributes

group-lock value RA

usernane cisco2 password BAtr3ulT7j 1leEcYr encrypted
usernane cisco2 attributes

group-lock value RA2

tunnel -group RA type renpte-access

tunnel -group RA general -attributes
defaul t-group-policy My

tunnel -group RA webvpn-attri butes
group-alias RA enable

tunnel -group RA2 type renpte-access
tunnel -group RA2 general -attributes
defaul t-group-policy My

tunnel -group RA2 webvpn-attributes
group-alias RA2 enabl e

group-policy MY attributes
addr ess- pool s val ue POCOL

webvpn
enabl e inside

anyconnect enabl e
tunnel -group-1ist enable

BRIAFP ReEHARARREY |, Mcisco2 A ReEE ARA2BZELA,
MR cisco2 i FIEERARREA |, NIEEBIEL -



|sermame: I (o

Password: ||

| oK | cancel |

&' Cisco AnyConnect Secure Mobility Client

YPH:
Please enter vour username and password.

f152.165.1.250 - Connect |

May 17 2013 17:24:54: YASA- 4- 113040: G oup <My> User <cisco2> | P <192.168. 1. 88>
Terminating the VPN connection attenpt from <RA>. Reason: This connection is

group locked to .

B HAAAR HERIASA VPN3000/ASA/PIX7.x-Tunnel-Group-Lock

AAARRSES IR EIRYE 43076/85 ( FRBABIE ) MITEEMEINRIE. SAAEAFRRRXKBA(SHE
BN IEBAESA(ETREH2S) B HRIE—E&E | A ESEREATNAF,

T RERA R E2FI RS 27 (ACS) L YR EL E XX R P

Manually Enterad

Afiribute Type Yalue

CVPMID0MASAIPIET x-Tunnel-Group-Lock | Sthing RA

HAAAREE AT , RADIUSTHIRAERT !

tunnel - group RA2 general -attributes
aut henti cati on-server-group ACS54

Parsed packet data.....

Radi us: Code = 2 (0x02)

Radi us: ldentifier = 2 (0x02)

Radi us: Length = 61 (0x003D)

Radi us: Vector: E55D5EBF1558CA455DA46F5BF3B67354
Radi us: Type = 1 (0x01) User-Nane

Radi us: Length = 7 (0x07)

Radi us: Value (String) =



63 69 73 63 6f | ~cisco

Radi us: Type = 25 (0x19) d ass

Radi us: Length = 24 (0x18)

Radi us: Value (String) =

43 41 43 53 3a 61 63 73 35 34 2f 31 35 38 33 33 | CACS: acs54/ 15833
34 34 38 34 2f 33 | 4484/3

Radi us: Type = 26 (0x1A) Vendor-Specific

Radi us: Length = 10 (0x0A)

Radi us: Vendor ID = 3076 (0x00000C04)

Radi us: Type = 85 (0x55) The tunnel group that tunnel must be associated with
Radi us: Length = 4 (0x04)

Radi us: Vvalue (String) =

52 41 | Ra

rad_procpkt: ACCEPT

RADI US_ACCESS_ACCEPT: nornal term nation

SRR AERABSEAR , ERARRELH AN EALR , £REE :

May 17 2013 17:41:33: %ASA-4-113040: G oup <My> User <cisco> | P <192.168. 1. 88>
Termi nating the VPN connection attenpt from <RA2>. Reason: This connection is
group locked to

B BAAAR HVPN3000/ASA/PIX7 .x-IPSec-User-Group-LockHYASA

B M th B B ASAY AR VPN3000E &, ENESAERERED ( RRERIMRANE B HErHHi
BR) , HEARWT

| Psec- User - Gr oup- Lock

0 = Disabl ed

1 = Enabl ed

BN{E1ZE Tunnel-Group-LockB M , ZEM U FH TATFERAASIE., WRZHFZEESTunnel-
Group-Lock—#2IREIH0 ( XMRARAFSHRIE ) , FREUTER. HEERESERELS
M ZEAASER , XEERBRFE

Manually Entared

[ Atiribute Type Value _
CVPMI0D0ASAPIAT x- P Sac-User-Group-Lg Enumeration OFF j
CWPMI0D0QASAPINT x-Tunnel-Group-Lock | String R

BIRE R :

Par sed packet data.....

Radi us: Code = 2 (0x02)

Radi us: ldentifier = 3 (0x03)

Radi us: Length = 73 (0x0049)

Radi us: Vector: 7C6260DDFC3E523CCC34AD8B828DD014
Radi us: Type = 1 (0x01) User-Nane

Radi us: Length = 7 (0x07)

Radi us: Value (String) =

63 69 73 63 6f | cisco
Radi us: Type = 25 (0x19) d ass

Radi us: Length = 24 (0x18)

Radi us: Value (String) =


//www.cisco.com/en/US/docs/security/asa/asa90/configuration/guide/ref_extserver.html

43 41 43 53 3a 61 63 73 35 34 2f 31 35 38 33 33 | CACS: acs54/ 15833
34 34 38 34 2f 34 | 4484/4

Radi us: Type = 26 (0x1A) Vendor- Specific

Radi us: Length = 12 (0x0CQ)

Radi us: Vendor ID = 3076 (0x00000C04)

Radi us: Type = 33 (0x21) Group-Lock

Radi us: Length = 6 (0x06)

Radi us: Vvalue (Integer) = 0 (0x0000)

Radi us: Type = 26 (0x1A) Vendor-Specific

Radi us: Length = 10 (0x0A)

Radi us: Vendor ID = 3076 (0x00000C04)

Radi us: Type = 85 (0x55) The tunnel group that tunnel must be associated with
Radi us: Length = 4 (0x04)

Radi us: Value (String) =

52 41 | Ra

rad_procpkt: ACCEPT

XRFEEERNER ( EXmASIE , BARERIPSec-User-Group-Lock ) .

May 17 2013 17:42:34: Y%ASA-4-113040: G oup <My> User <cisco> | P <192.168. 1. 88>
Termi nating the VPN connection attenpt from <RA2>. Reason: This connection is
group locked to

HS\ERLA K BEIR B IPSec-User-Group-Lock=0 , # B3REX 7 Tunnel-Group-Lock=RALL# 1T A F~ & 7 51%
if, B2 , AFEHHE , XERESIITABE.

NFHRAEE , AFERBEZRANEERFERAHSE(PSec-User-Group-Lock=0) iR Bl 45 E
B&i&E A & #r(Tunnel-Group-Lock) , 3 BM3iZ A P SSEABIE.

XENZBMYTBEER, ZEMEEIAVPN3000RIFEA, 2T EEEREID CSCui34066.

& i FEasy VPN Cisco 10SZx b4 &

Cisco IOSHAR B TR A A Y ERMEASALN IESRXTE, EASAL | EEAFYERHEE
BH A, Cisco IOSEHBIEIRI ( XSH ) BAEMEBIE , FHFAF B (X Nuser@group)izfit
WESIKEID (A% ) #ITHE,

BXEMER , FZH (Easy VPNELEIEFE) ( Cisco IOSARAN15M&T ) o

AT

aaa new node
aaa authentication login LOAd N | oca
aaa aut horization network LOG N | oca

usernane ci scol@~ROUP1 password O ciscol
usernane ci sco2@>R0OUP2 password 0 cisco2

crypto isaknp client configuration group GROUP1
key cisco

pool POOL

group-lock

save- password

1

crypto isaknp client configuration group GROUP2
key cisco

pool POOL


https://tools.cisco.com/bugsearch/bug/CSCui34066
//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_esyvpn/configuration/15-mt/sec-easy-vpn-srvr.html#GUID-E4E2505A-73E9-495C-AAA6-201061A96FA1

save- password

crypto i saknp profile profl
match identity group GROUP1
client authentication list LOG N
i sakmp aut horization list LOG N
client configuration address respond
client configuration group GROUP1
virtual -tenplate 1

crypto i saknp profile prof2
match identity group GROUP2
client authentication list LOG N
i sakmp aut horization list LOG N
client configuration address respond
client configuration group GROUP2
virtual -tenplate 2

crypto i psec transform set aes esp-aes 256 esp-sha-hnmac
node tunnel

crypto ipsec profile profl
set transformset aes
set isaknp-profile profl

crypto ipsec profile prof2
set transformset aes
set isaknp-profile prof2

interface Virtual - Tenpl atel type tunnel
i p unnunbered Ethernet0/0

tunnel node ipsec ipv4d

tunnel protection ipsec profile profl

interface Virtual - Tenpl ate2 type tunnel
i p unnunbered Ethernet0/0

tunnel node ipsec ipv4d

tunnel protection ipsec profile prof2

ip local pool POOL 10.10.10.10 10.10.10.15
XERENGROUP1E AAEBIERIE, X FGROUP1 , H— R ¥FHI A F Rciscol @GROUP1, X F
GROUP2 ( ZA%IE ) , MR EHTUER,

BRI ITEHRIE , HfFciscol @GROUP15GROUP1E&ERA :

*May 19 18:21:37.983: I SAKMP: (0): Profile profl assigned peer the group named GROUP1
*May 19 18:21:40.595: | SAKMP/ aut hor: Author request for group GROUPlsuccessfully
sent to AAA

3 F HHWIE , Fcisco2@GROUP25GROUP1—# 2 :

*May 19 18:24:10.210: | SAKMP: (1011): User Authentication in this group failed
Cisco 10S AAA ipsec:Easy VPN A FVPN4A

ipsec:user-vpn-group2AAARR S 25 IR EIFIRADIUSE M , ERENA TR SRR ( A8IAT4A
) o XPAMIIEEMIREIIN , HENA TR,

BXRUEMEE , 550 (Easy VPNELEEF | Cisco IOShRAS15M&T) o



//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_esyvpn/configuration/15-mt/sec-easy-vpn-srvr.html#GUID-FAE44C39-E24D-443A-861F-269D943DD391

N IEFREAPTRE , TATEXIAEEANER. X3IET , BEXTERRFEE (W
ASA) , FEZBEESEENZ2XBRNZAEEML(ISAKMP)A A (IKEID)B# TR ; RF
PCE |, MEEAM, MREHR E—NRESEFFRAAEARIIHZRAAYNE , IIELEEUT
1B

usernane cisco password O cisco #for testing
aaa aut hentication |ogin AAA group radius

crypto i saknp client configuration group GROUPL
no group-1| ock
crypto i saknp client configuration group GROUP2
no group-1| ock

crypto i saknp profile profl
client authentication list AAA
crypto i saknp profile prof2
client authentication list AAA

EEE |, ipsec:user-vpn-group B E N AFE X , Mgroup-lockERATE Lo

EACSLE , EmWAMNAF , cisco1Hcisco2, Xt TFciscol AF , IREILLE M : ipsec:user-vpn-
group=GROUP1, Xt Fcisco2fF , iIR[El L& M ipsec:user-vpn-group=GROUP2,

cisco2 AP =R {FAGROUPI&EZRAT , A& LU THEIR :

debug radi us verbose
debug crypto isaknp
debug crypto isaknp aaa

*May 19 19:44:10.153: RADI US: Ci sco AVpair [1] 29

" ipsec:user-vpn-group=GROUP2"

*May 19 19:44:10.153: RADI US(00000055): Received fromid 1645/23

AAA/ AUTHOR/ | KE: Processi ng AV user-vpn-group

*May 19 19: 44:10. 154:

AAA/ AUTHOR/ | KE: User group GROUP2 does not match VPN group GROUP1l - access denied

X 2 K Hcisco2 A F #IACSIR Elipsec:user-vpn-group=GROUP2 , HiCisco IOSEGROUP 13 1Tt
R

XE R T/NABENER BEfr, BULEE , Bl , RAAFPTEER Huser@grouptER A
F& , B ERRBF(T&@group).

FFEB , BfEMAciscol@GROUP1 , ERCisco IOSHIR T &RE—22 (@2 ) , HHES
IKEID ( 4% ) #{THR.

¥t Fipsec:user-vpn-group , #£Cisco VPNZE F i {X £ fciscol BB T , BN ZAFZEACSLE
X, FIREHE Wipsec:user-vpn-group ( E&fIHF H=GROUP1 ) , ZEMSIKEID# TR,
Cisco 10S AAA ipsec:Easy VPNE A FF VPN F14A 41

N AT BN ERXFANIEE ?

BRI AR A 81 -



crypto i saknmp client configuration group GROUP1
group- | ock
crypto i saknmp client configuration group GROUP2
group- | ock

REWNT

a b~ wON -

. Cisco VPNA F Bl EGROUP1E# HiE#E,

CEZEAB BT , Cisco I0S& &K iEXAuthid R SAZRERA & FM =5,

. Cisco VPNA I 2 |J§¥|':|:'| &0, HH Aciscol@GROUP1A P & MEACS LE XK EHHEE,
. Cisco IOSHABIMITRE : bHﬂIJF?FHF'% FRENAE  FNESIKEID#H TR, KT,
. Cisco IOSEACS RS 85 (3F F F Fciscol @GROUP1) &KIEAAATE K

. ACSIREIRADIUS-Accept , H‘@&ipsec:user-vpn-group=GROUP1,

. Cisco |IOSHITEE = )X ; kAt , EffRADIUSE MR HMNA SIKEID#H TR,

HERESR (ABE ) KMet , HREREZIERLANER !

*May 19 20:14:31.678: | SAKMP/ xauth: reply attribute XAUTH USER_NAME V2
*May 19 20:14:31.678: | SAKMP/ xauth: reply attribute XAUTH_USER_PASSWORD V2
*May 19 20:14:31.678: | SAKMP: (1041): User Authentication in this group failed

HEED IR (ipsec:user-vpn-group) KK et , £ FIAAA S K IEFIRADIUSE /IR B iR

AAA/ AUTHOR/ | KE: User group GROUP2 does not match VPN group GROUP1l - access denied

|I0S Webvpnd 8t

EASAL | Tunnel-Group-Lock Al A F AT B =25 BIVPNARSS (IPSec, SSL, WebVPN), XtF
Cisco I0OS4 8iMipsec:user-vpn-group , B{GEMA FIPSec (easy VPNIRFER ) « N TERE
WebVPNIRIE ( MRV LA KRS ) RXIFERAFHITHSE , NEAFHRIESE,

AT

aaa new node
aaa aut hentication login LIST |oca

usernane cisco password O cisco
username ciscol@Cl password 0 cisco

username cisco2@C2 password 0 cisco

webvpn gat eway GW
i p address 10.48.67. 137 port 443
http-redirect port 80
| oggi ng enabl e
i nservice

webvpn install svc flash:/webvpn/anyconnect-w n-3. 1. 02040- k9. pkg sequence 1



webvpn context Cl

ssl authenticate verify al
!
policy group Cl
functions file-access
functions fil e-browse
functions file-entry
functions svc-enabl ed
svc address-pool "POOL"
svc default-domain "cisco.cont
svc keep-client-installed
defaul t-group-policy C1

aaa authentication list LIST
aaa authentication domain @C1l
gateway GW domain C1 #taccessed via https://IP/C1
| oggi ng enabl e

i nservice

!

!

webvpn context C2

ssl authenticate verify al

url-list "L2"
headi ng "Li nk2"
url-text "Display2" url-value "http://2.2.2.2"

policy group C2

url-list "L2"

defaul t - group-policy C2

aaa authentication list LIST

aaa authentication domain @C2

gateway GW domain C2 #taccessed via https://IP/C2
| oggi ng enabl e

i nservice

ip local pool POOL 7.7.7.10 7.7.7.20

ET—47fls , EEMER : C1HC2, BNMEEMBEHECHARRBNBFIERE. C1ANTF
AnyConnectifial, EEMx<AMTrHmMESR : C1FC2,

Y ciscol1 f /7 Ahttps://10.48.67.137/C1iAEIC1 L T XAt , SRS HRIMNCT , HBELRME
N H ( BIRLIST ) ciscol@C1HAF B#TEHRIE :

Tmir .
cIsco SSLVPHN Service

English -

Llsarname
Welcome to ciscod

Pagswiord

Cisco Systems ;

SSLVPN Service
| Lagin | Clear

debug webvpn aaa



debug webvpn

*May 20 16:
*May 20 16:
*May 20 16:
*May 20 16:
*May 20 16:

30:
30:
30:
30:
30:

10. 61. 218. 146

*May 20 16:

30:
context

07.
07.
07.
07.
07.

518:
518:
518:
518:
518:

W/: validated_tp : cert_username : matched_ctx :

W/- AAA: AAA aut hentication request sent for user: "ciscol"
W: ASYNC req sent

WV-AAA: AAA Authentication Passed!
%SSLVPN-5-LOGIN_AUTH PASSED. VW _CtX: Cl vw gW. GW renote_ip:

user_name: ciscol, Authentication successful, user |ogged in
07.518: WV-AAA: User "ciscol" has logged in from "10.61.218.146" to gateway "GW"

ngln

HIBE T EC118 R (https://10.48.67.137/C1) Bt = Blcisco2tE N AP BB RKA , 2R ELME

*May 20 16:
*May 20 16:
*May 20 16:
*May 20 16:
*May 20 16:

renote_ip:

33:
33:
33:
33:
33:

10.

56.
56.
56.
58.
58.

61.

930:
930:
930:
930:
930:

218.

W/: validated_tp : cert_usernane : matched_ctx :

W/- AAA: AAA aut hentication request sent for user: "cisco2"
W:  ASYNC req sent

WV-AAA: AAA Authentication Failed!

%SSLVPN-5-LOGIN_AUTH REJECTED: VW _Ctx: Cl vw _gw. GW

146 user name: cisco2, Failed to authenticate user credentials

XEENEEAFPEcisco2@C1,. BERIAFLTEERFEMES,

Wrir

LA BEAUATHEENRIEZE,

TP HERR

B 8RB X LE BV SR HEERE B

HXRfER

. Easy VPNELB IR |, Cisco IOSIRAS15M&T
. BBl ASA %% VPN CLI il B3R , lRZ 9.1

- BARFZIFEFIH - Cisco Systems



//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_esyvpn/configuration/15-mt/sec-easy-vpn-srvr.html#GUID-FAE44C39-E24D-443A-861F-269D943DD391
//www.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/asa_91_vpn_config.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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