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问题

从ISE管理员GUI许可证门户页面续订或注册许可证时，您会看到以下错误：

 

"Invalid response from licensing cloud. PKIX path building failed: sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid certification path to requested target"

 

环境

思科身份服务引擎(ISE)3.1版及更高版本•

小型到大型ISE部署•

到思科智能许可门户的直接HTTPS连接方法•

已启用防火墙安全套接字层(SSL)检测的网络环境•

分辨率

步骤 1：为SSL旁路配置防火墙

将防火墙配置为绕过SSL检查以防止连接中断：

为smartreceiver.cisco.com设置排除规则。1. 

确保指定用于思科许可证服务的端口443流量包含在SSL检查绕行策略中。2. 

http://smartreceiver.cisco.com


步骤 2：重新建立ISE许可证注册

刷新现有ISE部署许可证：

登录到您的Cisco ISE GUI。1. 

转至Administration > System > Licensing。2. 

单击Renew Registration以触发到思科许可证门户的新连接请求。3. 

确认连接状态更新以反映成功的注册4. 

原因

当您启用SSL检查时，防火墙会通过提供自己的证书来拦截传输层安全(TLS)握手。由于ISE不将防
火墙证书识别为受信任颁发机构，因此它会终止连接以维护安全完整性。

相关内容

在网络上允许所需的ISE端口和FQDN•

思科ISE许可指南•

将ISE与智能许可服务器集成•

https://www.cisco.com/c/zh_cn/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/b_ise_InstallationGuide31_chapter_7.html
https://www.cisco.com/c/zh_cn/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/b_ise_InstallationGuide31_chapter_7.html
https://www.cisco.com/c/zh_cn/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/b_ise_InstallationGuide31_chapter_7.html
https://www.cisco.com/c/zh_cn/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/b_ise_InstallationGuide31_chapter_7.html
https://www.cisco.com/c/en/us/products/collateral/security/identity-services-engine/ise-licensing-guide-og.html
https://www.cisco.com/c/en/us/products/collateral/security/identity-services-engine/ise-licensing-guide-og.html
https://www.cisco.com/c/en/us/products/collateral/security/identity-services-engine/ise-licensing-guide-og.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/222337-integrate-ise-with-smart-licensing-serve.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/222337-integrate-ise-with-smart-licensing-serve.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/222337-integrate-ise-with-smart-licensing-serve.html
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