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AAA Dead Server Detection ( AAAKX RS BF#M ) ThaE R FEE XA THERADIUSHRS 22 AY
WRAT A AMRE, BANEREERNAEIER (AR REM ) |, MEE LXK EIR BERADIUSHR
SBRNARBEEFINERCI AR SAAR T ZH A AR, WRERE LXBIURKKE
BERBES , HEREEN , AR FZETENSRH

eSS AT BB B RADIUS RS 25 7 B R U BI AR £ W E LB R R B, WRRSS 2R ERTALE
BORIEMISHK , MXFAPREHNRENERNBISELRITEP. KABRIBET LGNEE IR
MR, AREMERT ST ABENEE,

—BERADIUSERS S8R FR 12 N FH , FRECE R LAY RE AT R RS SRR IS N ESNIRS Z BRI
ERFERE (AosN RN ) AREFE. FLHE , XRITF 26 KBRS /LA E MRS
RADIUSE R,

R Edead-criteriaF BLE T timeFtries , M EEERS RIS H KB BB B IX DKM

BE

1ECisco cat 9KZR el H B Edead timeFldead-criteria,

Switch#config terminal
Switch(config)#radius-server deadtime 2
Switch(config)#radius-server dead-criteria time 3 tries 3

EABIE SR E L Rdeadtimefl & , IRHLE LHIFIEEN —ERETE (22 % ) AR ERFRIC
NEN., HEXeSEFH , KRV RS[EFICNBIRES |, AFBERSBH/RIE
RADIUSH &,

MR ARIEERADIUSTERTE] , MBEINENO , XL EARSS /IR E ZUPIRE. BT LITH

, RADIUSERSF B8R IRA W eiE ) , SBEMSHRIEFRIBE ., EHEEERSEX AR 25 < 5l AR 5525
REFMERUPRE |, BEERADIUSERN . X EHNIXRADIUSIRSFRAEETERE A
RADIUSTER ., WEIXHEMBIBMALE , RIRYLFRADIUSERSS BR4R 18 A EBIRES.

Switch(config)#radius server RAD1

Switch(config-radius-server)#address ipv4 10.127.197.164 auth-port 1812 acct-port 1813
Switch(config-radius-server)#automate-tester username test-user ignore-acct-port probe-on
Switch(config-radius-server)#key Iselab@l23

Switch(config)#radius server RAD2

Switch(config-radius-server)#address ipv4 10.127.197.165 auth-port 1812 acct-port 1813
Switch(config-radius-server)#automate-tester username test-user ignore-acct-port probe-on
Switch(config-radius-server)#key Iselab@l23



MBIFTR |, test-userMiXAFIDAF B, ignore-acct-portx 8 F g R X H 1510 iF 24 F /Y AR
FERMICIki® OS5, probe-onXkBFIETRRIRN R BERSBJ/IFICH KA F 82K IE N RN o

X FISER AR A SPEIERE LWSEERIFMAFKS , FEEZEB, EUTRAF | test-userRAF A&
, test-password;2RADIUSHRS 258 5| AN B BRI F B 7P F#EBEB, A, “User
rejected”H 2 R RRADIUSERFZ 884 TE3NIRA ( BRIEREBERT ) 6

5 E

M RADIUSBR S 288RAD1 MIRAD2EL E#ERADGRPAH, RADIUSHRSG AR1ERAD1 LZ1T , B
RAD2 L2177,

radius server RAD1
address ipv4 10.127.197.164 auth-port 1812 acct-port 1813
key Iselab@123

radius server RAD2

address ipv4 10.127.197.165 auth-port 1812 acct-port 1813
key Iselab@123

aaa group server radius RADGRP

server name RAD1
server name RAD2

EEFIFMAE , radiusMaaa-trans debugsBEER Y LE A,

Switch#set platform software trace smd switch active RO radius debug
Switch#set platform software trace smd switch active RO aaa-trans debug

— BXAZHIMABLE , ERMATE —MRADIUSTABIER L X B F10.127.197. 1648 RS
28, BT RS EEFHMNRADIUSIES , At EFAIERL

o ME—NMNERFFH |, dead-criteriaftimeMtriesit kBB H LT,
« E181917THHIBRZRE=F , HERESHER , 21T 5ER1EmE1,

2026/04/06 18:19:17.503353862 {smd_RO-03}{1}: [radius] [27946]: (info): RADIUS: Send Access-Request to 1

2026/04/06 18:19:17.503370267 {smd_RO-03}{1}: [radius] [27946]: (info): RADIUS: User-Name [1]
2026/04/06 18:19:17.503374078 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: User-Password [2]
2026/04/06 18:19:17.503383207 {smd_RO-03}{1}: [radius] [27946]: (info): RADIUS: Service-Type [6]
2026/04/06 18:19:17.503386667 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26

2026/04/06 18:19:17.503391259 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
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ER , ERRERIIMWAL ,

RADIUS: Framed-MTU [12
RADIUS: Message-Authenticator([8
RADIUS: EAP-Key-Name [10
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: NAS-IP-Address [4]
RADIUS: NAS-Port-Id [87
RADIUS: NAS-Port-Type [61
RADIUS: NAS-Port [5]
RADIUS: Calling-Station-Id [31
RADIUS: Called-Station-Id [30
RADIUS: Started 5 sec timeout

XA

RADIUS: Retransmit to (10.127.19
RADIUS (00000000) : Route radius P

RADIUS: authenticator c0 1f c0

RADIUS: User-Name [1]
RADIUS: User-Password [2]
RADIUS: Service-Type [6]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Framed-MTU [12
RADIUS: Message-Authenticator[8
RADIUS: EAP-Key-Name [10
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: NAS-IP-Address [4]
RADIUS: NAS-Port-Id [87
RADIUS: NAS-Port-Type [61
RADIUS: NAS-Port [5]
RADIUS: Calling-Station-Id [31
RADIUS: Called-Station-Id [30
RADIUS: Started 5 sec timeout

BEE50FE , TMVLE18:19:27 K% $E = MAccess-Request , BIX TR , Ftriesit BB RS E

3o

2026/04/06 18:19:27.504409044 {smd_RO-03}{1}:

[radius]

[27946]:

(info):

RADIUS: Retransmit to (10.127.19



2026/04/06 18:19:27.504419704 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS(00000000): Route radius P
2026/04/06 18:19:27.504458569 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: authenticator cO 1f cO

2026/04/06 18:19:27.504465641 {smd_RO-03}{1}: [radius] [27946]: (info): RADIUS: User-Name [1]
2026/04/06 18:19:27.504469296 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: User-Password [2]
2026/04/06 18:19:27.504478672 {smd_R0O-03}{1}: [radius] [27946]: (info): RADIUS: Service-Type [6]
2026/04/06 18:19:27.504482096 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:27.504486708 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:27.504491837 {smd_R0-03}{1}: [radius] [27946]: (info): RADIUS: Framed-MTU [12
2026/04/06 18:19:27.504494772 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Message-Authenticator[8
2026/04/06 18:19:27.504521457 {smd_RO-03}{1}: [radius] [27946]: (info): RADIUS: EAP-Key-Name [10
2026/04/06 18:19:27.504527464 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:27.504531333 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:27.504534211 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:27.504538053 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:27.504540913 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:27.504544569 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:27.504547453 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:27.504556776 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:27.504562674 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: NAS-IP-Address [4]
2026/04/06 18:19:27.504566176 {smd_RO-03}{1}: [radius] [27946]: (info): RADIUS: NAS-Port-Id [87
2026/04/06 18:19:27.504571069 {smd_RO-03}{1}: [radius] [27946]: (info): RADIUS: NAS-Port-Type [61
2026/04/06 18:19:27.504575163 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: NAS-Port [5]

2026/04/06 18:19:27.504578703 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Calling-Station-Id [31
2026/04/06 18:19:27.504582370 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Called-Station-Id [30
2026/04/06 18:19:27.504650322 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Started 5 sec timeout

teEt , REMSHZAHEHE  RERRIEE - RSHFRICNEN , ARET 1200 , A
BRI E T — B RS 2R.

2026/04/06 18:19:32.503887087 {smd_R0-0}{1}: [aaa-trans] [27946]: (info): AAA/SG/TRANSAC: Server (10.12
2026/04/06 18:19:32.504202918 {smd_R0-03}{1}: [errmsg] [27946]: (info): %RADIUS_AUDIT_MESSAGE-6-RADIUS_D
2026/04/06 18:19:32.504301242 {smd_RO-03}{1}: [errmsg] [27946]: (info): %AAA_AUDIT_MESSAGE-6-METHOD_LIST.
2026/04/06 18:19:32.504323189 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: Fail-over to (10.127.197
2026/04/06 18:19:32.504378935 {smd_R0-03}{1}: [radius] [27946]: (info): RADIUS(00000000): Route radius P
2026/04/06 18:19:32.504403273 {smd_R0-03}{1}: [radius] [27946]: (info): RADIUS: authenticator c0 1f cO

2026/04/06 18:19:32.504410062 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: User-Name [1]
2026/04/06 18:19:32.504413896 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: User-Password [2]
2026/04/06 18:19:32.504422951 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Service-Type [6]
2026/04/06 18:19:32.504426323 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:32.504430907 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:32.504435998 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: Framed-MTU [12
2026/04/06 18:19:32.504438858 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: Message-Authenticator[8
2026/04/06 18:19:32.504465819 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: EAP-Key-Name [10
2026/04/06 18:19:32.504471839 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:32.504475779 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:32.504478746 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:32.504482466 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:32.504485282 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:32.504489653 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:32.504493997 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:32.504499349 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:32.504509376 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: NAS-IP-Address [4]
2026/04/06 18:19:32.504522118 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: NAS-Port-Id [87
2026/04/06 18:19:32.504527127 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: NAS-Port-Type [61
2026/04/06 18:19:32.504531412 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: NAS-Port [5]

2026/04/06 18:19:32.504534916 {smd_R0-03}{1}: [radius] [27946]: (info): RADIUS: Calling-Station-Id [31
2026/04/06 18:19:32.504538572 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: Called-Station-Id [30



2026/04/06 18:19:32.504597929 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Started 5 sec timeout
2026/04/06 18:19:32.803141632 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Received from id 1812/49
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/sec/b_1715_sec_9300_cg/configuring_aaa_dead-server_detection.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/sec/b_1715_sec_9300_cg/configuring_aaa_dead-server_detection.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/sec/b_1715_sec_9300_cg/configuring_aaa_dead-server_detection.html
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