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1. BB MEEANIRZ (NAD) A ISERTAAA B B IRIE, EAXRIEEYT |, SN ERALES :

aaa new-model

radius server ise3l
address ipv4 10.4.21.47 auth-port 1812 acct-port 1813
key Cisc0123

aaa server radius dynamic-author
client 10.4.21.47 server-key Cisc0123

aaa group server radius ISE
server name ise3l

aaa authentication dotlx default group ISE
aaa authorization network default group ISE
aaa accounting dotlx default start-stop group ISE



dotlx system-auth-control

2. =R BAHELE Device Tracking:

device-tracking policy DT1
tracking enable

device-tracking tracking auto-source

3. v dot1x & 3 K i B & switchport H /1% & IR ER SR B& Bt AN E iZiw O

interface TenGigabitEthernetl/11
device-tracking attach-policy DT1
authentication host-mode multi-domain
authentication order dotlx mab webauth
authentication priority dotlx mab webauth
authentication port-control auto

mab

dotlx pae authenticator

4 BLERO SNMP# X FISNMPFABA LUK B BRI L ER ( HNE , BT UEERWHEK )

snmp-server community public RO

snmp-server community private RW

snmp-server trap-source TenGigabitEthernetl/16

snmp-server source-interface informs TenGigabitEthernetl/16
snmp-server enable traps snmp authentication Tinkdown Tinkup coldstart warmstart
snmp-server enable traps aaa_server

snmp-server enable traps trustsec authz-file-error

snmp-server enable traps auth-framework sec-violation
snmp-server enable traps port-security

snmp-server enable traps event-manager

snmp-server enable traps errdisable

snmp-server enable traps mac-notification change move threshold
snmp-server host 10.4.18.130 version 2c public udp-port 161

5.B & Telnets{SSHiAA] , LAEPrime A LAEERE

username admin password 0 cisco!123
aaa authentication login default Tocal

Tine vty 0 4
transport input ssh
Togin authentication default



6. ( Tk ) X FSSHE#E , FERSAE4]. MENADZENAD , BEAUTTRERE.,

AR RERZBHELERRSACHFZECEENE., RELNXZREBEETH , WETE
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ip domain-name cisco.com
crypto key generate rsa

Cisco PrimeEftiZ e Bl iE

THEBRF>REZFEE>MBRE>NS(+)>FMRZFRMNERE



aliali =
o Prime Infrastructure

f Inventory / Device Management / Network Devices

Device Groups Device Groups

All Devices
+ v Admin State Groups & Sites w
Add Device
Bulk | PR e Device Name A IPAddress
All Devices ulk Import
v Device Type
» Switches and Hubs No data is available
» Location (i
User Defined

EXRER , XTEEBLUTFE :
NFELIRE :

o —#% : IPZDNS,
« SNMP : EERO#K — R BEZRI/WLCHIN HHITERE,
« Telnet/SSH:HITERF B AEREIL,

X FWLC:

« —#% : IPERDNS.,

* SNMP : EERO#X — BREBEIRI/WLCHINEBTEE.
ERIERF |, B EMACiscosTEA
. B



Add Device X

* General Parameters

General — / ® IPAddress | 10.88.174.226 |
O DNSName | |
* SNMP
License Level | Full v | (7]
™
Telnet/SSH . Credential Profile | --Select-- v @
[ ]
[ ] . - -
. Device Role | Select " o
HTTPHTTPS
Add to Group | --Select-- bl | (7
Civic Location
m | Verify Credentials | | Cancel
—. SNMP ZB%:
Add Device X
* SNMP Parameters
* General vy Version | y2c A ‘
* SNMP Retries | 2 |
* SNMP v [
* SNMP Timeout | 10 | (Secs)
. “ SNMP Port | 161 |
Telnet/SSH *
. * Read Community | I ‘ (7]
[ ]
HTTPHTTRS . * Confirm Read Community | — |
Write Community | R ‘ o
Civic Location Confirm Write Community | . |

m | Verify Credentials ‘ ‘ Cancel




=, Telnet/SSHERS :

Edit Device X

Telnet/SSH Parameters

* General 4 Protocol | §5H2 - ‘
*CLI Port | 22
* SNMP “
* Timeout | &0 (Secs)
.
Telnet’/SSH ~ +/ . Username | 54min
.
™ Password | .....ccesesersssens
.
HTTR/HTTPS Confirm Password | .....cceecenranenes
Enable Password | .......coeeerenenns (7]
Civic Location
Confirm Enable Password [,

* Mote:MNot providing Telnet/SSH credentials may result in partial collection of inventory data.

Update & Sync Verify Credentials Cancel

8.TRFTEXEF G , BfRReachabilityFfCollection Status% 5l 3 GreenF1Completed:
© lub Prime Infrastructure -

A | Inventory [ Device Management / Network Devices

Duvice Groups

Device Groups
All Devices Salected 1
= + v S X Admin Siae w Syne Gioups & Sitea w Export Davice Revoke Certificate Show | Quick Fit
[+ Reachability Admin Status Davice Name 4 IP Addross DNS Nama Device Type Last Inventory Collection Status
Al Darvicas
v Divcd Typd
Suiches and Hibs (| Managed MXC TAC MOT-6816-01 k.. 10.88.174.226 7 1088.174.226 Cisco Catalyst CES16-X-LE Fixe..  Completed
* Locaton
User Dedined

9. PrimeEISEE K .

i.SfinZ|Administration > Servers > ISE Servers.

=, ETRFEES  EIFAJd ISE Server , RiF ¥ #HGo:

© !u Prime Infrastructure O, ~ roy -ROOT-DOMAIN &3
f | Administration | Servers [ ISE Servers e owm
-- Select a command - v | |60,
P Add ISE Server
Mone detecied Delete ISE Server(s)

=, EEMBZFR , AEETESave,



AR ATENEEMY (MRER ) BIFISET REIUEE.



AR AR OIRIEN443 , BIET LUGE A ISER VIR E A ] T 93w O 2 M,



] I 1 I ¥ =
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A | Administration / Servers / ISE Servers / Add ISE Server

Server Address 10.4.21.55
Port 443
Username admin
Password | wreeee
Confirm Password =~ | s
HTTP Connection Timeout 30 (Max:300 secs)

M, SHEISERSHENH, RFJ[RSERTHEEACRER (MM, E[MnT]HEBIMNT])

sifvan]ia e .
e tsee. Prime Infrastructure

roy - ROOT-DOMAIN T3

A  Administration [ Servers / ISE Servers @m0

-- Select a command - w || Go

Server Address Paort Retries Version Status Role

LIRS

10. & 8% A FAELE H 1T dot1x(RFC 3850) B AMAT, X AT LUBIS R B B R M 4 175 H S 12 28 (NAM) 2R
FMAREREARFERFREN, XTHEE , ERZERE , FFXEEFTFEEXEDEK,

56 UF
K UFISE

ISE4ZEI>k ENADBYRADIUSE R H K I A F #1785 BRI,
TEISE > Administration > Network Resources > Network Devices B 7 il H B iENAD,
1.2 2R 4E> RADIUS >3L8141E,

BRAFPXNSECSELETEFIIH, 21EFEEEPimeEiiiREHE.



= Cisco IS5t Operations « RADIUS
Live Logs Live Sessions
Initiated Updated Sew Sta, Action Endp tio Identity P Address
w v
Last Updated: Thu Ape 14 2022 13:04:40 GMT-0400 (Eastern Daylight Tima)
=1 Lo =+ A
2. £#1E> RADIUS >Rt HEF R ESIEID:
. < < oA =N .
= Cisco ISt Operations - RADIUS
Live Logs
Misconfigured Supplicants Misconfigured Notwork Dovicos RADIUS Drops
- 0 (‘.
U ) )
Time Status Session 1D Repea._  Identity Endpoint 1D Endpoint_.  Authenti...
w vinega "
a8 DASBAEE20000002F1E183DA0
etaradt: This &er 14 FT 17006 AAT2NANN (Fastam Matinke Timal

KIENAD

Authoriz_

SKRENADFHLXERMARFEE . 2EIDEISERHNSTEIDIH :

w 24 w
refile Posture 5t..  Security G.. Server Auth M. Authentication P
e
Gliont Stoppod Responding Ropeal Gountar
3 i
0 0
w v
Authoriz..  Event 1P Address Network De..  Device Port
s T

MXC.TAC.M.07-6816-01#show authentication session int Tel/ll detail

Interface:

MAC Address:

IPv6 Address:
IPv4 Address:
User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Method status Tist:
Method
dotlx

TenGigabitEthernetl/11
a036.9fb9.67ea

Unknown

10.4.21.51

ivillega

Authorized

DATA

multi-domain

both

N/A
OA58AEE20000002F1E163DA0
0x00000023

0xD9000001
POLICY_Tel/11

State
Authc Success

BRI PrimeE AR e



4AENERE>-BRTESEFRENRAS. EREKHMACHLE :

© vl Prime Infrastructure X

A | Monitor / Monitoring Tools f Clients and Users

Track Clients Identily Unknown Uisers
MAC Addiess 1P Address 1P Typee Usér Nami Type &  Vendor Location Device Name Inteiface Interta... VLAN Protocel Status Association Time
QO a0 6T e 1042151 1Pvd ivillzga I ] Intel C.. Unkneramn MXC. TAC MO TenGigabit o 8023 Disasssei Ape 6. 2022, 12:35:29 PM

S5.MREEE  B2BIAFP2ERMAEENISERSHRER !
© i Prime Infrastructure E —

A | Moniltor § Monitoring Tools / Cllents and Users / a0:36:91:b9:67:ea

Overview ISE Events Troubleshood and Debug Locaton

* Attributes

= Client Attributes

Mot None

Security

User Name  fvilega (i faws  [Hsassockted Authenticating ISE ige-31
Authentication Method 502 1)
MAC Address a0 36 5Tb% 57 ea VU E: o
Auth Status A
P Address 1042151 VLAN Name  Duta Mol Avadable
#usthorization Profile Name

Vendor intestace  Tan Posture Status Urknown
Erdpaint Type L \ y
Interface Description Trust$ec Security Group Data Not Avadabla
Hosmame Sudtch e M Audit Sessian 1D
Modia Type  Wired _ Windows AD Domain [iai
P —— Switch (P Address  Dala Nol Avalable

EAP Typo
Wired Speed  1Gbps

On Hetwark ho

Software Version [

WD Data Not Available
Traffic

Last Accounting Tame  2022-Apr-07, 224821 UTC

Bytes TufRe 00

6.88 — MRCHISEMNETFRATRRILBEL RN ESH. BALLEREPrimeEfMRAER T M
ISEFRERE ARV B ESEE

8 &% Primeln

M | Monitor / Monitoring Tools [ Clients and Users | a0:36:97,b9:67.ea @owm|[
Cverview SE | Events = Troubleshoot and Debug | Location
# L 5 Hours ~
Bitibent T
Aad T
asbemed

Authentication Records

2 regerds

Date Status Fallure Reason

HUEHEER

1.4 A ping X ISEMPrime &t g e < [AIKYVERE, MR RBEE , LA LUERISERPIRREREHE
|

2RESRIPEEN RO REEISE MnTT KRHITIT ( BIAIRO H443)



ise-31-1/admin# show ports | include :443
tcp: 0.0.0.0:80, 0.0.0.0:19444, 0.0.0.0:19001, 0.0.0.0:443

MR HED , NRRISEMnTEH HiKO,

MERARMER ARSI HHO , WRRISE MNTEXAZIRA, EXMERT , ETZ I ERE M
im A SET ISEF AT TACRSI , UK E RO ARTFHERERE.,

AR ISEMNTHRMNEARLRDO , TEHTIFISE MnTH R KREISEREEM KOSE
"B AR A,

3AEAFREPrimeEMIZEN Telnet XL BT E B HO :

prime-testcom/admin# telnet 10.4.21.55 port 443
Trying 10.4.21.55...



Connected to 10.4.21.55.

N Rtelnetill iz 49 % 5 Connected to <ISE MnT IP/FQDN> , NI =35 55 3h o

N RtelnetTl iz 9 3 H =% Trying <ISE MnT IP/FQDN> |, M & RAIR LMK, X 455 R 4&iE
ZHHACLE SBs K EH A >,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



