EAristaXl LB EE TRADIUSHEE R B X
Hx

BB Aristastiftdl
1.5 FIRADIUS & {33 iFF
S| RIFEE

ISE®#
27130
% 51.56405 RADIUSTEREEH"
(B8R
BREE
%82 AristaxX 5 = Ed ISE PSN
BREE

&g

RN BNAEE RN F 0 IRS 5 Z(1SE)AEARADIUSH Aristas il LN BB R B RHITH
BRAL,

TR
ER
FEHREREH , FERE



- BRISE (HERAE3X ) EREAEBTEE,
« 1Z1TEOSH X #FRADIUSHI AristazZ #24l.
. ISEA L B /Y Active Directory(AD)S N ZBFE P BB o

£ FRY4E ¢+
AXEPHEEETUT R FE SR

o Arista IRV IRGIRA - 4.33.2F
- BRI BHIRSE5IZ(ISE)MRA3.3%N T 4

AXHEPNEEHRETREXRENEFNRZEEN, AXEFEANAAERZRAERAR
(BN ) BE. MREHMBLTENRS , FERRETRAERTHIBERE,

P £% P

RADIUS Device Authentication

RADIUS Optional -

Accer-Request Check cr)edentiafs H\
Q __ O Ap J
RA
- SSH s _d@b

Arista Switch Identity
Services Engine

L J

RADIUS
Access-Accept/Reject

L 4

User/
Administrator (NAD)

LT M4 B B R E F Cisco ISEXfArista 3 #2 #1313t 1T E FTRADIUSHR B BB IIE |, H i Active
Directory(AD){E 7 Al 1% & 13 3 iE R o

ZEREE
o AristaX#dl ( AEMLZIZEAIREZ , NAD)

« BHRHISE ( FHRADIUSHRS 27 )



« Active Directory(AD)[RIi%] ( i T & 331 )

- RP/EER (BYSSHER )

[
Bt & Cisco ISE
SB1: FREVERISER Arista B % BLE X4

ERHEXEHZAristalR B EANADEE X H, WEEXHUARMSENFHEH | AT LATEArista
CloudVision WiFi Dictionary and NAD Profile for ISE Integration XX Z % 2|, St E XH T8 H
S AZISEREEB T EINKIEERK

BUT 2 RfArista NADEL B XX 4S5 A B RHISER H IR

1. FEREE X -

o M\ EERENBRE X IR Arista NADELE X, BEHEX,
2. 3@ Cisco ISE:

« BB MCisco ISEEBZFIA,
3. & ANADE & 304+ :

- SMEIEE>MEEFR>-MERROEH.

« B Fimportiztl,

« EETH B Arista NADEL B 324,

= ‘i Mdentity Services Engine Administration / Network Resources

[ ] Network Devices Hetwark Device Groups MWetwork Device Profiles External RADIUS Servers RADIUS Server Sequences MAC Managers External MDM More
)
; Network Device Profiles
Sole
a
1 :|
Hame Descripilon Viendor Source
2
Ay saftches ~ MA@l QGlsco Frovided
Py e Arubo wirslees o e Provided
F foer Brocade 5 E Cisco Provided
G prodik * Ci o Frovkd
[ co Prou
Chocas fim | Mo fils chodfen
Clsco Frovided
E= '
co Frovided
i winsless natwark aceass o Merarsia = Provides

Step 2. AN fNAristaX MR MEZZ

1. SMEIEE>ME T IR>MFZIREZ> +7R o


https://community.cisco.com/t5/security-knowledge-base/arista-cloudvision-wifi-dictionary-and-nad-profile-for-ise/ta-p/4295014
https://community.cisco.com/t5/security-knowledge-base/arista-cloudvision-wifi-dictionary-and-nad-profile-for-ise/ta-p/4295014
https://community.cisco.com/t5/security-knowledge-base/arista-cloudvision-wifi-dictionary-and-nad-profile-for-ise/ta-p/4295014

‘wiihe Identity Services Engine Administration / Network Resources

)| Bookmarks Hetwark Devices Network Device Groups Network Device Profiles External RADIUS Servers More

[ |
Dashboard Meswork Devices

. r—— Network Devices

Context Visibdlity

Device Secwiy Setlings
Solpcted 0 Totaln [

&

"\ Oparations

£ add Ly Impart Al k7
1 Policy
IC Mame -~  |P/Mask Profile Name Location Type
4 Administration
Al Work Centers Mo dats availabie

7 Interactive Features

2B HAAAHBMAULTHFHAER

1. &% : Arista-Switch
2. IP Address:<Switch-IP>
3. IRREH  MBHMAEL
4. M LZIR % BB X A% F AirstaCloudVisionWiFis
5. RADIUS B IR E:
1. B ARADIUS B 31 iE
2. #i AShared Secret ( M5 R Y E ELTE ) .

3B HREF

i Identity Services Engine Administration / Network Resources
] Metwark Devices Metwork Device Groups Metwork Deviee Profiles External RADIUS Servers RADIUS Server Sequences MNAC Managers External MDM j ‘Click here 10 do visitility setup Do not shaw this 2g
L [
13 Aetina_swach
o Oetast Device
Cevice Security Settngs Network Devices

u\

Mamy Arigin_switch]
]

Description Asista_switch for dovize login
F
Al

P Address a0

Devico Profile ArsIRGioed Vi -
Mogdel Namg v

Seftware Version 4-33-2F w

Metwork Device Group

Location All Locations ~ St To Befauit
IPSEC o v Sat To Defsult
Devico Typo Al Dewice Types Y 5ot To Default

RADIUS Authentication Settings

RADIUS UDP Senings

Pratocsl RADIUS

Shadad Sncrt —_— Shov



% 3% : WiF‘Network Devices ( M&Zi&% ) " T ERHFRZ

dentity Services Engine Administration / Network Resources

[ ] Hetwork Devices Hetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences HAC Managers External MDM More
N [
r Detaut Deviee Network Devices
Devies Secuity Setiings
at curity S#ling: Selected 0 Totsl 1
L oade £ 8 !
1
Name - IF/Mask Frofile Name Location Type Description
F |
B 0 ArsCloudVisisnWiFn () All Lozntizns Al Davies Types Arigts_switch for dovice login
q
A

B4 QIEMRMENASSMHA

SMEEE>SHEES-A>-AF S H4HE> +5:

Identity Sel Engine Administration / ldentity M

] Ecoxmarks Identities Groups External |dentity Sources Identity Source Sequences Settings

| | Dashboard

! cantaxt Visiiiity dantity Grougs User Identity Groups

=

A, Operations = - Seleciec 0 Totaln 0 {5

Jeiatn t | "
I Policy 1 Endpoint Identity Groups
A Administration » F1 Usar Identity Groups Daseription
L ALL_ACCOUNTS |efuult Default ALL_ACCOUNTS (default) User Groug
. Work Genters - o ¢ :
-'__i Arista_sveicl Arista switch admin user login I:us.1|ng with _DDJGOI'\ warsion
B Employee Detaul Employes User Group
interactive Features
FL GAOUP_ACCOUNTS (dafault) Default GROUP_ACCOUNTS {default) Usar Graup

Idantity group mirraring the guest type

B Gl Typee_Diaily [dufuull) Idantity group mirraring the guest type
L Gl Type_Salf ruginlared gosat Idantity group mirraring the guest type
Gl Typs_Secinllagin (default) Idzntity graup mirnaring the guest type
B NN _AGCOUNTS [efault) Defauly OWH_ACCOUNTS (default) User Group

EB5F: REEEARFSOEANER

B EHSubmit MR FEE



|dentity Services Engine Administration / Identity Managemeant

P Bookmarks Identities Groups External Identity Sources Identity Source Sequences Settings

BT Dashboard

Groups @ Arista_switzh_Admis
Identity Groups

= Identity Graup
‘\ Operations B &

! Context Wisibility

* Masne Arista_switch_Admin
U Policy [ Endpoint ldentity Groups
. Arista satch admin user Ingin testing w th golden version
A Administration » P Usar Identity Groups

A Work Centers

Imtaractive Faaturas

m fraset

Member Users
Users Eelected 0 Toinl 1 © )
B e i Calate o
Status Esmail Usemams - First Mame  Lasl Name

B Enabled diviya

BRS¢ SRR AF AR NEEERTA

EMIEE>SHTESS 5> +NM:

' Identity Services Engine Administration / Identity Management
] Bookmarks Identities Groups External ldentity Sources Identity Source Sequences Settings

¥ Dashboard —

Network Access Users

; Fie
| Cantext Visibility Labest Manual Network Scan Res...

A, Operatiens
o

i) Policy

Sekcted 0 Total O

mice Fibes o

Sratus Username -~  Description First Name  LastMame Emoil Address  User identity Groups  Admin

4. Administration

‘Work Cantars

Mo chata susdlable

Interactive Features

CANIMEEEEANRNAF., REBM. ZBHINE DB Arista_switch_Admin , [ TRz ¥
B HSubmit A REE X,



Adrinixiratios ¢ destity Maagerens

UBer G

B7H: NEEAMPUERENEENH

S finEPolicy > Policy Elements > Results > Authorization > Authorization Profiles > +Add.

ENTRNEEXHEBF , FAccess TypefR 8 HACCESS_ACCEPT , A7 Advanced Attributes
Settings N A Mlicisco-av-pair=shell:roles="admin" , /5% 5 Submit,

= i ldentity Services Engine Poliey / Pollcy Elemants

] Dictioraries  Condilions  Resulls
Aarhentication Arbars_sadich_dcimis

Authorization Prafile
Famaieation

x actharivating Pralies R
am Brista_switch_idmin
1 [ E————

Desciiption

Profileg
* Aceess Trpe
L Pastre e ACCESS_ACCEST w
Giast Provislening Hutwerk Duvice Prafied [7) drasDousvaictiFl

- Camman Tasks

~ Advanced Attributes Senings

= giesoshaca-ay-pain ~ shelliroigs=* admin®

Attributas Details
Aotess Tvie = WOCESS ACCERT
Y T - ek



S8 RIS AristaX AP it PRI AV KRB £

XENTHIEHMRZR O R TFHRNR,
S#nElPolicy > Policy Sets >AddB#: , By FAE LA,

Policy Sats

D“.-.. [ Destrptss  Cosme - Alemed Prossiois [ Barver Sequence ML Aitast  View

8AMITH TR EMNINEL, B HAIERIRE BT FRMo

Biates  Fasay et hame Destription Cangiens ABowed Protecess | Barvwr bogesace Wi Autinns e

8.2 B AristaX i #lIP1# ik LA HIRADIUS NAS-IP-Address/E R INTME &4 , AiEE FHUse,

Library Editor
Radius-NAS-1P-Address
9 @m0 wm|e Q| m @ 7 B @ L @ k| ol
Quals wr N 1 224
L Select attribute for condition |
Wirang walu
SG - o 2 =
L C ] = & / i o il @ E ¥
I
Catalyst_Switch_Locel Web_suthentication m
Dictionary Aftribute 1] Info
Switch_Local _Web_»Auwthantication
Badius W R Astribute o
Switch_Web_Authentication Radiue Login-LAT-Noda 1)
Radiu Lasg = LT -zt
Wired_B02.1X adius agin o
Radius Login-LAT-Service B4
Wired _MAR
9 Radius HAS-IP-Addross 4
Wirslass_B02.13
Radiuz HAS-IPuE- Address 5
Wredess _Access
Radius HAS-Idersifior 32
Wirsless _MAR
Radiur HAS-Pert

WILC_Wab _a Uthentication




Conditions Studio

Library Editor

Radius-NAS-IP-Address

Equals = 3

b Catalyst_Switch_Local_Web_Authentication

NEW AND OR

Switch_Local_Web_Authentication

Switch_Waeb_Authentication

" Wired_B02.1%

Wired_MAB

i Wireless_802.1X
Wireless_Access
1) wireless_MAB

i WLC_Web_Authentication

8.3/ G , £ HSave:

Policy / Policy Sets

J|  Bockmarks Policy Sets R
EI  Dashboard - S - - " -
Status  Policy Set Name Deseription Conditions Allewed Protocols | Server Sequonce  Hits  Actions  View
i1 context vis ’
A OGperations
® 9 Madusnas-P-ngdress EQUALS W i S B
1 Ppulicy
oy preret -] Wirsd =l YICE-Device Type EQUALS All Dewice Types faul Network A 1 & -
Al Werk Cantars (-] Y Dalasdt policy se1 fault Netwerk Acces ] >

Interactive Features




BR BREI G |, R HADefault Network Access ProtocolsFll3R, &7 LA 6| 2 37
JRHBEEERNEEBE,

S| BEEMRBE

KRENMTITRA>EFF

Policy Sets

Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits  Actions View

sta_switch_raclus logie 9 medivsNAS-IP-Address tquals T i



9.1 B FFAuthorization Policy3 8 | ARG # 5 (+) RN

Rt

Status Rl Name Cendmens Frofikes Security Growgs Hits  Actions

9.2i% B &M LAL B Dictionary Identity Group with Attribute Name Equals User Identity
Groups:Arista_switch_ Admin(EZR7HCIZNA B ) , RE/EEA,

Conditions Studio




Conditions Studio
Library Editor

IdentityGroup-Nam
S0 =2 @ R @ =B A E o=
] 1 a & -} | i1 @ Equals - Lisar identity
an Groups:Arista_switch_Admin
56

BYOD.is_Registared ( Sat 13 1 not T .. |

Catalyst_Switch_Local _Web_Authentication
MEW AND OR
Comphiance_Unknown_Devices

Compliant_Devices

EAP-MSCHAPD

EAP-TLS
Guest_Flow
MAC in_SAN

Metwork_Access_»Authentication_Passed
Mon_Clsco_Proflled_Phones
Mon_Compliant_Davices
Switch_Lacal_Waa_Auhantication

Switch_Wen_Authantication

9 3WIFERNKREEFE BN , RSHEERE X TARIA B &

Authorization Palicy|2

Ruosults
Status  Rule Name Conditions Profiles Security Groups Hits  Actlons
& Atete Pacion. iooks . ‘densryGrowp-Meme EQUALS User enginy -
IS Greups:hrista_switch_Agmin &
(-] Dot o

it B Arista3 4l
$181. )5 ARADIUS B 916 iF

EXZF|AristaREA H AR EES -

BE

radius-server host <ISE-IP> key <RADIUS-SECRET>



radius-server timeout 5
radius-server retransmit 3
radius-server deadtime 30

aaa group server radius ISE
AR 5588 <ISE-IP>
!
aaa authentication login default group ISE local
aaa authorization exec default group ISE local
aaa accounting exec default start-stop group ISE
aaa accounting commands 15 default start-stop group ISE

aaa accounting system default start-stop group ISE

SR REFHRE

EEEFEIERERE , BRITUTERE

EfFf&ss

/4

copy running-config startup-config

50 IF

ISE® &%

1.2 5 A #T Y RadiusEiE & FArista3 4l :
115 2R 4> Radius >R B,

12EFNERETAFRERIE R,



' ldentity Services Engine Operations / RADIUS

J| Bockmarks Live Logs Live Sessions
BT Dashboard Misconfigured Supplicants Migconfigured Network Devices RADIUS Drope Client Stopped Responding Rapaat Countar

11 Context Visibility 0 0 0 0 5

9, Operations

Within

20 records w  Last 3 hours R

Policy

2. Administration

- Time Status Details Repea..  ldentity Endpaint ID Endpoint..  Authentication ... Authorizaticn.. Authoriz_.
nll Work Centers

x L idangity Endpaoint ID Endpeina Pr Authestication Paik Aunthoriration ol Athosizatic

Mar 18, 2025 07:08:22.0 ] a 4 diviya 1 Arista_swisch_rad Adista_swicch_r. Arista_swi

Intaractive Festuras

Mar 1B, 2025 07-08:21.9. o & 1 diviys _——— Arista_switeh_rad Avista_switth_r..  AriSta_sw

s 1, 2028 0F-08:21.0 8 div B e — Adista_swizch_rad Adsta_swieh_r Avkata_swi

Mar 1R WIIE ATNTNT 1 L] = i Aviara smineh rad Aviata sminah ¢ Aviata s

2R TRBRE , FEFQXBHRARR -

Identity Services Engine Operations / RADIUS

P! Beckmarks

BE Dashboard

I Context Visibility Misconfigured Supplicants Misconfigured Netwerk Devices RADIUS Drops Cliomt Stepped Respending Repeat Countar
A, Operations 0 0 0 0 6
1} Policy

Show Wk

i Adeinlstrat s Lamest 20 records - Last 3 hours B
ministration

ml Work Centars

Tirma Status Duartails Repea..  ldentity Endpoint 1D Endpoint...  Autl e A ization.. .
. = Auth Fallad™ % dontitg Endpaint I Emdipoint Pr  Awthenticathn Pol  Authorization Pl Autharizatic
Interactive Features
Msr 18, 2035 05:57:12,4, o E' iiviya —— Ariats_swne Pra—
Mar 18, 2035 03:57:93.5 [} a diviya I Ansta_swich_rad Arista_wwitch, s
Mar 18, 2025 05:556:16.3 ’ a diviya e Arista_switch_rad Arista_switch_r.
S —— a N dhbn Artera sl maA Amans sstean o

/.

3.5 F K ER*ERadius Live B EHHER , B FUDPER EE B BB DHIRFIKISEY &
3.1. S MBI BRE>HEHERR> 12 M T B> TCP# A&,
3.2 INETRV IR AR XA TR A T B, AEBUDPHEZTREEIEISET Ko
IEBEFERNER , A FRIHARERRF.



el |dentity Services Engine Operations / Troubleshoot

)| Bookmarks Diagnostic Tools Download Logs Debug Wizard

8%  Dashboard
General Tools
bl -
‘> Gontext Visibility RADIUS Authentication Troubl...
Add TCP Dump
Execute Network Device Com.. )

%, Operations

Evaluate Configuration Validat.. Add TCP Dump pcket 107 MOnItaning on a nétwork interface and troubleshoot problems on the network as thay appear.

{ Policy Posture Troubleshooting

Host Name*
- Agentiess Fosture Troublesh oldenserver “
3. Administration gantless Posture Troublesha... kL 5
EndPgint Dobug
ali  Work Centers TCP Dump
MNetwork | ace*
Session Trace Tests GigabitEthernet 0 [Up, Running] v

Interactive Features
TrustSec Taals

Filter

ip nost I

E.g: ip host 10.77.122.123 and not
10,177.122.119

File Naeme
Radius_issuve

3.4 H B BHIR.

TCP Dump

The TCP Dump ulility page is to monitor the conténts of packets on a network interface and troubleshoot problems on the netwerk as they appear

RowsiPage 1 L 1 i 1 Total Rows
Host Name Network Interface Filter File Name Repository  File S... MNumber.. Time Limit Promis... Status
goldenserver.diviya.com  GigabitEthernet 0 [Up, Runni..  ip host I  Radivs_issue 10 1 10 falae RUNNING

3.5.Z A EISEHIRE 1T & F | Arista3X .
3.6.fF LLISEREYTCP#efiff F R 34 T B B A it it B AL
BT REREMH,

FER s

BIESNoT, MAristazE#ET # 01812(RADIUS)EISE RS 28 % & R,
BIETNo2, ISERRFSRNEFZEZHHIER,



ADAG mEBR ReFF LM E QQQEE
n
M

T Source estination Protocol | Length| Info
1 2025-93-18 07:16:26. 147865 RADIUS 126 Access-Request id=141
2 2025-83-1E B7:16:26.247483 RADIUS 181 Access-Accept id=141
3 2025-83-18 07:16:26.322042 NN RADIUS 213 Accounting-Request id=142
4 2025-83-18B B7:16:26.342623 NN 62 A spanse id=142

HUEHEER

% 51.56405 RADIUSIHEREEH"
2

7 2B RBEBREMBZIRE ( fliAristaR#R A ) i 1T H B KUt £ Cisco ISEF HI“5405
RADIUS Request dropped”£5i% , [RE“11007 Could not locate Network Device or AAA Client”,

G0
.« BRBMRSEIZ(SE)RERBAristas 2l , BN EIPH iR E B HMEEE T,
+ RADIUSTER K BISEF IR A MM &GS RAAAK = 50 P4t o
.« THRHLFISEZ MME B TR TE (FIMPREETHATER ) .
iR T 2
. FRBRAFINE B EFIPH K M 4518 % B Cisco ISEFIE.
» RIFISEREBMNIPH 4 A EHASTHRILNIEER L THE,
- BiEfR , HIIEFIRBIHAERADIUSTE K,
17 = 2: Arista3TIR AL TS A B U1 #R B & 47 ISE PSN
B
AristaX e HL B B 9 i i Cisco ISEH# TRADIUS B 18 1F, 2 EISEREEARS 5 = (PSN)A A A At
, TR LA RERTZAPSN, Eit , SHRIF ARNEREEISE PSNF |, HFigEX
PEY , MAEBD/E FAPSNARAEMA A,
EE o)L

* AristaX R HLAIRADIUS RS 2REC BB M EISET R , T ER R DRSS R,



o RIEWIZERADIUSIRSGBILER , REBEEFHRDZBISE IP,
- X EWBRMNEAREREIE , SBFEEKIELHRE|IREAPSN,
o RPWHFFQDNATPSN , EDNS#EM T LREIFMEARE , SBREEXRESHHR,

fRRTT R

« BREXMAYAIRADIUSIRSSRAR B M AZ/NSE PSN IP, X , MIRFRELET R
, IR BT BAFE A & AT ISE PSNo

B & RAI:

radius-server host <ISE1-IP> key <secret>

radius-server host <ISE2-IP> key <secret>
« BWIFRADIUSIRSSRIL LR, BENNEAERBCEBEE , UXATENBIETR,
- WRFEMFQDN , FREDNSIREMMEMN , LB ERIRYIE DM EMHPAAPSN IPiit,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



