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Overview

Request Type

Status

Session Key

Message Text

Username

Authentication Policy

Selected Authorization
Profile

Authentication Details

Generated Timea
Logged Time
Epoch Time (sec)
ISE Mode
Message Text

Failure Reason

Resolutian

Root Cause

Username

ERISERM IR

Authentication

Fail

goldenserver/541265148/80
Failed=-Attermpt: Authentication failed
diviya

Arista SW_TACACS >> Arista SW_TACACS Auth

Deny All Shell Profile

2025-07-27 16:06:30.094000 +05:30
2025-07-27 16:06:30.094
1783612590

goldenserver

Failed-Attempt: Authentication failed

13036 Selected Shell Profile is DenyAccess

Check whether the Device Administration Authorization Policy

rules are correct
Selected Shell Profile fails for this request

diviya

Steps

13013
15049
15008
15048
15041

15048

15013

24210

24212

13045

13015

13014
15041

15013

242710

24212

22037
15036

15048

Received TACACS+ Authentication START Request
Ewvaluating Policy Group (i Step latency=1ms)
Evaluating Service Selection Policy ({J Step latency=0m
Queried PIP - DEVICE.Device Type ([J Step latency=2m
Evaluating Identity Policy (§J Step latency=3ms)

Queried PIP - Metwork Access.Protocol (TJ Step
latency=2ms)

Selected Identity Source - Internal Users (TJ Step
latency=2ms)

Loocking up User in Internal Users IDStore (T Step
latency=0ms)

Found User in Internal Users IDStore ({3 Step
latency=37ms)

TACACS+ will use the password prompt from global
TACACS+ configuration (T Step latency=0ms)

Returned TACACS+ Authentication Reply tD‘ Step
latency=0ms)

Received TACACS+ Authentication CONTINUE Request (
7 Step latency=68ms)

Evaluating Identity Palicy ({3 Step latency=0ms)

Selected |dentity Source - Intarnal Users (7 Step
latency=4ms)

Leeking up User in Internal Users IDStore (T Step
latency=0ms)

Found User in Internal Users IDStore {Q Step
latency=7ms)

Authentication Passed ({J Step latency=0ms)
Evaluating Authorization Paolicy (T Step latency=0ms)

Queried PIP - Netwerk Access.UserName (T Step
latency=4ms)
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Overview Steps
Request Type Authentication 13017 ;R’Emﬂgl;:fﬂcso packet from unknown Network Device
Status Fail
Session Key
Message Text Failed-Attempt: TACACS+ Request dropped
Usemamsa
Auth stion Policy
Selecred Authorization
Profile

Authentication Detalls
Generated Time 2025-07-27 17:50:17.705000 +05:30

2025-07-27 17:50:17.705

1753618817

goldenserver
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