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= e |dentity Services Engine Administration / System

] Deployment Licensing Certificates Loaging Maintenance Upgrade & Rollback Health Ghecks Backup & Restore Admin Access Settings

Cortificate Managemant

Certificate Signing Requests

(] A Cortificate Signing Requests (C5As) must be sent 10 ond signad by BN extsmsl authoriry, Glick * euport” 10 downkond one o more CSRs 30 that they may be signed by an external sutharity. After a request has
benn signad, elick “bind” 1o bind the rogwest 1o the signed cenificate isssed by that authority. Once o GSR is bound, it will be removed fram this list

C1

nl

O Frigndly Name Cortificate Subject Koy Longth  Portal gro...  Timostamp #  Host

Gertificate Autharity >
Mo dats svsilsble

$B|4.3%EF Usage FRITACACS.
Usage

Certificate(s) will be used for TACACS b

Allow Wildcard Certificates L] :_w
HIR5.3%£1F 2 /8 FATACACS+HIPSN,

Node(s)
Generate C5R's for these Nodes:

Node CSR Friendly Name

ISET ISETHTACACS

HIR6.fE A E L E REFTSubjectF B



Subject

Common Name (CN)
SFQDNS

Organizational Unit (OU)
CX

Organization {O)
Cisco

City (L)
Raleigh

State [ST)
MNerth Carolina

Country (C)
us

S PR7 FESubject Alternative Name(SAN) TR NIDNS NameFlIP Address,

Subgact Alternative Name [SAN]
CNE Name ISEN.lab

IF fucddross 10.228.253,.209

SR8 % FHiGenerate , AREE THEXport,



Successfully generated CSR(s)

Certificate Signing request(s) genarated:
ISETHTACACS

Click Export to download CSR{s) or OK to return to list of CSR(s) screan

] 4

HAE | HABAEE B MK HAE(CA)ZBIEH(CRT),
& A FTACACS+IRS: 85 B D BAE A RCAIE$

LB SMBEE>RSE>UEH, ETrusted Certificates T , # d5lmports

% ldentity Services Engine Administration / System

] Deployment Licensing Certificates Legging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings
us

Cortific ste Managamaent -
UL System Coriificates TruSted Certlficates 4 For disaster recavery It Is recommended 10 axport and baciup ol your frusied cenificates

Admin Certificase Node
~ s 50 s Il el €A cariifictes SRS

| Trusted Certificatos

[ [ Friendly Name ~  Trusted For Serial Number  lssued To Issued By Valld From Explration Date  Status
OCSP Client Profile
T Infrastruciure 5 .
a2 gm.rc:.. Signing Ll Amaron root CA Cisea Services 06 6C 9F CF ... Amazon Root CA 1 Amazon Root CA 1 Tue, 26 May 2015 Sun, 17 Jan 2. @ Em
quusts
9 PR [0  Clsco ECG Root CA 2099 Gisco Services =] Clsce ECC Root GA  Clsco ECC Root GA Thu, 4 Apr 2013 Man, 7 Sep 2. @ Em
"
Settings
[  Cisco Licensing Root CA Cisco Services 0 Cisco Licensing R... Cisco Licensing R.. Thu, 30 May 2013 Sun, 30 May 2.. @ Ens
Gertificate Authority Y (] Cisco Manutacturing CA SHAZ anrfﬁ::[:\um az Cisto Manufactur.. Cisco Root CA M2 Mon, 12 Mev 2012 Thu, 12 Nev 2. @ Ene
B [ Ciseo Root CA 2048 Eripolik SF FG 78 28 2.. Cisco Root GA 20.. Claco Moot GA 20.. Fri, 14 May 2004 Man, 14 M @ Dis
il b Infrastruciure : o A ¥ i ] g
(] Clsco Root CA 20595 Cisco Sarvices 01 9A 33 58 7... Clsco Root CA 20... Cisco Root CA 20, Tuo, § Aug 2016 Sun, 9 Aug 20... B End
[J  Cisca Root CA M1 Cisco Services 2ED2 0E 73 4... Cisco Root CAMY  Cisto Root CA M1 Tue, 18 Nov 2008 Fri, 18 Nov 20... @ End
Inf
] Cisco Root Ga M2 ik 01 Cisco Root CA M2 Cisco Root CA M2 Mon, 12 Nov 2012 Thu, 12 Nov Z... B En:

Endpoints

| Claco RXC-R2 Cisco Sarvices [} Cizco RXC-R2 Clsco RXC-R2 Wad, 9 Jul 2014 Sun, § Jul 2034 B En:

828  IEBEHRIEBRRI(CA)MKRRIES |, ZEHMEIEN ENTACACSIERERFR
(CSR)ZE., HR/EAISEN & MR EFEiED,



Import a new Certificate into the Certificate Store

* Certificate File | Examinar.. | ISE SV5Lab CA.crt

Friendly Name @

Trusted For: (7)
Trust for authentication within ISE
[ wrust for client authentication and Syslog

[_‘ Trust for cariificate based admin authentication
Trust for authentication of Cisco Services

Trust for Mative IPSec certificate based authentication

oo

D Validate Certificate Extensions

Description

m Ganeel

B Submit, UERINTE L0 H I TE Trusted Certificates o

Identity Services Engine Administration / System
] Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings
0

Certificate Management w
i Systam Carticates Trusted CertifiCates ar: suser ey s moommensd i sxpor nd backip sl your wwstad caribcates

Admin rtificate Mode
£ Rastart 1 impart & show Intamai CA cartiicatos "
| Trusted Certificates

(] Friendly Name ~ Trusted For Serial Number  lssusd To Issued By Valid From Expiration Date  Status

OCSP Client Profile

Infrastructure

3 Canificsts Sigring i ¥
Reguusts ) CNeSVS LabCh, OUsSVS, OsCisco, Ls... E;f:jﬁ:;"“" 20C0 7402 .. 5VS LabCA V5 LabCa () Mon, 28 Apr 2025 Sat, 28 Apr 2. @ Ens |
- sie Poriodic Check AdminAuth
" - " Endpoints _ ) )
Default self-signed server cenificats » 0236 IDFL6.. ISEZtmosvscom  ISEZtmo.svacem  Fr, 11 Jul2025  Sum 11JuZ. @ Ens
Infrastructure
Cartificats Authority 3 ( DigiCart Global Root CA Ciseo Servicos 0838 E0550.. DigiCen Global R DigiCen Global R  Fri, 10 Nov 2006 Mon, 10 Mov .. @ Em
DigiCert Global Root G2 GA Clsco Servicos 03 3AF1EE .. DigiCen Global R.. DigiCert Giobal .. Thu, 1 Aug 2013 Fri, 15Jan20.. @ Ena
DigiCert raat CA Crdabng 02 AC 5C 26 .. DigiCort High Ass... DigiCert High Ass... Fri, 10 Nov 2006 Mon, 10 Nov .. @ End
- N Infrastructure e b b s o o .
Endpaints

DigiCert SHAZ High Assurance Semver ... 04 E1E? A4 . DigiCert SHAZ Hi... DigiCert High Ass... Tue, 22 Oct 2013 Sun, 22 Dct 2., 8 End

Infrastructure

FERIEBLEHIER(CSR)FEERIISE
LRIEPBERFRCSR)G , LA UEISELZEREERMIEF,

TE1.SMBIEE>RE>IEH, ECertificate Signing Requests T , i £ — SR 4E M TACACS
CSR , A5 ##Bind Certificate,

Identity Services Engine Administration / System

I Deployment Licensing Cartificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Sattings

et Certificate Signing Requests

14 System Cortificates

dmin Cenificats Node

b4 Hn Genarate Certificate Signing Requests (GSR)

Trusted Cantificates

[] A Ceniificate Signing Requests (G5R) must b & N Signod by BN exiemal aUthority, GRck * expon” to downlond one of mare GSRS 30 ENAE thay may b5 3ignod by an exiermal sahariy. ATLer a requsst has
QCSP Client Prafide baen signed, click “ bind® 1o bind the request to the signed certificate isswed by that authority. Once @ C5R is bound, [§ will be removed from this iist
& Caertificate Signing
Requests % Export " Y
E- Cortificate Periodic Check
Sattings ] Friendly Name Certificate Subject Key Length  Portal gro.. Timestamp - Host

TE2GEBRIZIEDR , HBRFEMH(Usage) FTACACSE IEERIFIEH,
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1l System Cartlicatas
* Cartificate File Examinar... | I5E1.lab.crt

Admin Certificate Node
a Rostart

Truated Cenificates

Frigndly Nama
QOSP Client Profite Validato Cartificats Extansions

a Cortificate Signing
Requests

£ | Gartificate Poriodic Gheck

Setings B TACACS: Use certificate for TAGAGS Sorver

Certificate Autharity »

HPR3. EEHSubmite MRIRFIBXRERABIEBLNES | FEDOYesABE,

A,

Warning

Tha cadificate you are importing or generating matches an existing certificate. (Both
certificates have the same subject.) If you proceed, the existing certificate will be
replaced, and the new certificate will be given the same roles and Portal lag, il
applicable, as the existing certificate

Do you wish to replace the existing cerificate?

-

MEMFUEB LRI, B LA System Certificates THRIEX — Ko
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Certificate Management »
TR [ — System CertifiCates  arommme oo iis reconmiseded io aspor centicats and orivate key pairs of il systam coricatos
Admin Certilicate Node
x ol |- Generate Sulf Signed Cartificate - Impart

Trusted Corilicatas

(] Friandly Nama Used By Portal group tag Issued To Issund By Valid From Expiration Date Status
OCSR Client Profile

3 Contificats Sigaing il
Roguests
CoUS, ST=NC. LeRalsigh. TAGACS ISET I ISEY. b Wed, 10 Sep 2025 Fri, 10 Sop 2027 (-]
| Cenificate Pariodic Check alisca, QUSEVS, GNsl
Sartings SELLHISEY Jabn00a10 Ative
Cortificate Authority ¥

BHRATLS 1.3
BRIABR T , TLS 1.37EISE 34 xRk B A. BAFHEAT,
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nl
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MBI ENRZEERNFRE , ANRISENBAFNEAXZFNATSHR. LEFERNS
1378 Active Directory(AD)o

SE1.SMBEE>GHEESHEF 0 E> Active Directory, #HAJILAE X EHHADE S,
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nl
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SAML b Providers
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REST

SE2IEEMARBNADES , ARRHRR,
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Connection
1 Extornal Idantity Sources
" * Join Point Name avslab
Certificate Authenticat..
l * Active Directory
Active Directory Dok svslab
a2 5 b
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LDAP
ODBC

RADIUS Token
RSA SecuriD
SAML Id Providers
Social Login
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SR B RGRT BB EFFIEISET KA LtActive Directoryi® ? "8t , B Yes.



®

Information

Would vou like to Join all ISE Nodes to this Active Directory Domain?

F4%5 W ABBADMANRAEIL , HISEMAAD, RERSURIERRBEEEZT.

Join Domain

Please specily the credentials required to Jokn ISE node(s) to the Active DiFeciory
Dumain.

* A0 User Name ()  sdministrator

£y PIIE'EH“{II'I:' Seanamia

Specity Organizaticnal Unit ()

Fistore Credentlals [




Join Operation Status

SLAIUE Sumimany; Suctossiul

ISE Hods Mods STatiEs

ISE1 . laby @ Comaletad
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5854 | FMEIGroupsit T+ , AR HAJGREREBER ARG FEREMEZNABL, K
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Select Directory Groups

This dialog is used to select groups from the Directory.

Domain svs.lab

Name s SID Type
g Device : b y
Filter Filter Filter
Retrieve Groups... | 2 Groups Retrieved.
] Name -~  Group SID Group Type
[[]  svslab/Users/Device Admin 5-1-5-21-4125682916-2670386087-26956193... GLOBAL
[]  svslab/UsersiDevice RO S-1-5-21-4125682916-2670386087-26956193... GLOBAL

Administration / Identity Management

[ Identities Groups External Identity Sources Identity Source Sequences Settings

Groups

va L/ UsoraDanice Admin

s labiUsersDeice RO
ChBEG

Bt @ TACACS+/A R HL & X4

S ANRE B H TR Cisco I0OSEEZEAR[E , Cisco NX-OSiR&ELEE T A G5 a4l
(RBAC), TEISEFR , RO LA FANexusEK B & NES N TACACS+EL B X 4R 5 B BRINX-OSIR &
FHRFRAE,

NX-OSIRE LW EN ABEANX-OSEETR. AHELARE :

« network-admin — IEXMBEE R ALK LHNAMEGTSEERELEEHENR ; X
18 % ( BlENexus 7000 ) HZAVDCH Al A FERIAE LR R IFIE(VDC), FEANX-0S
CLIg5 5 show cli syntax roles network-adminE& T ATt AN TEG B IIXR,

« network-operator — FIE X MK EE G HEN RV LWFAEGSEE TS REIGE R

; INIEIR % ( BlINexus 7000 ) EZANVDCH AT A, #FANX-OS CLIdshow cli syntax
roles network-operatorEF AT A Tt AN TE G IR,



ETX, EEXLTHANTACACSELE X H — NXOS AdminFINXOS HelpDesk,
NX-OSEHE A

SR1AMSE —NEEXH , FHFHEBEANX-0S Admin.

2. MSet attributes as F I TR A iEFEMandatory, EELEST |, iEENetwork-roleif I T~ #Y
Administrator,

sl dentity Services Engine Work Centers / Device Administration

] Ovarview Idantities User Identity Groups Ext Id Sources Network Resources Policy Elements Davice Admin Policy Sets Reports Sattings

uuuuuuuuu n MNDS_Admin_Role
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Revsity

Common Tasks

Network role
None

B3 8 ESubmitiR1ZE B S
NX-OS#3Eh &

%15 : MISE VIS B TEFR LR EE>KETE>E R> TACACSEL B X . HIMFHY
TACACSEL B X # , H [ E&H B INXOS HelpDesk, #E|Common Task Type ( EMEFEE ) T
P & HI%IE Nexus,

BALEIRETAFAGHERER. EUTNERESERENAFAEX NAYIX LR,

S B2 MSet attributes as F 1% & ik EMandatory, EEREST |, EENetwork-roleif I T #Y
Operator,
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Network role
Hane

© Operator (Road Only)
Administrator (Read Write)
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O Nane
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Administrator (Read Write)

B34 : BESaveRFEEXH,
RERZFEEREE

RIANBRT , RREESARKE, KBETUREIRZEREN 5K , LAE{LTACACSEEX
HHRIA,. i, Cisco IOSRBEFERANBRRIIM/HiFHE , MCisco NX-OSREZFEABENEMH

o

F15 . GBI TEHO(Work Centers)>i% % & I (Device Administration)>1% % & 1 K B &£ (Device
Admin Policy Sets), ZIN#THY KEEENX-OS® %, Fcondition~ , 3§ EDEVICE:Device Type
EQUALS All Device Types#NXOS, #EAllowed Protocols T , #%&#Default Device Admin,
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) Overview Identities User ldentity Groups Ext Id Sources Metwork Resources Policy Elements Device Admin Policy Sets Reports Settings
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a Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits  Actions  View
1
2 -
[ ] -5 Devited §  DEVICE Devics Tyss EQUALS Al Déwice TysestNX0S Default Deviee Admin Preiy »

PSBW2. B HSave , RAF BT EASKLE B REKE,

SERIBNEGFHRILFEE, N TEHHRIE , FADAEIDIEME. RBIf Auth fail, If User not found#
If Process fail T B ERIAIEIN
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Work Centers / Device Administration
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Authorization Policy{3)

Results

Status  Rule Name Conditions Command Sets

] Authorization Rule RO svelab ExiernalGroups EQUALS 85 Lab /Users/Device RO
SVS.13D ExternalGroups EGUALS SVS.LaD  Users/Dovic
] Autherization Rule RW ExternalGroups EQ! fUsersiOevice
Admln
L] Default

EEE TTLSHWTACACS+HICisco NX-OS

Dovice Admin Policy Sots Reparts Settings
_—

Use Hits  Actions

svs lab

Options ©

If Auth fal
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BR:BURERNAS , AERAAASHRIENENSGE , UMEEEREREMNERAL
FIEMIETACACS |, R BIRB B E.

TACACS+HRS5 2REL &

SRR AREE

POD2IPN2# sho run tacacs
feature tacacs+
tacacs-server host 10.225.253.209 key 7 "Flwhg.123"

aaa group server tacacs+ tacacs?
server 10.225.253.209



use-vrf management

FEREE

FERIVEZARL , W TENER , BERAeccEHAX.

<#root>
POD2IPN2(config)#

crypto key generate ecc | abel ec521-1abel exportabl e nodul us 521

2 FBEEFEERKEK,

<#root>
POD2IPN2(config)#

crypto ca trustpoint ec521-tp

POD2IPN2 (config-trustpoint)#

ecckeypair ec521-1 abe

HIR3. ZIECALH,

<#root>
POD2IPN2(config)#

crypto ca authenticate ec521-tp

input (cut & paste) CA certificate (chain) in PEM format;

end the input with a line containing only END OF INPUT :

————— BEGIN CERTIFICATE-----
MIIF1DCCA3ygAwIBAgIIIM10AsTaN/UwDQYJKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAoGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMjUWNDI4MT cwNTAWWhcNMzUWNDI4MTcwNTAwWWjBgMQswCQYDVQQGEwIV
UzEXMBUGALUECBMOTm9ydGggQ2Fyb2xpbmExXEDAOBgNVBACTB1IhbGVpZ2gxDjAM
BgNVBAOTBUNpc2NvMQwwCgYDVQQLEWNTVIMXEjAQBgNVBAMTCVNWUYBMYWIDQTCC
AiIwDQYJKoZIhvcNAQEBBQADggIPADCCAgoCggIBAIvZUOyn2vIn6gKbx3M7vaRq
2YjwZ1zSH6EKEvxnJTy+kksiFD33GyHQepk7vfp4NFU50tQ4HC7t/AO0v9grDa3qQw
VwvV4MBbJhFM3s0J/ejgDYcMZhIAaPy0Zo5WLboOkXEiKjPLatkXojB8FVrhLF30
jMBSqwa4/W1niy5S+7s4FFxsCf20COWfBAsnrsOtatIIhmcnx+VLIP7MRm8fOw4m
mutNo7IhbJSrgAFXmj1bBjMmgspObULo/wxMHdTbtPBf11HRHTKNIo3qy04UADL?2
WpoGhgT/FaxxBo2UBcnYVaP+3jjREONYT973MCbVAAxtNVU6bEBROz+LWniACzupm
+gh23SL43uW5A31iSw/BuUlE9p7B0e80oDNKU6gXT10jKyLP/gC7j8AeP031i r+KZui8
b8X41Yn/67SbzZFhwxn3chkW4JYhQ4AImW1An2Q1l+DMoZL7zRtSqQ39g9ZgRIMzQN



gJ+kQXe7QtT/ubmlMrtjE3gAEVPL334rTIxy9hpKZIkB86t2ZA3IX8CLsbCal3sA
z1XCoONX+6alekmXuAOI+t3clsNbN2AtFi4cJovTA01xh60I4QnK+MNQKpTjt/E4
ydH10rrurXsZummj9QBnkX4pqY7cDLHhdMKpbjDwg7jVL1783nTcOwYptQEP1i 5sw
839g9EMgKVOARIiVUa/q1AgMBAAG]PjASMAWGALUdEWQFMAMBAT8WEQYJYIZIAYb4
QgEBBAQDAgAHMBkKGCWCGSAGG+EIBDQQMFgpTVIMgTGFi IENBMAOGCSqGSIb3DQEB] /2WsgPgdRcjkvnyURk4Ix+Ib
xDrmo7e0XPpSW4172a6K18CR3U2Cr4wsuvndPEq/qd2NRSBWfFOXE/AJHQG7STT
HaXLU9r2Ko6030ecu8ysGTwL1It/9T1/FObOxZRugWcplrVoTgDGuA==

————— END CERTIFICATE-----

END OF | NPUT

Fingerprint(s): SHAl
Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:(C8:3A:(7:37

Do you accept this certificate? [yes/no]:yes
POD2IPN2(config)#
POD2IPN2(config)#

show crypto ca certificates ec521-tp

Trustpoint: ec521-tp

CA certificate O:

subject=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=20CD7402C4DA37F5

notBefore=Apr 28 17:05:00 2025 GMT

notAfter=Apr 28 17:05:00 2035 GMT

SHA1 Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:C8:3A:(7:37
purposes: sslserver sslclient

POD2IPN2(config)#

HRRAE BB FAEBFER.

<#root>
POD2IPN2(config)#

crypto ca enroll ec521-tp

Create the certificate request ..

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.
Password:Clsco.123

The subject name in the certificate will be the name of the switch.

Include the switch serial number in the subject name? [yes/no]:



yes

The serial number in the certificate will be: FD026490P4T
Include an IP address in the subject name [yes/no]:

yes

ip address:10.225.253.177
Include the Alternate Subject Name ? [yes/no]:

no

The certificate request will be displayed...
————— END CERTIFICATE REQUEST-----

S5 S AHACAZEZ N RS DIEPH.

<#root>
POD2IPN2(config)#

crypto ca inport ec521-tp certificate

input (cut & paste) certificate in PEM format:

MIIDzTCCAbWgAWIBAgIIC6zS76XYDm8wDQYJKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAoGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMFUWNTA3MTkxMDAwWWhcNMj YWNTA3MTkxMDAwWj ApMREwDwYDVQQDDAhQ
TOQySVBOMjEUMBIGA1UEBRMLRKRPMjYOOTBQNFQwgZswEAYHK0ZIZzjOCAQYFK4EE
ACMDgYYABAEZhPSLDs6+0gpD9rbYuSA1r0iGpZC962PEqrjzmCpNIESjovOmQ6ES
AYTiMG940fFh4gDs981a8nvFMFaMM1f8hgGboTsd3urjY6YJ7wx5/5uokFOn3D0n
ISOEjaUgihe3jzXicHE5uQhZbJH1xk0iJdMuTw/ggxm8+ryNGcQtHF3xEaNAMD4w
HgYJYIZIAYb4QgENBBEWD3hjYSBjZXI0aWzZpY2FOZTACBgNVHREBAF8EEjAQgghQ
TOQySVBOMocECuH9sTANBgkghkiG9wOBAQs FAAOCAgEANWGb6zm9TDPaM1yhPMx7
8uai/pF7VQCENSCAOKqr4w4+695ZjJuzqFL3msod0QKOEdgxpQ4+pEa5msRtKO1i8
mms2X/Px3/EShxoHrZO1PUXNTyZ1idXpGd/yTrdQAT15JzpW4pEudrbCIMZEEYtqoP
wD+40E8VvKoYEgyW1DrpRZ0ZGlusZczuUhLZ8orkjXMhWC26Q5aqiCKkyglONt6nb
1iToeYy2Q0cTesSZCKvRBV6EwW]5JuSLemURYB4GHY+LT+A9UNmEUM2n+0OSVEL329
3hS0qd/YVaEuxjj1g7jNiZb+UsW7IRx3Q8Rouo++ISACpH/PJI61LnTVxhXombiS6
INoaOGVQONrT1+1FT8ADIdZ/Ukd5Ubhc9bh/sYzf4MWtkK1wVO16Hv7vGpSMYonD6
a271im+tIPyKnnezQ60ykz1GqsL/Ta630dip/fEYp8UMRG9InDh23gDjqrojWL7k
1R/bZpc+baMyYXd/2pohHMSNOSKN3zNrJTTnuk5KCqFx//4P7mAoyZYiTIDplpkYS
VK65 fIKD+pYXIhSPIWN8rnwtzSCWb0Z78sg006Y6wIXyTPOUB3FWhD+GxtTkmEce
ZnAQbgxpgrg5ThpAEVabpC/zRU4UzTuBmv/WoY12zwXCr5WLXEOWtIe8CwFjSnch



1fKuuebdZkbwz72r70yyX/U=
————— END CERTIFICATE-----
POD2IPN2(config)#

BIF RS DL H 2R EEM

<#root>
POD2IPN2(config)#

show crypto ca certificates ec521-tp

Trustpoint: ec521-tp

certificate:

subject=CN = POD2IPN2, serialNumber = FD026490P4T

issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=0BACD2EFA5D80E6GF

notBefore=May 7 19:10:00 2025 GMT

notAfter=May 7 19:10:00 2026 GMT

SHA1 Fingerprint=CA:B2:BF:3F:ED:2F:06:0B:C1:E4:DC:21:9F:9D:54:61:98:32:C5:13
purposes: sslserver sslclient

CA certificate O:

subject=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=20CD7402C4DA37F5

notBefore=Apr 28 17:05:00 2025 GMT

notAfter=Apr 28 17:05:00 2035 GMT

SHA1 Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:C8:3A:(C7:37
purposes: sslserver sslclient

POD2IPN2(config)#

TACACS+ TLSEL &



B HATHKIEBI R ARITIEREEER.

S B1.BLE £ Btacacs tls.

<#root>
POD2IPN2(config)#

tacacs-server secure tls

HIR2RFISEs O E N ISERRST 2BRELEMN TLSI® .,

<tfroot>

POD2IPN2(config)#
tacacs-server host 10.225.253.209 port 6049 tineout 60 single-connection



SRR3R LB B AVISERS SRR RIKBITLSEENEFEER.

<#root>
POD2IPN2(config)#

tacacs-server host 10.225.253.209 tls client-trustpoint ec521-tp

S4B tacacsIRSS 884 .

<#root>
POD2IPN2(config)#

aaa group server tacacs+ tacacs?

POD2IPN2 (config-tacacs+)#

server 10.225. 253. 209

POD2IPN2 (config-tacacs+)#

use-vrf managenent

S5 WBEE.

<{froot>
POD2IPN2#

sho run tacacs

feature tacacs+

tacacs-server secure tls
tacacs-server host 10.225.253.209 port 6049 timeout 60 single-connection
tacacs-server host 10.225.253.209 tl1s client-trustpoint ec521-tp
aaa group server tacacs+ tacacs2
server 10.225.253.209
use-vrf management

HIR6.EEBAAAS DRIE 2 BTAHIZERA S,

<#root>

POD2IPN2#



test aaa group tacacs?2

user has been authenticated
POD2IPN2#

AAA B &

BE  EREAAAEREZH , FRARZERF SHRIEK.



SR EEAAAZRE BRI,

<{froot>

POD2IPN2(config)#

aaa aut hentication login default group tacacs2

HPR2. N8 B EEBAAAZEZ RN

B  BREERIRISETHAAA_AUTHOR_STATUS_PASS_ADD",

<{froot>

POD2IPN2#

test aaa authorization comand-type config-conmands default user



conmand "feature bgp"

sending authorization request for: user: pamemart, author-type:3, cmd "feature bgp"
user pamemart, author type 3, command: feature bgp, authorization-status:0x1(AAA_AUTHOR_STATUS_PASS_ADD

S 3.8 BAAAT T Fconfig-commandiZ X,

<#root>
POD2IPN2(config)#

aaa aut horization config-comands default group tacacs2 |oca

POD2IPN2(config)#

aaa aut horization conmmands default group tacacs2 |oca

XINX-OSHY A F i 8] 3 17 0 1= 7 55 BE HEBR
7:: AN
Cisco NX-OSHW IR R EEREC K. BEERIIRE

SB1 FRASSHIEN ZERABEFKEINX-OSIEE,

ST —BHANRFBTITRECL), RIEAFRAENFREBNGS. Hla0 , BEIAEBF 4R
K ping BEMIPHEIE (BIN , 10.225.253.129 ) |, {BIE4 & RETHE.

POD2IPN1# ping 10.225.253.129 vrf management

PING 10.225.253.129 (10.225.253.129): 56 data bytes

64 bytes from 10.225.253.129: 1icmp_seq=0 tt1=254 time=0.817 ms
64 bytes from 10.225.253.129: icmp_seq=1 tt1=254 time=0.638 ms
64 bytes from 10.225.253.129: icmp_seq=2 tt1=254 time=0.642 ms
64 bytes from 10.225.253.129: icmp_seq=3 tt1=254 time=0.651 ms
64 bytes from 10.225.253.129: 1icmp_seq=4 ttl1=254 time=0.712 ms

--- 10.225.253.129 ping statistics ---

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.638/0.692/0.817 ms

POD2IPN1#

POD2IPN1# show running-config

% Permission denied for the role



HUEHEER

NX-OSHEE B i,

POD2IPN2# show crypto ca certificates
POD2IPN2# show crypto ca trustpoints
POD2IPN2# show tacacs-server statistics <server ip>

EETRAPEENAG  BEAUTHT.

show users
show user-account [<user-name>]
A sample output is shown below:
POD2IPN1# show users
NAME LINE TIME IDLE PID COMMENT

Admin-ro pts/5 May 15 23:49 .

POD2IPN1# show user-account Admin-ro
user:Admin-ro
roles:network-operator
account created through REMOTE authentication

Credentials such as ssh server key will be cached temporarily only for this user account
Local Togin not possible...

16526 (10.189.1.151) session=ssh *

LT RTACACS+HEEHEBRFIEE AR !

debug TACACS+ aaa-request
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652514
652543
652552
652559
652568
652677
652699
653919
653930
653938
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656023
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TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
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TACACS[6288]:
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TACACS[6288]:
TACACS[6288]:
TACACS[6288]:

process_aaa_tplus_request:Checking for state of mgmtO port w
process_aaa_tplus_request: Group demoTG found. corresponding
process_aaa_tplus_request: checking for mgmtO0 vrf:management
process_aaa_tplus_request:port_check will be done

state machine count 0

is_intf_up_with_valid_ip(1258):Proper IOD is found.
is_intf_up_with_valid_ip(1261):Port is up.
debug_av_11ist(797) :Printing Tist

35 : 4 : ping
36 : 12 : 10.1.100.255
36 : 4 : <cr>

debug_av_11ist(807) :Done printing Tist, exiting function
tplus_encrypt(659) :key is configured for this aaa sessin.
num_inet_addrs: 1 first s_addr: -1268514550 10.100.1.10 s6_a
non_blocking_connect(259):interface ip_type: IPV4
non_blocking_connect(369): Proceeding with bind
non_blocking_connect(388): setsockopt success error:22
non_blocking_connect(489): connect() is in-progress for serv
tplus_decode_authen_response: copying hostname into context



B HASSLIAR.

touch '/bootflash/.enable_ss1_debugs'

ERFEHXHFRR,

cat /tmp/ssl_wrapper.log.*

MISE GUIS EI#RE> TACACS Livelog. LALHIRFTBETACACSH IIEMBRER , HARFER
RARBRTRESSEL/ AMERNFAES.
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