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REX AR ESHMRNRAER , RESHMHE LHRINERE.

Session-started —— Always Authenticate via 802.1x
” Terminate 802.1X
e Authorize Port

/ AAA-Server-Down

Authentication-failure -@* No-Response ————— Assign Guest VLAN

\ 802.1X-Failure = ——— Assign Guest VLAN

EVENT CLASS 1 ACTION

BRI
B 17425 i R B B B SR

EHEIRBEASH. FENRERELRETH, BERFRBIF=IZTELR

1. BIEEFREIE -
REHIRE BRI FIRBFTEN &R, BNEAUES MG AtrueSfalsefI &M, ATLIEE
all, any=none&k MR E XM AtrueSF BERFR M Ntrue, HF , EE A ATUERRBEFRMH A
LARME Ntrue B BRINZE,

2. BIEEFIRE
EHRBEIE - NS, SINSE-MEHE, —MIRRERENEHN—1
ZNRE, BERINF RS FIIT,

3. NI HIRRE
B, FEHREMNAREOREE.



Defined under
class-map
command

Defined under

POLICY » policy-map
command
Applied with
= * service-policy
F A command
( INTERFACE | |

BRI RBEE

authentication display new-style®s < o fF |H i it B ¥ ¥ 8 #i¥E R o

switch#authentication display new-style




e iber POLICY Gi
A Sassion it would meds a new MAC policy-map type control subscriber POLICY_Gi1/0/1

address learnt on the port event session-started match-all .
10 class always do-until-failure
10 authenticate using dot1x priority 10
* Do 802.1X authentication, Preceding ' T 7 b
*10" indicates sequence no.of this action. | « event authentication-failure match-first
« The do-untill-failure + authenticate + 10 class DOT1X_NO_RESP do-until-failure

dot1x means: No matter the endpoint is
capable of 802.1X or not unconditionally
expect for EAPOL frames.

10 terminate dot1x

20 authenticate using mab priority 20

20 class MAB_FAILED do-until-failure o
10 terminate mab

If MAC Authentication fails, then strop 20 authentication-restart 60

MAB and initialize authentication restart
timer to 60 seconds.

30 class always do-until-failure
10 terminate dot1x
20 terminate mab

This event activates when the switch 30 authentication-restart 60

receives an EAPol frame. This statement event agent-found match-all
is useful when dot1x times-out and later =, T .
the end host initiates an EAP session. y

10 terminate mab

20 authenticate using dot1x priority 10

| » 10 is sequence number of this class.

* “always” means execute following
actions unconditionally.

| * “do-untill-failure” executes actions
| sequentially until any one fails on its way.

| An Authentication failure event to activate

this section. Match first exits the event

| processing once a match is made.

| On no response from the end-point,

terminate 802.1X and attempt for MAB

| authentication with priority 20

| If both 802.1X and MAB authentication

fails per session, then terminate both

| authentication methods and wait for 60

seconds to retry an authentication

' Similar to authentication priority dot1x

mab command, if EAP frames received
after MAB, then stop MAB and do 802.1X

FR TR B 42 I SR R

BliE
R RE

WS-C3850-48F-E#show run aaa

aaa authentication dot1x default group radius local
aaa authorization network default group radius local

username admin password 0 XXXXXX

radius IR 3588 1SE1

address ipv4 10.127.197.xxx auth-port 1812 acct-port 1813




pacZEHAxxxx@123
I
I
aaa group server radius ISE2
R 55 8% & #RISE1
!
!
!
I
aaa new-model
aaa session-id common
I
aaa server radius dynamic-author
client 10.127.197 .xxx server-key xxxx@123
dot1x system-auth-control
!
WS-C3850-48F-E#tshow run |#Z£EPOLICY_Gi1/0/45
policy-map type control subscriber POLICY_Gi1/0/45
service-policy type control subscriber POLICY_Gi1/0/45
WS-C3850-48F-E#show run [sec POLICY_Gi1/0/45
policy-map type control subscriber POLICY_Gi1/0/45
event session-started match-all
103kalways do-to-failure
104 A dot1x priority 103 1T & 12 13iE
event authentication-failure FE &g {£ 5
52DOT1X_FAILED do-until-failure

10w Edot1x



20 authentication-restart 60
102kDOT1X_NO_RESP do-until-failure
103w #EEdot 1x
201 Amabft e K # 1T H 171 UE20
20Z£MAB_FAILED do-until-failure
104 LlEmab
20 authentication-restart 60
403always do-until-failure
103w #EEdot1x
20%& 1Emab
30 authentication-restart 60
EHRERITE 2
103kalways do-to-failure
104 LEmab
201 A dot1x priority 103 1T & 12 13iE
event authentication-success match-all
102kalways do-to-failure
10 activate service-template DEFAULT_LINKSEC_POLICY_MUST_SECURE
service-policy type control subscriber POLICY_Gi1/0/45
WS-C3850-48F-E#show run interface gig1/0/45
EENERE..
L BB E 303 bytes
I
interface GigabitEthernet1/0/45
switchport access vlan 503
switchport mode access

access-session host-mode single-host



access-session closed

access-session port-control auto

mab

no cts role-based enforcement

dot1x pae authenticator

service-policy type control subscriber POLICY_Gi1/0/45
&R

WS-C3850-48F-E#show run cts

I

cts authorization list ISE2

cts sxp enable

cts sxp connection 10.127.197 .xxx password none mode peer speaker hold-time 0 0

cts sxp default source-ip 10.196.138.yyy

cts sxp default password xxxx@123

ISE Bl &

ST 1 EISE LS 5 /BRI MR PR

Status  Fule Mame Conditions

Status  Rule Name Gonditions Profiles

Oplions

ecurity Groups



FI 2 HEISELEESXPRE

Overview Components TrustSec Policy Policy Sets SXpP Integrations Troubleshoot Reports Settings

—
SXP Devices

SXP Devices > SXP Connection

All SXP Mappings » Upload from a CSV file

- Add Single Device
Input fields marked with an asterisk (*) are required.

Name
switchb)|

IP Address™
10.196.138.132

Peer Role*

LISTENER ~

Connected PSNs*®

isesec = W
SXF Domains*

default = -
Status®

Enabled e
Passward Type*

NONE A4

Password

HWR 3 ESXPRETEESRZ

‘Work Centers / TrustSec

P! Bookmarks Owverviaw Componeants TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Sattings

-
BZ Dashboard Gemoral TrustSas Sattings B
SKP Settings
T i iy
1! Context Visibility rustec Matin Setings

Wark P Satiin
V% Frecees Sefingn B Publish kP bindings on puGrid @) Add Radius and Passiveld mappings into SXP IP SGT mapping tabie
X Oparations SXP Sattings

ACH Settings Global Password
U Policy "

2. Adminisiration

Al Work Centers This global password will ba overriden by
the device specific passward

Timers

Interactive Features

56 UF



WS-C3850-48F-E#show access-session interface gig1/0/45i% 4115 &
0 GigabitEthernet1/0/45
IIF-ID: Ox1A146F96
MAC thiit : b496.9126.decc
IPveitztk :  AR4EI
IPv4ittk : AR4EI
AF# : divya123
RS BN
e . BiE
BRETNERX . BEN
BREREBER: WE
SFEN: TEA
B A £1EID: 000000000000000B95163D98
EFLEID: KA
48 :  0x6f000001
LHIHM © POLICY_Gi1/0/45
2R3 SRR
fRZ5#&E4R : DEFAULT_LINKSEC_POLICY_MUST_SECURE ( f£ 54150 )
TR DARE
ZERE: HRTZE
AR %5 2R SR M
FIERSFIR -
FIERES
dot1x3& i A 2h
WS-C3850-48F-E#
WS-C3850-48F-E(config)#do show cts sxp conn

SXP: B H



TROEERE : 4

BINE  RE

RINBAE . KRE

RINBIAEET - THEAEA
BRIARIP:10.196.138.yyy
EEEETFRE 1208

Xt itk #RiE) : 1208
BT A ISR ERZTT
ATSHENNERFIETHRE : KiRE
SANNZFFIENRE : KiRE

FHEIP:10.127.197 .xxx

R IP : 10.196.138.yyy

EERA TR

ConnhixZ:4

EREThRE:IPV4-IPV6 — F M

ConnfR#FATE:120 #

A i SXPY T+

Connection inst# :1

TCPZE$Efd:1

TCPEEZ : none

REFIT R EREEZET

B EIRASE HSARAYF4EATE : 0:00:00:22(dd:hr:mm:sec)
SXPIE#Z S =1

OxFF8CBFC090 VRF:,fd:1 , X %ip:10.127.197.xxx
cdbp:0xFF8CBFC090 <10.127.197.145, 10.196.138.yyy> tableid:0x0

WS-C3850-48F-E(config)#



KAt AR EE R ENARNSGTHRIE:

Overview Steps
Bt P Stop 1D Deseription Latancy (mah
11001 Received RADIUS Access-Roquest
Sy 23 RADILUS £roatod & miw So3sion 0
B4:96:91:26.0E:CC Evaluating Policy Group i
Evaluating Serice Selection Policy 1
Enapcint Prafile Insgl-Dovice
Extracted EAP-Response jidentity 22
Authentication Pallcy New Policy Set 1_copy >> Authentication Rule 1 0 Proapared EAP-Request propoiing EAP-TLS with challenge 2
Authorizstion Pokiey Naw Pobicy Sat 1_copy => Aulborization Rl 1 12626 Valid EAP-Key-Name attribute recaived ]
11006 turned RADIUS A “Chasen
itk i ——— Roturned RADIUS Accosa-Chalonge ]
Recelved RADIUS Access-Request 16
11018 RADIUS i ro-using an existing session o
ey Exiracied EAP-Response/MAK requesiing to use PEAR B
Authentication Detalls N stiad
12300 Prepared EAP-Request proposing PEAP with challenge o
Source Tim 2025-06-23 14:01:01.632
12625 Walig EAP=Koy=Name sitribute recoived ]
A Timestamp 2025-08-23 14:01:00 632 11006 feturned RADILS Access-Chasenge 0
Pulicy Server Baaac 11001 Recelved RADIUS Access-Reguest 5
1018 RABIUS b5 re-using an existing session o
Event 5200 Aul
1230: Extractod EAP-Responses contsining PEAP challenge- 0
[Tr— divya123 i response and accepting PEAR as negotiated
61025 Open s0cure connection with TLS puer 1
User
12318 Successtully negotisted PEAP version 0 ]
B4:96:91:26:0E:CC 12800 Exiractad first TLS record; TLS handshake siasted 2
B4-96-01-26-DE-CG Exiracied TLS CheniHelle message 1
Prepared TLS ServarHolls mossage 0
Inted-Device
Prepared TLS Certificate message o
el Usars Propared TLS SorvarKoyExchango messagy 18
Prepared TLS ServerDone message o
Frofiled Propared EAP-Requost with anathes PEAP challenge 0
000MIO0O00I0RSS | GIDAE Returned RADIUS Arcess-Chasienge ]
11001 Racabunc BANIIS frraee. Ramiaet 4
12806 Prapared TLS ServarHelo message 1]
Envdpaint Prafile Ined-Device
Prepared TLS Centificate mossage a
Ieaereal Lissrs Prepared TLS ServerKeyExchange message %
Prapaced TLS ServarDond mossape a
oup Profigg Prepared EAP-Request with anothis PEAR challenge ]
Sassian i 00000000000000IBES 1 63DIB Rutmmae RATHU Ancass-Clallsngs L
Received RADIUS Accoss-Roquest &
sion Methad dotix
RADIUS is ri-using 5s existing 36ssion ]
PEAP [EAP-MSCHAPYZ] o Extr d EAP-Response containing PEAP challonge - 3
) response
ce Type Eramed
12305 Preparsd EAP-Request with anosher PEAP challenge [
Fanrork wwiena 11006 Returmed RADIUS Access-Chalionge L]
HAS 1Pvd Address 10.196.138.132 1601 fecehved RADIUS Access-Request ]
nma RADIUS Is re-using an existing session [
NAS Part i GigabitEtherngt1/0/45
- Extracted EAP-Resp  PEAP challerge- N
NAS Port Type Etharnet B response
Prepared EAP-Request with anothes PEAP challenge Q
PrmitACCess
Returmad RADIUS Aceoss-Challongs [
Guens Recelved RAMNUS Access-Request L]
223 rrilissoonds noa RADIUS I3 re-using an existing session [
13304 Extracted EAP-Response containing PEAP challange - s
S response
Successiully negotiated PEAR varsion 0 (1]

B HEER

T XA L 5 A 18 i BABEBR dot I XL RE

» debug dot1x all
H &% BF

dot1x-packet:EAPOL= fBUE 40 — WA : Ox1ZEE : Ox1 >>>> RN I EAPoLEIE S
dot1x-packet: & : 0x0000

dot1x-ev:[b496.9126.decc , Gig1/0/45]% Fim#E# M E , IE &KJ%Xb496.9126.decc >>>> dot1x&
FPinXETFREH

dot1x-ev:[b496.9126.decc , Gig1/0/45] Dot1x authentication started for



0x26000007(b496.9126.decc)>>>> dot1x started

%AUTHMGR-5-START:1£$2 0 Gig1/0/45 AuditSessionID 0A6A258E0000003500C9CFC3 L A&
P % (b496.9126.decc) B 31 “dot1x”

dot1x-sm:[b496.9126.decc , Gig1/0/45]1% & Fiw0x26000007 L& % | EAP_RESTART />>>>iF3R
B iR EH S HEAPHE

dot1x-sm:[b496.9126.decc , Gig1/0/45]7 & Fim0x26000007 >>>>>E A HRX_REQ , EH5KRBEFE
FimH EAPOLEE 2

dot1x-sm:[b496.9126.decc , Gig1/0/45]30x26000007 % #AUTH_START >>>>FF 14 & {3 IiF 53 72

dot1x-ev:[b496.9126.decc , Gig1/0/45]%IEEAPOLEIE B>>>>F 131E K
dot1x-packet: EAPOL = GG Z A Kl — MrAs : Ox32KE : 0x0
dot1x-packet: B 1& : 0x005

dot1x-packet:EAP{RES : Ox1 id:0x1HE : 0x005

dot1x-packet:type : Ox1

dot1x-packet:[0496.9126.decc , Gig1/0/45] EAPOLEIEE & 1% EI & F is0x26000007

dot1x-ev:[Gig1/0/45]3Z Yk B9 pkt saddr =b496.9126.decc ,daddr = 0180.c200.0003,pae-ether-type =
888e.0100.000a

dot1x-packet: EAPOLF= mBEZ 4] — MRAS : Ox1288 @ Ox0 /& 13 e R

dot1x-packet: 1@ : 0x000A

dot1x-sm:[b496.9126.decc , Gig1/0/45]}0x26000007 & FFEAPOL_EAP >>>>I B EAPoLEE
‘2 (EAPIER. ) , IEFE AR RS EMER

dot1x-sm:[0496.9126.decc , Gig1/0/45] &% EAP_REQ for 0x26000007 >>>> & Y I AR £5- 85 1
, ETE EZREAPE R

dot1x-ev:[b496.9126.decc , Gig1/0/45]1E £ & IXEAPOLEIES

dot1x-packet:EAPOL ™ mBUE Z 4 R FH ML — ARA : Ox3ZEE : 0x0

dot1x-packet:E g : 0006

dot1x-packet:EAPXES : 0x1id:0xE5KE : 0006

dot1x-packet:type : OxD

dot1x-packet:[b496.9126.decc , Gig1/0/45] EAPOLSIIE S B % 1% 5% F #0x26000007 >>>>
EAPERE X H

dot1x-ev:[Gig1/0/45]3Z Yk B pkt saddr =b496.9126.decc ,daddr = 0180.c200.0003,pae-ether-type =
888e.0100.0006 //EAPIE 5 B #21K

dot1x-packet:EAPOL™= RBUEZ A — AR : Ox13EE : 0x0

dot1x-packet: = 1& : 0006

|

|

|

|[t4L & £ ZEAPOL-EAPHMIEAP_REQEH , AARMHMEFim BRIk THFSER
IMREL2ERENSH , UEERETNFZNRAERENEER



|
dot1x-packet:[0496.9126.decc , Gig1/0/45|M AR5 E5 W EIEAP Success >>>> EAP Success

dot1x-sm:[b496.9126.decc , Gig1/0/45]730x26000007 &% -iEAP_SUCCESS >>>>K fiEAPE M5
i3

dot1x-sm:[b496.9126.decc , Gig1/0/45]7E % F #0x26000007 £ £ i AUTH_SUCCESS >>>>% 17 &
2 I8 E B Th

%DOT1X-5-SUCCESS:# O Gig1/0/45 L K9 & i (0496.9126.decc) & 14 1 i 5 Th AuditSessionID
0AG6A258E0000003500C9CFC3

dot1x-packet:[b496.9126.decc , Gig1/0/45] EAP Key data detected adding to attribute list >>>>fk
S ERI N By H A B A TR

%AUTHMGR-5-SUCCESS:# M Gig1/0/45 £ B & /7 % (0b496.9126.decc) B AUK ZhAuditSessionID
0A6A258E0000003500C9CFC3

dot1x-ev:[b496.9126.decc , Gig1/0/45]E W EIE F ix B AR Ih
0x26000007(b496.9126.decc)>>>> 1R X K Ih

dot1x-ev:[b496.9126.decc , Gig1/0/45]%IZEAPOLEIE B>>>>[ % F i KIEZEAPRK Ih
dot1x-packet:EAPOL ™ REEZ A Rl — MRS : Ox3KE : 0x0

dot1x-packet: & : 0x0004

dot1x-packet:EAPHS : 0x3 id:0OXxEDE : 0x0004

dot1x-packet:[p496.9126.decc , Gig1/0/45] EAPOLEIEE % 1% EI & F i#%0x26000007
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