£ A EIE RS BERRISER R
B =%

I

3] B B IR

1Rt

“ZRIL

faigT

SRS AT B W& CLITZ AT show logging S8 7E & 4 4R 1T HE SRR R4 R
SRR

=R

Cisco BIUE T T E™R :

. BORSEIZE(ISE),

«  WETRMECLI.

R4 4

EXHFNESET & 60 RS 512 (1SE) 33|~

AXHFNEEFRETRERIRERRFNREREN, ANEPEANMEREZNERARS (RN ) BE. IREHREL



TEDRS , FERRETHEAERSHBERM,

B

e

il

ISERI A4 EMEHIRFMH BEXM |, XX #T T HEABH. Nk, BEMACLIETIZ{Tshow loggingdn HHATSRAT SR

8] B R R

BREORSSIZB(SEEF AT RaA 1t A ERN AR, BEFBAMR , &0 LUERH N EEshow loggingds &3 1T M MK
PEHERR -

1-REXHR

System Folder ( REEXHR ) ERREAE , AT EERRMEIR, bt AR RIEETHEBZRB REAXE R | 5201 SERRSHY

=&,

WA R RGE XK

ST AR a5 MCLITE B e 3 #F3R

« show logging system <L ogFile>

AJARGEXHFFR RG]

SSPT33A/admin#show logging system 5105179 Jul 17 2024 20:09:49 ade/ADE.log 29542 Jan 02 2024 16:36:28 anaconda/anaconda.log
1012889 Jan 02 2024 16:36:28 anaconda/syslog 564 Jan 02 2024 17:07:06 boot.log 1416192 Jul 06 2024 13:57:25 btmp 292292 Jul 17 2024
20:09:07 lastlog 0 Jan 02 2024 16:31:58 maillog 4623022 Jul 17 2024 20:11:43 messages 548756 Jul 01 2024 23:50:00 sa/sa01 4173362 Jul 17
2024 20:11:11 secure 0 Jan 02 2024 16:31:58 spooler 16896 Jul 17 2024 19:38:55 wtmp SSPT33A/admin#

R : BRISER A BRSS K15 2.~ show logging system ade/ADE.log tail



AR B ARRERET , RAFRCUI+C—K,

2-BAELF XX

ASXMHRERNARFREAS , AT EERXRMNEIR, AR ERYREAH GRS SRHEDEMEXNER , SINBERERE, R
s, BERS. 2NE

BEF a2zl

REHEHR , SEEFHPBN , EARBZERRRRER REELNAH. SNBRE-BEHFFR-BAAS>BHILASERE , £



TR, RHAHEHTHEERS , EEAMEN SR , REETRE
REAH

AR ERIX-—K , AREEENENBEFAMHRINEMRENKIAE.



g% . Aruntime-aaa. runtime-logging#lruntime-configd A A RIERAEEFF MR EME, XEAETERENR
it 159 $h SUB SR RE T B

iR EXHEE

B @S EBETE L FIRER |, &7 UE B X LEARRIT I SET [ LB BB THEHERR, SN ERAHENMAEB R A S
FEMRS. TREMEXNEHER , TR EHAMREFABTIEROTRE,

XEAEREEBRERNNSEHRRER , FEE RS ERRN G RER EABELEN B RE.



EfEANEEERR , BUERIRE > $EHFR > BiEHES > BEHEEXHERE :

Operations / Troubleshoot

Backmarks Diagnostic Tools  Download Logs | Debug Wizard

Dashboard

Debug Prafite Configuration

[S— Debug Profile Configuration

Context Visibility
Debug Wizard contains predefined debug templates with the help of which you can troubleshoot Issues on ISE nodes. You can configure the debug log severity level for individual companents inside the template.

%, Operations

Palicy

Dascription Status Nods Applisd
g CISABLED

Interactive Help (REANED
DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

Prafiiing DISABLED

Repiication DISABLED

BidREXHEE

EEFE-LEMEXNER , RELHAIBTHE,



=yl Identity Services Engine Operations / Troubleshoot

Bookmarks Download Logs Debug Wizard

Caslibosrd Dsbug Profila Gonig
Context Visibility

Add New Prafile
Oparations

Policy AD Troubleshaoting

Administration

Wark Centers

Intaractive Help

drop-d

Component Name Description Log fila Name
accessiilter v RBAGC rescun Ise-psc.log
wo Diractory TRACE A itlog
INFO
IN
INFO
INFO

INFO

apl-sa
[

INFO a caservice.log

INFO

ARN

INFO - Celk d log messages

INFO

INFO

collectoriog

clacosmnt Debug MET
cliant-wobapp INFO nt Pro T vor dobup mas
WARN ; or an M&T nodes
INFO
INFO

INFO

AN TR AR

B REAR

BYEAER, CEANAGRIFER. BRI, RAEETREHATR. ERENABERNTR , AL EHESave:



Identity Services Engine

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Profile Configuration
> Debug Modes

Debug Log Configuratic
Context Visibility L

Debug Nodes

Operations

Policy Salected profile AD Troubleshooting

ose on which ISE nodes you want to enable this profils
Administration

Work Centers

B HostName Rol

ration, Monitoring, Policy Sery STANDALONE
Interactive Help

W#E , BRVATEETR :

‘#ik’ Identity Services Engine Operations / Troubleshoot

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Prafila Canfiguratian

Context Visibility DebUQ otile CO riguratio
bleshaot Issues on ISE nodes. You can configure the debug log severity leval for

Operations
Policy

Administration

Description Status Node Applied

Work Centers
1XiMA
Interactive Help Astive Dir BLED

ENABLED

ur



FERMRBETR LEARERZE , IEAHFRIEGTLER,

ERBREE X HER , ERER, $EDebugNodes, BUHEFEMNATFHT R , AlFETSave :



s ldentity Services Engine Operations / Troubleshoot

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Profile Configuration
bug Nodes

Context Visibility

Debug Nodes

Operations

Palicy AD Troubleshooting

Administration
‘Work Centers
Host Name Persona Rale

SSPT33A lulsagar.com Admin vl STANDALONE
Intaractiva Help

ZERRR

ARG RN EFIRENRINE

SIERME > MRS > BiEAS > BHATERE, BETR. #EHReset FlDefault, REEEYes

‘2ub Identity Services Engine Operations / Troubleshoot

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Profile Configuration

Debug Log Configuration N Ode LiSt

Context Vi
Operations

Policy
Node Name ~  Replication Role
Administration
STANDALONE
Work Centers

Interactive Help

EENRINE



8L . NMREERARIRE B U E AR A Reset to Defaulti£ T , NDebug ProfiletemplatefR 53 RS , BEHSREHE
BINEE , N\TTS BT EE. MEZARREEXHER , WFRERFHRest to Defaultit T , X—RBREE,

BXRESZHAGSNEMATRS , ESHEACiscoX s , BAANERHAAHNALBATHLEIIE

{5 | B A S F XAk

SET] LA A It a5 MACL I i/ ) 1t ST 3%


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html

« show logging application <logfile>

—EET ARG XK

SSPT33A/admin#show logging application 11947 Jul 18 2024 12:20:28 ad_agent.log 96501 Jul 18 2024 13:29:33 collector.log 116751 Jul 18
2024 13:30:00 guest.log 196958 Jul 18 2024 13:01:20 ise-€elasticsearch.log 5136021 Jul 18 2024 13:31:24 ise-psc.log 172755 Jul 18 2024
13:29:04 profiler.log 10596813 Jul 18 2024 13:31:10 prrt-server.log 28496 Jul 18 2024 12:37:04 redis.log 3489 Jul 18 2024 12:36:44
replication.log

R B XRISETH B IRSS KIS B.- show logging application profiler.log tail

R . BXISEHE RS #I1E 2- show logging application guest.log tail

BRERBEHEN , FRXBABTER. =6 : HXISEKE E- show logging application local Storefisel ocal Store.log | include 70000\
NOTICE\

SSPT33A/admin#show logging application local Stor efisel ocal Store.log | include 70000\ NOTI CE\ 2024-07-18 00:03:28.668 -
05:00 0000423187 70000 NOTICE System-Stats: | SE Utilization, ConfigV ersionld=14667, SysStatsUtilizationCpu=5.41%,



SysStatsUtilizationNetwork=ethO: rcvd = 2052\; sent = 4062 \;rcvd_dropped = 0\; sent_dropped = 0, SysStatsUtilizationNetwork=cni-podmanl:
revd = 1577511\; sent = 115782 \;rcvd_dropped = O\; sent_dropped = 0, SysStatsUtilizationNetwork=veth2f590ala: rcvd = 2024-07-18
00:08:46.369 -05:00 0000423194 70000 NOTICE System-Stats: | SE Utilization, ConfigVersionl d=14667, SysStatsUtilizationCpu=1.36%,
SysStatsUtilizationNetwork=ethO: rcvd = 1959\; sent = 3012 \;rcvd_dropped = 0\; sent_dropped = 0, SysStatsUtilizationNetwork=cni-podmanl:
revd = 1576019\; sent = 114411 \;rcvd_dropped = 0\; sent_dropped = 0, SysStatsUtilizationNetwork=veth2f590ala: rcvd =
SysStatsUtilizationDi sk Space=8% /opt, SysStatsUtilizationDiskSpace=1% /mnt/encpart, SysStatsUtilizationDiskSpace=8%
/opt/podman/containers/storage/overlay, AverageRadiusRequestL atency=0, AverageT acacsRequestL atency=0, DeltaRadiusRequestCount=0,
DeltaT acacsRequestCount=0, SysStatsUtilizationL oadAvg=0.40, SysStatsCpuCount=16, SysStatsProcessM emoryMB=18082,
ActiveSessionCount=0,

3% ; k@S show logging application local Stor efisel ocal Storellog | include 700000 NOTICE\R 246 A , EABUR T EH1E
HEFRIIRISERRE ( RERE ) , HE , LA LUZEIT 655 show logging application local Stor efisel ocal Store.log | 83&
“700005& 1"



AR EREARIRESF , REIRC +C—X,



SSPT33A/admin#show logging application guest.log | include portalwebaction

e

« show: HTATFERER.

» logging : &k B&ESBEH,

+ application : IEEEEFHAFTHNARFRIHE,

« guest.log : ETE & Hguest.loghy B &

+ include : WtE D T ER H AN TECRFEEXNRXBFHIT,

«  portalwebaction : Bff £ —/ iy (show logging application guest.log) 4 HH P R BFHER,

ERAEXH

WMRIERHEREN AEBH (B, SysogHCisco IOSHH ) , MALLEEAEBTEZ BRI, HlM , EHenter EF R :



ise3-3a/admin#show logging application | include pxgrid 14059847 Jul 18 2024 20:46:09 pxgrid/pxgrid-server.log 5367398 Jul 12
2024 23:59:39 pxgrid/pxgrid-server.l0g.2024-07-12-1 16261440 Jul 13 2024 23:59:44 pxgrid/pxgrid-server.l0g.2024-07-13-1 16261440 Jul 14
2024 23:59:49 pxgrid/pxgrid-server.log.2024-07-14-1 16261794 Jul 15 2024 23:59:53 pxgrid/pxgrid-server.log.2024-07-15-1 16261625 Jul 16
2024 23:59:58 pxgrid/pxgrid-server.l0g.2024-07-16-1 16261479 Jul 17 2024 23:59:45 pxgrid/pxgrid-server.l0g.2024-07-17-1 0 Jul 12 2024
15:42:36 pxgrid/pxgrid_dbsync_summary.log 0 Jul 12 2024 15:42:36 pxgrid/pxgrid_internal_dbsync_summary.log 16744 Jul 15 2024 20:45:49
pxgriddirect-connector.log 2841 Jul 15 2024 20:45:44 pxgriddirect-service.log 6277 Jul 12 2024 16:33:53 pxgriddirect-service.log.2024-07-12-1
ise3-3aladmin#



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
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