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PCEAC9300AH THE M IIE , ISEE T KRES D ESGT,

M HHRIFETE |, FHAEEKPE BN Framed-IP address RADIUSE 4 FSGTHZEN 1P A 2246
Eo

HWEEBRING T FrESXPEE LB,

C9300BE X SXPIHIZE WK BISERSXPIREHE &,
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T RRIRAVEC B 9 SXPIUYTIE 7 AMISEZRERIP-SGTER &Y

cts sxp enable
cts sxp default password cisco




cts sxp default source-ip 10.127.213.27
cts sxp connection peer 10.127.197.53 password default mode peer speaker hold-time 0 0 vrf
Mgmt-vrf

FHIR1EISEL B ASXPRS
ERMITES>RE>DE>HET S |, EEMRS TiERE ASXPRS.

8

Deployment

Administration

Monitoring

=" Enable Profiling Service

Enable Threat Centric NAC Service

M v Ena rvice

GigabitEthernet 0

Enable Device Admin Service

Enable Passive ldentity Service

~  pxGrid

Enable pxGrid Cloud

EZL  MIMSXPIRE

EF BN SXPMTEEMEERS , BS M EIWorkcenters > Trustsec > SXP > SXP
Devices,

AMEBERNMTEFONSEAGHTRN , FAFEIEBIRIAE.



Work Centers - TrustSec
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

Input fields marked with an asterizk (*) are required.
SXP Devices )

All SXP Mappings Namea
c893008B

IP Address
10.127.213.27

Peer Role
LISTENER

Connected PSNs

pk3-la =

SXP Domains
default =

Enabled

Password Type
CUSTOM

Password

Version
V4

Advanced Settings

F=% . SXPRE

¥54Ri% FAdd radius mappings into SXP IP SGT mapping table , SA{EISE&E Y Radius & 13311 7 ##
ASIP-SCTHRET,

Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

General TrustSec Settings Sxp Settings
TrustSec Matrix Settings

Work Process Settings Publish SXP bindings on PxGrid B Add radius mappings into SXP IP SGT mapping table

SXP Setti 5
— Global Password

ACI Settings




oAl

SR A LRI SXPIERE

C9300B#show cts sxp connections vrf Mgmt-vrf
SXP : BEEH

XENBRERAE : 4

BRIAZRTS : Set

RN RiRE
RANZREER . TEA
ERINRIP : 10.127.213.27
EEEETIRE 1208
TAEEE : 1208
BRI it RIZIT
SHEXNFEFIERRE : RiRE
SANXNEFIEARS : RiRE

MNZIP : 10.127.197.53

JRIP : 10.127.213.27
EERS JF

Connhi 7 : 4

FE$EIhAE : IPv4-IPv6-Subnet
EEREFRE 1208
AE . SXPITIEF
EEHIH ;1

TCP connfd : 1
TCPIEREZS : BRIASXPETS
REFITNSEEEST

B ERRSE SR ERLERTE : 0:00:23:36 (dd : hr : mm : sec)

SXPE# = 1

0x7F128DF555E0 VRF : Mgmt-vrf , fd : 1, X¥Zip : 10.127.197.53
cdbp : Ox7F128DF555E0 Mgmt-vrf <10.127.197.53 , 10.127.213.27> tableid : 0x1

BB . ISE SXPKIIE

TEWorkcenters > Trustsec > SXP > SXP Devices T ¥ iF R # A SXPIR A ON,



Policy Sets S) ACI Troubleshoot

SXP Devices

Connected To Duration ... S

£ =% : RADIUS idik
HRISEE B 710 1E 5% 2h g MRADIUS1E K #3E 212 W B Framed-IP address RADIUSIE 4.

RADIUS Accounting

047130

Endpoint IP Ad... Account Authentication

FEM5 ; ISE SXPHR ST

S| T U (Workcenters) > Trustsec > SXP >Fi B SXPBRET(All SXP Mappings) , E& M
Radius& EZ IR AV IP-SGTHR ST,

All SXP Mappings

IP Address 3G 2a o Learned By SXP Domaln PSNs Involved

Lo

F3&E
-7 ISE L EBS D BIP-SGTHE,
2£1E-MRadius2 EFHRIRIMAIP-SCGTHE



AR ISEREBEUK A HMIRBEMNIP-SCTHE, XL E / LLE REFIAESXPHE T H
SXPEIRHHVIRA o

BRL AL EAISXPRSY

R HE L SXPIMUMISEZREUP-SGTHRSY .

C9300B#show cts sxp sgt-map vrf Mgmt-vrf brief
SXP¥ RID ( B4ER ) : 0x03030303(3.3.3.3)
IP-SGTERG U1 T :

IPv4 , SGT : <2.2.22, 9>

IPv4 , SGT : <10.197.213.23 , 5>
IP-SGTHRET &% : 2
sxp_bnd_exp_conn_listA#conn ( &% : 0) :
C9300B#




C9300B#show cts role-based sgt-map vrf Mgmt-vrf all
SEBIIPVA-SGTHEFE R

IPth 31t SG TR

2.2.2.29 SXP
10.197.213.23 54"SXP

IP-SCTEFI B EME

SXPHE S =2
TEB P E SB= 2

R HEER
AL RN EET AT RERTHER.

ISE3R &

ISEXE R VFERSXPHEMERERE , MBI,

ISE E#YIAR
WEBELUTEMNISEXFRSE , EHHRHTRE :

* SXp
+ sgtbinding
* nsf

« NSF&iE
* trustsec

MISERRS 25X AP # T ERRIEN |, ISEATEHREZWNEESP P ESGCT. AFREBIPHiE
, R ERADIUSIE K BUHE 2 AR & 3% BRI P 3 31k o

show logging application localStore/iseLocalStore.log :



2024-07-18 09:55:55.051 +05:30 0000017592 3002 RADIUS-Accounting : RADIUSictk 5 M 25 &
¥ , ConfigVersionld=129 , & & IP#h1t=10.197.213.22 , FiF & =cisco , K& & BF=pk , AP
F=cisco nas-IP-Address=10.197.213.22, NAS-Port=50124, Framed-IP-
Address=10.197.213.23, Class=CACS : 16D5C50A00000017C425E3C6 : pk3-
1a/510648097/25, Called-Station-ID=C4-B2-39-ED-AB-18, calling-Station-ID=B4-96-91-F9-56-
8B , Acct-Status-Type=Interim-Update , Acct-Delay-Time=0 , Acct-Input-Octets=413 , Acct-
Output-Octets=0 , Acct-Session-ld=00000007 , Acct-Authentic=Remote , Acct-Input-
Packets=4 , Acct-Output-Packets=0 , Event-Timestamp=1721277745 , NAS-Port-
Type=Ethernet NAS-Port-ld=TenGigabitEthernet1/0/24, cisco-av-pair=audit-session-
id=16D5C50A00000017C425E3C6, cisco-av-pair=method=dot1x. cisco-av-pair=cts : security-
group-tag=0005-00, AcsSessionIlD=pk3-1a/510648097/28, SelectedAccessService=Default
Network Access. Latency=6, Step=11004 Step=11017, Step=15049. Step=15008.
Step=22085, NetworkDeviceGroups=IPSEC#ls IPSEC Device#No,
NetworkDeviceGroups=Location#All Locations, NetworkDeviceGroups=Device Type#All Device
Types. CPMSessionID=16D5C50A1100500000017 C425E3C6, TotalAuthenLatency=6.
ClientLatency=0, Network Device Profile=Type cisco , Location=Location#All Locations ,
Device Type=Device Type#All Device Types , IPSEC=IPSEC#Is IPSEC Device#No ,

show logging application ise-psc.log :

2024-07-18 09:55:55,054 1 iz [SxpSessionNotifierThread][]

ise.sxp.sessionbinding.util. SxpBindingUtil - : : -

1B EMPrrtCpmBridge N EI & 15 E

BERB==>ADD, sessionld ==> 16D5C50A00000017C425E3C6, sessionState ==>B &%,
inputlp ==> 10.197.213.23, inputSgTag ==> 0005-00, nas Ip ==> 10.197.213.22null, vn ==>%¢

SXPHi RUFFIP + SGTI S 7 E HH2DBR P , BE/EPANT SUKERLLIP SGTHG H1EISE GUIFR Y F A SXPIR ST A AR
5k ( T¥Esh->Trustsec -> SXP->FiESXPHET )

show logging application sxp_appserver/sxp.log :

2024-07-18 10:01:01,312 INFO [sxpservice-http-96441] cisco.ise.sxp.rest.SxpGlueRestAPI : 147
- SXP-PEERFIR N EHEHAE K - 1

2024-07-18 10:01:01,317 DEBUG [SxpNotificationSerializer-Thread]
cpm.sxp.engine.services.NotificationSerializerlmpl : 202 -4 F 55 1FE S [add=true ,
notification=RestSxpLocalBinding(tag=5 , groupName=null , ipAddress=10.197.213.23/32 ,
naslp=10.197.23.22 , sessionld=16 c50A00000017C425E3C6 , peerSequence=null ,
sxpBindingOpType=null , sessionExpiryTimelnMillis=0 , apic=false , routable=true , vns=[])]

2024-07-18 10:01:01,344 DEBUG [SxpNotificationSerializer-Thread]
cisco.cpm.sxp.engine.SxpEngine : 1543 - [VPN : 'default PRINETS8E : MasterBindingldentity
[i(p=10.197.213.23/32 , peerSequence=10.127.197.53,10.197.2 , 2tag 5, isLocal=true ,
sessionld=16D5C50A00000017C425E3C6 , vn=DEFAULT_VN]




2024-07-18 10:01:01,344 DEBUG [SxpNotificationSerializer-Thread]
cisco.cpm.sxp.engine.SxpEngine : 1581 -~ i1/ E

2024-07-18 10:01:01,344 DEBUG [SxpNotificationSerializer-Thread]
cisco.cpm.sxp.engine.MasterDbListener : 251 -mH24BREF IR A FARMPENES , SEITH
1

2024-07-18 10:01:01,344 DEBUG [H2_HANDLER] cisco.cpm.sxp.engine.MasterDbListener : 256
- MasterDbListeneriE £ 4t ¥ onAdded - bindingsCount : 1

SXP R &Y IP-SGTHE E#H 3 & 33 #e .

2024-07-18 10:01:01,346 DEBUG [pool-7-thread-4]
opendaylight.sxp.core.service.UpdateExportTask : 93 -

SXP_PERF : SEND_UPDATE_BUFFER_SIZE=32

2024-07-18 10:01:01,346 DEBUG [pool-7-thread-4]
opendaylight.sxp.core.service.UpdateExportTask : 116 - SENT_UPDATE to

[ISE : 10.127.197.53][10.127.197.53:64999/10.127.213.27:31025][O|Sv4]

2024-07-18 10:01:01,346 DEBUG [pool-7-thread-4]
opendaylight.sxp.core.service.UpdateExportTask : 137 - SENT_UPDATE SUCCESSFUL TO
[ISE : 10.127.197.53][10.127.197.53:64999/10.127.213.27:31025][O|Sv4]

KA LHIEE

EXBRN LR RAXLEEE , UEEBRSXPEEME R HE,

debug cts sxp conn

debug cts sxp error

debug cts sxp mdb

debug cts sxp message

KM SXPE S A ISE" W RISGT-I PR ST,

A Show logging ABF LT BAE :

7H18H04:23:04.324 : CTS-SXP-MSG : sxp_recv_update_v4 <1>XtZip : 10.127.197.53
7H18H04:23:04.324 : CTS-SXP-MDB : IMURIIZEE : - <conn_index = 1>k BX & &
10.127.197.53

7HA18H04:23:04.324 : CTS-SXP-MDB : mdb_send_msg <IMU_ADD_IPSGT_DEVID>

718 H04:23:04.324 : CTS-SXP-INTNL : mdb_send_msg mdb_process_add_ipsgt_devid/3 3h
7HA18H04:23:04.324 : CTS-SXP-MDB : sxp_mdb_inform_rbmzkid : Ox1=24l : 1 sgt : 5HER
: 10.127.197.53




7H18H04:23:04.324 : CTS-SXP-MDB : SXP MDB : 2% Hip 10.197.213.23 sgt 0x0005
7H18H04:23:04.324 : CTS-SXP-INTNL : mdb_send_msg mdb_process_add_ipsgt_devid5E X

HEXES

ISE 3.1 EBIEFE D B
CatalystF & 38 B Trustsectii At


https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_segmentation.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_segmentation.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/cts/b_176_cts_9300_cg/cisco_trustsec_overview.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/cts/b_176_cts_9300_cg/cisco_trustsec_overview.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/cts/b_176_cts_9300_cg/cisco_trustsec_overview.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/cts/b_176_cts_9300_cg/cisco_trustsec_overview.html
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