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Wizards | Window Help
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l.x.x.BY

Core Switch

@) Home (O Conf]___Stactup Wizard.. Buck W rorned | D reke |
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]_

IPSe [IKEw1) Renote Acceds VPN Wieard...
PSec (IKEwD) Remote Access YoM Wizard...

e

neetwdds and spplcations to users ot home or om bhe road.
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Idendtilic stion
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5. Authenkication Methods
E. SAM. Configuration

7. Cherk Aaderess Assigrme
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5. MAT Cxempk
L0, Seoure Chent Deployme
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Cornetion Profile Tdentification

This step slows you to configure & Connection Profils Name and the Inberf ace the remote access users will acoess for VPN
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Corriion Profils Mame:

WP Acoess Inberfaces
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[ Secure Client VPN Connaction Setup Wizard

VPN

WPN Prctocols
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Osa
B e

Duvice Cartificate
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Device Certificate: - Wore -~ w Hanage. ..
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Set Defok
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Pubbe; CA Ervolment
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ASDM Identhy Certificate Wiard
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[B) Secure Client VPN Connection Setup Wizard
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[B) Secure Client WPM Connection Setup Wizard

| Steps SAML, Configur ation
I Tnbeedukisn This shep sl o b corfiguee & SAML and thes suthenii sion methad,
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2. Connecbon Profils
[darstic ation Hidfeerd s seii
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5. Autherkication Methods () Use LOCAL ¥ Server Group Fals
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7. Chent Addrass Assignme | SAML Identty Provider
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o ye g
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Il. Summary
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Steps Chent Address Astigrment

* | [ Secure Client VPN Connéction Setup Wizsrd

Stepr
1. Intredustion Tht step allows youlls creste & naw welect a0 exitting el fer [Pl o [P, Tha Secure Cherts vl L. Irtvaduction
2, Connaction Prolie be ansigned addr ssses from the pocks when they connect, s Brofie
Taraicston EPvts adchess pool s only supported for S5 connection. Jdenttratien
3. WPN Frotocols 3. v Protocols
4. Chert Images P Address Pool 4. Clank Imaget

5. Authenticstion Methods
. SAML Configur stions

shddress Pool: | - Select -

L= s o

5. Aubhentication Methods
& SAML Configuration

Duttnds of the selected sddess poed
T, Chent Address Hame: vprripsec-pool * :ﬂ Addreis
Assignanent signment
Swting IP Addess| 17116150
8. Network Name Resoluto = B Network Hiama Peiolitic
Servers Endng [P Address: | 172.16.1.30 S
9. NAT Exemgph S NAT Exempt
160, Secure Chent Deployme Subnet Mask: 255.255.255.00 B0, Secure Chert Deployme
% 11, Summary
" " ok Cornel H
<Back uin Help
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DNSHRSH 28 : 1.x.x.57
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Metwerk Hame Eesoludion Servers
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I rd Addiess Pocl
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L. T e Eny
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4. Cherk Images
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6. SAML Configur ation
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[B) Secure Client VPN Connection Setup Wizard

Zeps
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2. Comnection Prolis
Identiic ation

1. wPN Protocok:

4. Chert Images

5. Autierbicabion Hethods
. SAML Conlfigur ation

7. Cherk Address Assignme

B. Mstwork Mame Besohkio
CarvEs

. MAT Exempt
10, Secure Client

1l Summary
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NAT Exempt
I mestwetrk mcdldresn tranalation i enabled on the ASA, the VPN traffic must be scempt from Bhes traralation.
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Securs Chert Depleyment
Securs Chert program can b irmtabed to o dient device by on of the Folowing bwo methods:

1) Wieh binch « O sdeiersg lhe ASA warg 5 Web Bronied, P Sedune Chent padiags will be ptomatically rlaled;
21 Pre-ceployment - Marualy il the Seoure Chent package,

1B adow Wb Launch

Caution: Web Liunch i global petting, & affects sl connections. Seours Clhent S5 conmections and dherthess S5L corrmctions will
NOT work ¥ & i turned off,

For pre-deployment, please remember bo include the: chent profile ‘dskil: fvpnripsec-tunned-grp_chent_profile. el from the ASA
in your Secre Chent package, ctherwise [Puex conmection will NOT work.
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| B} Secure Client VPN Connestion Setup Wizard % | [ Waming 73
" VPN Wizard |
Summary ASDM received messages balow when one or more of the commands below were sent to the ASA. [OK]
Hare i the summary of the corfiguration L] means success, [ERAOR] means Fadure, [INFO) means information and [WARNING] means warring
! : | [foKIpocal pool verr-psec-pood 172.16,1.20-172.16.3,30 mask 265,255.255.0 ]
Marna Vase [OK] ! warike chent profie "disk: [vprripsec-tunnel-grp_chent_profile.anl” to ASA
o [0 vebon
= O profiles vprrip: -grp_chent_profike diskd: [vpn-ipsec-tunnel-grp_chent_profile. xml
Mama|Allas of the Connextion Profils wpr-psec-tunnd-gp [OK] et .
WPN Access Interface outside [OK] saa-server radius-gp protocol radius
Deevice Digital Certificate Dnrpsec oasa, CM... [OK] aaa-server radus-grp (inside) host 1.7 . :.0.191 |
WPH Protocol: Enabled 1Peat anly aap-server radus-grp (inside) host 1.1° ,..191
Securs Chark Images 1 package [g:] timeoks
Butheniticstion Server Group radasgrp EO‘ % z
Server:
SAML Nuthent [0K] greup-pobey GroupPeboy_vpnipsec tunnel-grp internal
o Lo [OK] group-pokicy GroupPolicy_vpn-ipsec-Lurnel-grp attributes
Address Pool for the Chent 172.16.1.30 - 172.16.1.30 Group-policy GroupPolicy_vpr-psec-tunnel-grp attrbutes:
ohs Servert [OK] vprr-tumnel-protocol kev2
Domain Hame: [OK] webvpn
The protected traffic can be subjected to network address group-polcy GroupPolcy _vpr-ipsec-tunnel-grp attributes
Metwork Address Translation Eransdation webvpn I
[OK] armycormect profiles value vpn-poec-tunnel-grp_chent_profle type user
[0K] et
[0 group-policy GroupPolicy_vprripsec-turmel-grp attributes
aroug-poly GrouoPolcy vonesec-tunnel-oro attributes
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v <AnvConnectProfile smins="http://schemas.xmlsoap.org/encoding/” >
v<ServerList>

v <HostEntrv>
{HostName>ciscoasa (IPsec) IPv4</HostMame>
{HostAddress>192.168.1.1</HostAddress>
<PrimarvProtocol>Psec</PrimarvProtocol>
</HostEntry>
¢/ServerList>
</AnyConnectProfi le>
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// Defines a pool of addresses
ip local pool vpn-ipsec-pool 172.16.1.20-172.16.1.30 mask 255.255.255.0

// Defines radius server

aaa-server radius-grp protocol radius
aaa-server radius-grp (inside) host 1.x.x.191
timeout 5

// Define the transform sets that IKEv2 can use
crypto ipsec ikev2 ipsec-proposal AES256
protocol esp encryption aes-256

protocol esp integrity sha-256 sha-1
crypto ipsec ikev2 ipsec-proposal AES192
protocol esp encryption aes-192

protocol esp integrity sha-256 sha-1
crypto ipsec ikev2 ipsec-proposal AES
protocol esp encryption aes

protocol esp integrity sha-256 sha-1
crypto ipsec ikev2 ipsec-proposal 3DES
protocol esp encryption aes

protocol esp integrity sha-256 sha-1
crypto ipsec ikev2 ipsec-proposal DES
protocol esp encryption aes

protocol esp integrity sha-256 sha-1

// Configures the crypto map to use the IKEv2 transform-sets

crypto dynamic-map SYSTEM_DEFAULT_CRYPTO_MAP 65535 set ikev2 ipsec-proposal AES256 AES192 AES 3DES DES
crypto map outside_map 65535 ipsec-isakmp dynamic SYSTEM_DEFAULT_CRYPTO_MAP

crypto map outside_map interface outside

// Defines trustpoint

crypto ca trustpoint vpn-ipsec-trustpoint
enrollment self

subject-name CN=ciscoasa

keypair ipsec-kp

crl configure

// Defines self-signed certificate

crypto ca certificate chain vpn-ipsec-trustpoint

certificate 6651a2a2

308204ed 308202d5 a0030201 02020466 51a2a230 0d06092a 864886f7 0d01010b
ac76f984 efd41d1l3 073d0be6 f923a9c6 7b

quit

// IKEv2 Policies
crypto ikev2 policy 1
encryption aes-256
integrity sha256

group 5

prf sha256

Tifetime seconds 86400
crypto ikev2 policy 10



encryption aes-192
integrity sha256

group 5

prf sha256

Tifetime seconds 86400
crypto ikev2 policy 20
encryption aes
integrity sha256

group 5

prf sha256

Tifetime seconds 86400
crypto ikev2 policy 40
encryption aes
integrity sha256

group 5

prf sha256

Tifetime seconds 86400

// Enabling client-services on the outside interface
crypto ikev2 enable outside client-services port 443

// Specifiies the certificate the ASA uses for IKEv2
crypto ikev2 remote-access trustpoint vpn-ipsec-trustpoint

// Configures the ASA to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

enable

anyconnect image diskO:/cisco-secure-client-win-5.1.3.62-webdeploy-k9.pkg 1

anyconnect profiles vpn-ipsec-tunnel-grp_client_profile disk0:/vpn-ipsec-tunnel-grp_client_profile.xml
anyconnect enable

tunnel-group-list enable

// Configures the group-policy to allow IKEv2 connections and defines which Cisco Secure Client profile
group-policy GroupPolicy_vpn-ipsec-tunnel-grp internal

group-policy GroupPolicy_vpn-ipsec-tunnel-grp attributes

wins-server none

dns-server value 1.x.x.57

vpn-tunnel-protocol ikev2

default-domain value ad.rem-system.com

webvpn

anyconnect profiles value vpn-ipsec-tunnel-grp_client_profile type user

// Ties the pool of addressess to the vpn connection
tunnel-group vpn-ipsec-tunnel-grp type remote-access
tunnel-group vpn-ipsec-tunnel-grp general-attributes
address-pool vpn-ipsec-pool
authentication-server-group radius-grp
default-group-policy GroupPolicy_vpn-ipsec-tunnel-grp
tunnel-group vpn-ipsec-tunnel-grp webvpn-attributes
group-alias vpn-ipsec-tunnel-grp enable

SRR 15N ININE

FEASA CLIF | 4R 197 1N EIIKEV2 Policy,



EE  WTFIKEV2/IPseciERE , BiRA4.9.00086i#2 , BERl%Z 4 & ik~ B X EDiffie-
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ciscoasa(config)# crypto ikev2 policy 1
ciscoasa(config-ikev2-policy)# group 19
ciscoasa(config-ikev2-policy)#

Windows Serverf {V &it &

BEERVPNEZERNNBAF, SHZElActive Directory B P MiTEH , REEHHF. &
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aeb Identity Services Engine Administration / identity Management
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~Authentication Palicy(2)

+) Status Rule Name Conditions Use Hits Actions
Q
[] VPN_Authentication = Metwork Access Davice IP Address EQUALS 1.7°72.2.61 . 10 -}E}
> QOptions -

N0 B 47 56 1IE SR AR
BARL | IR BRES
SMBIREE , REVPN_Testim iR,

« MM FFR : VPN_Authorization
« % : Network_Access_Authentication_Passed
« 4R : PermitAccess
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& X & Cisco Secure Client | ciscoasa (IPsec) IPvd

Py
Plaase enber your username and password.
o AnyConnect VPR | n

n Please enter your usemame and password, \- Graup: vpn-psec-tunnel-grp
|
cascoasa ([Psec) [Pv4 Connect Username: Il vpruser
Password: I/ emmmaaen
o Cancel
BERERT

B=4  WIAMSAENREBE

ERGBHEF |, BWIAKEV2ERER I,

<#froot>

x B Cisco Secure Client

~ AnyConnect VPIE

p Connected to ascoasa (IPsec) IPv4.

00:00:05

Ped

May 28 20xx 08:xx:20: %ASA-5-750006: Local:192.168.1.1:4500 Remote:192.168.1.11:50982

New Connecti on Established

Username:vpnuser

May 28 20xx 08:xx:20: %ASA-6-751026: Local:192.168.1.1:4500 Remote:192.168.1.11:50982 Username:vpnuser

FE : BWIAASALHIPsecLiE

1% 1T show vpn-sessiondb detail anyconnect@ < B IAASA £ BIIKEV2/IPsec i

<#root>
Cciscoasatt

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username : vpnuser Index : 23

Assigned IP : 172.16.1.20 Public IP : 192.168.1.11
Protocol : IKEv2 IPsecOverNatT AnyConnect-Parent
License : AnyConnect Premium

Encryption : IKEv2: (1)AES256 IPsecOverNatT: (1)AES256 AnyConnect-Parent: (1)none
Hashing : IKEv2: (1)SHA256 IPsecOverNatT: (1)SHA256 AnyConnect-Parent: (1)none

Bytes Tx : 840 Bytes Rx : 52408

Pkts Tx : 21 Pkts Rx : 307

Pkts Tx Drop : 0 Pkts Rx Drop : O

Group Policy : GroupPolicy_vpn-ipsec-tunnel-grp
Tunnel Group : vpn-ipsec-tunnel-grp

Login Time : 08:13:20 UTC Tue May 28 2024
Duration : Oh:10m:10s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 01aa003d0001700066559220
Security Grp : none



| KEv2 Tunnels: 1

| PsecOver Nat T Tunnels: 1

AnyConnect - Parent Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 23.1

Public IP : 192.168.1.11

Encryption : none Hashing : none

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 19 Minutes
Client OS : win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : 5.1.3.62

IKEv2:

Tunnel ID : 23.2

UDP Src Port : 50982 UDP Dst Port : 4500

Rem Auth Mode: userPassword

Loc Auth Mode: rsaCertificate

Encryption : AES256 Hashing : SHA256

Rekey Int (T): 86400 Seconds Rekey Left(T): 85790 Seconds
PRF : SHA256 D/H Group : 19

Filter Name :

Client OS : Windows Client Type : AnyConnect

IPsecOverNatT:

Tunnel ID : 23.3

Local Addr : 0.0.0.0/0.0.0.0/0/0

Remote Addr : 172.16.1.20/255.255.255.255/0/0

Encryption : AES256 Hashing : SHA256

Encapsulation: Tunnel

Rekey Int (T): 28800 Seconds Rekey Left(T): 28190 Seconds
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes

Bytes Tx : 840 Bytes Rx : 52408

Pkts Tx : 21 Pkts Rx : 307
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Cisco ISE

Overview

Event

Usemame

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

Authentication Details

Source Timestamp
Received Timestamp
Policy Semver

Event

Usemarme

Endpoint Id

Calling Station Id

Endpoint Profile

Authentication Identity
Siore

Identity Group

Audit Session Id
Authentication Methed
Authentication Protocol

Network Device

SRR B SR A

R R BR

5200 Authentication s

00:50:56:98:77:A4 &

Windows 10-Workstation

VPH_Test »> VPN_Authentication

VPN_Test »> VPN_Authorization

PermitAccess

2024-05-28 17:13:42.897

2024-05-28 17:13:42.897

ise33-0

5200 Authent

vphuSer

00:50:56:98:77:A4

192.168.1.11

Windows10-Worksiation

AD_Join_Point

Workstation

012300340001 700066559220

PAP_ASCII

PAP_ASCII

AShw

Miscon Nigued Network Dovices

RADIUS Grops

Clont Stopped Responding

Mever -

Polcy Authorizstion P 1P Addrass

Steps

tep 1D
1001
11017
15049
15008
15048
15041
15048
22072

15013

24430

24325

24313

24319

24333

24343

24402

22037

24715

15036
24209
24211
15048
15016
22081
22080
1002

Description

Recelved RADIUS Access-Request

RADIUS created a new session

Evaluating Policy Group

Evaluating Service Selection Policy

CQueried PIP = DEVICE.Davice Type

Evaluating ldentity Policy

Queried PIP = Notwork Access. Device IP Address
Selected identity source sequence - Identity_AD
Selected Identity Source - AD_Join_Point

Authenticating user against Active Directory -
AD_Join_Point

Resclving identity - vpnuser

Search for matching accounts at join point - ad.rem-
System.com

Single matching account found in forest - ad.rem-
SyStem.con

Identity nesolution detected single matching account

RPC Logon request succdeded - vpnuser@ad
SYSWM.Com

User authentication against Active Directory succeeded -
AD_Join_Paoint

Authentication Passed

ISE has not confirmed locally previous successful machine
authentication for user in Active Directary

Evaluating Authorization Policy
Locking up Endpaint in Internal Endpoints IDStore = vpnuser

Found Endpoint in Internal Endpo

s IDStore
Queried PIP - Notwork Access. AuthenticationStatus
Selected Authorization Profile - PermitAccess

Max sossions policy passed

New accounting session created in Session cache

Returned RADIUS Access-Accept

Repeat Counter

Latency (ms)

36

38

23

-
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The cryptographic algorithms required by the secure gateway do not match those supported by AnyConnect.Please contact your network administrator.

@ Cisco Secure Chent — w Cisco Secure Clhent W

AnyConnect VP a The cryplographic algenthms required by the secure gatewsy do not

6 Ready to connect.
S

match those supparted by Crsoo Secure Chent. Please contact your
network adrinistrator.

I crcnads ([Pass) [Pvd

EERK

B=%  HCLIFBINRSEHE

ERSGHESD , BWIAKE2HE LK.

<#root>

May 28 20xx 08:xx:29: %A SA-5-750002: Local:192.168.1.1:500 Remote: 192.168.1.11:57711 Username:Unknown IKEv2 Received aIKE_INIT_SA reqt
May 28 20xx 08:xx:29: %A SA-4-750003: Local:192.168.1.1:500 Remote: 192.168.1.11:57711 Username:Unknown IKEv2 Negotiation aborted due to ERI

Failed to find a matching policy

&

B IKEV2H AnyConnectiE 2 EIASA . #{TAAAFIIE RNy
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