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- BB ORESSIZNEE
« Cisco Catalyst#y & &

£ FRY4E 4+
AXEPHEEET U TR FE SR

- BORSSIZELI.3HT 1
- C1000-48FP-4G-L 15.2(7)E9

AXHEPNEEHRETREXRENEFNREZEEN, AXEFEANAAERZRNERAR
(BN ) BE., MREHMNELTEIRES , BHRRETHEAARTHBELE,

1

ARSI E P HMAB & 3 560 U Bt E MK I

£ K &

Win10 PC1 (MAB) Win10 PC2 (Capture PC) Win10 PC3 (Gateway)
192.168.10.10 192.168.10.20 192.168.10.100

Vlianl2 192.168.10.254

Gil,"O.f'Z‘ilfUB I Gilfﬂ/

I ™| \/|lan 14 e Pl
8 lxx10]  [Fe— 1.xx.151

A,
@
G1/0/1 GO

C1000-48FP-4G-L Core Switch ISEv

Gl

HRIEE

0N

BMEMABE B IRIERL D) , BEEFHE3 ( RIKEHAEFHBABRLY ) Win10 PC1/5 , ENMATERKI
pingiBM < (Win10 PC3), WEAITHAEBETWIin10 PC1 EAIPH LIRS FEHT,

RINBERT , ZEREMABHEO LEAIPREFRERHEARPHEN. ZHWindows PCEZEIEAT
|Pi% % ER ERBY Catalyst R ALAT , Windowsif A 824 M B IPtbutmze, HINXMIER 2R NFEL
VAR B O HAE WM BIARPHON ( ZIXFIPH#E1E0.0.0.0 ) |, HEM A IPHHEF IR,

BE

B ERHIERTMABE BRIPIRZBRENIT N



C1000H KV Bl E

X2C1000 CLIFHHRIKEE,

aaa new-model

radius server ISE33
address ipv4 1.x.x.191
key ciscol23

aaa group server radius AAASERVER
server name ISE33

aaa authentication dotlx default group AAASERVER

aaa authorization network default group AAASERVER

aaa accounting dotlx default start-stop group AAASERVER
dotlx system-auth-control

interface Vlanl2
ip address 192.168.10.254 255.255.255.0

interface Vlanl4
ip address 1.x.x.101 255.0.0.0

interface GigabitEthernetl/0/1
Switch port access vlan 14
Switch port mode access

interface GigabitEthernetl/0/3
Switch port access vlan 12
Switch port mode access

interface GigabitEthernetl/0/4
Switch port access vlan 12
Switch port mode access

interface GigabitEthernetl/0/2
Switch port access vlan 12

Switch port mode access
authentication host-mode multi-auth
authentication port-control auto
spanning-tree portfast edge

mab

// for packet capture
monitor session 1 source interface Gil/0/2
monitor session 1 destination interface Gil/0/3

ISEFR YL &
SBRRIRE

SMBEE>NERE , RERMNZRALRINC10001RF



« #B¥ : C1000
« IPH#3E : 1.x.x.101

= -lul Identity Services Engine Administration / Network Resources

J Bookmarks Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers External MDM ]

u shiboa
Dashboard Network Devicos Raw Mo Iy
ow Mo twork Dovico

! context Visibility

Metwaork Devices

A, Operations

I Palicy

4. Administration

A, Work Centers

iIP Address 1 1.1 101 22 I

Interactive Features

work De Grauy
Location All Lecations ~
PSEC Is IPSEC Device hd
Device Type All Device Types w
RADIUS Authentication Semings
RADIUS UDP Settings
Protoco RADIUS
I Shared Secret clsco123 I 1

IR E
ETH  ALim

SMEBRTAME>K IR | QERINZEARINLIHAIMAC,

Add Endpoint

SMEREE>REEE |, [+ RINREEE,

. REEEEZ : C1000_MAB
« B8 : FlFmabilis



o %4 : Wired_MAB
o REFNIMUIRSERFY - BRIAR KR

= b Identity Services Engine Policy / Policy Sets
! Bookmarks Paolicy Sets
8% Dashb, .
Status  Policy Set Hame Deacription Conditions
W Cen
A Operstica
® I I I I | I
I Pelicy
™ .
4, Admi
Work &
Parad
AN IR RE 58

S ;A0S IR K

EMBIKKE | SHC1000_MABR I Z P10 KB,

« ML FR : MAB_authentication
« & : Wired_MAB
- £ : IELIH

A I0 B 3 IR AE SR R
EBHE . NINTOUEREE

SEIREE , REHC1000_MABZ IR KK

« MM LFR : MAB_authorization
« % : Network_Access_Authentication_Passed
« 458 : PermitAccess
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Use

Options
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it EMABZ Hil

1Z 1T show ip device tracking all & LA IPIR B BERTHAE S 22 .

<tfroot>
Switch #

show i p device tracking all

Global IP Device Tracking for clients =

Di sabl ed

BEBMABZE
$B1:EMAB S B IAE 2 B

1z 4Tshow ip device tracking all &5 &5 AT A PIR R BRERTHBEE /B Ao

<tfroot>
Switch #

show i p device tracking all

Global IP Device Tracking for clients =

Enabl ed

Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval = 0

Total number interfaces enabled: 1
Enabled interfaces:
Gil/0/2

£=4%  EMABEGRRIFZE

MWin10 PC1#1241tE MAB & 12 38 il 3 1= 1T show ip device tracking all &85> , LABEiAGigabitEthernetl/0/2 £ I1Pi& & IR BREVIR Ao



<ffroot>
Switch #

show i p device tracking all

Global IP Device Tracking for clients =

Enabl ed

Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval = 0

192. 168. 10. 10
b496.9115.84cb 12 GigabitEthernetl/0/2 30
ACTI VE

ARP

Total number interfaces enabled: 1
Enabled interfaces:
Gil/0/2

B=F  WAFHRIERE

3Z 1T show authentication sessions interface GigabitEthernet1/0/2 detail sés & SABSIAMAB & B IR F &%,

<#root>
Switch #

show aut hentication sessions interface G gabitEthernetl/0/2 details

Interface: GigabitEthernetl/0/2
MAC Address: b496.9115.84cb
IPv6 Address: Unknown

IPv4 Address: 192.168.10.10
User-Name: B4-96-91-15-84-CB
Status: Authorized

Domain: DATA

Oper host mode: multi-auth

Oper control dir: both

Session timeout: N/A

Restart timeout: N/A

Periodic Acct timeout: N/A
Session Uptime: 114s

Common Session ID: 01C200650000001D62945338
Acct Session ID: 0x0000000F
Handle: OxBE0O00007

Current Policy: POLICY_Gil/0/2



Local Policies:

Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:
Method status Tist:
Method State

mab Authc Success

FHE : FikRadiusSEat B &

1EISE GUIF &1 Z24E> RADIUS>SEE AR |, BIAMABE A RIFAISE B,

Live Logs Live Sessions

Ableanfigurod Supplleants Miscanfigured Notwark Dovicos
Time Status Detalls  Repea. Identlty

R NN

FHS  WAPRZFRENBESFAES

12 {Tshow interfaces GigabitEthernetl/0/24r 5 LA#A 1A GigabitEthernet /O/289 M A CHl 31t

<#root>
Switch #

show i nterfaces G gabitEthernetl/0/2

GigabitEthernetl/0/2 1is up, line protocol is up (connected)

RADILS Drope

0

Endpaolnd 10 Endpoint Profile  Awthentication Pollcy

Authorization Pollcy

Aary

Cilunt Steppad Responding

1

Reopest Counter

0

Latest 70 records o Last 3 houds

Authorlzation Profes 1P Addrass Matwork Du.

P ASIMAE o Wetwork D

Hardware is Gigabit Ethernet, address is 3c41.0e4f.1782 (bia 3c41.0e4f.1782)

ERESERD | BikGigabitEthernetl/0/2F 308 & 3% — R ARPERI .

74 81:26:01.357866 3cidl:0e:4F:17:82
75 81:26:01.357988 IntelCor_15:84:ch
113 81:26:30.825787 3c:4l:0e:4f:17:82
114 81:26:30,825919 IntelCor_15:84:cb
138 @1:26:59.688695 3c:41:0e:4f:17:82
139 81:26:59.6838876 IntelCor_15:84:ch
158 ©1:27:28.392691 3c:4l:0e:4f:17:82
159 91:27:28.39291@ IntelCor_15:84:ch
179 81:27:57.827636 3c:4l:0e:af:17:82
186 @1:27:57.827784 IntelCor 15:84:ch

ARPHRII Zh 8

IntelCor_15:84:ch
3c:41:@e:4F:17:82
IntelCor_15:84:cb
Jc:41:0e:47:17:82
IntelCor_15:84:ch
Jc:4l:0e:4f:17:82
IntelCor_15:84:ch
3c:4l:@e:4F:17:82
IntelCor_15:84:cb
3cidl:0e:4f:17:82

ARP

68 Who

68 192.

68 Who

68 192.

68 Who

68 192.

68 who

68 192,

68 Who

68 192.

has
168.
has
168.
has
168.
has
168.
has
168,

192.168.108.18? Tell ©.9.0.0
12.18 is at b8:96:91:15:84:ch
192.168.10.187 Tell ©.90.0.0
18,10 is at b4:96:91:15:84:ch
192.168.10.187 Tell 0.0.0.0
18.1@ is at b4:96:91:15:84:ch
192,168.10.167 Tell 9.90.0.0
18.18 is at b4:96:91:15:84:ch
192.168.10.187 Tell ©.0.0.8
10.18 is at b4:96:91:15:84:cb



ERREIHIRF , BWIAARPERMK KL P 4E590.0.0.00

,‘ Wireshark - Packet 74 . pciPassthru0

Frame 74: 68 bytes on wire (488 bits), 68 bytes captured (488 bits) on interface @
Ethernet II, Src: 3c:41:8e:4T:17:82 (3c:41:8e:4f:17:82), Dst: IntelCor_15:84:cb (b4:96:91:15:84:ch)
¥ Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IPwv4 (8x@588)

Hardware size: @

Protocol size: 4

Opcode: reguest (1)

Sender MAC address: 3c:4l:8e:47:17:82 (3c:4l:@8e:47:17:82)

sender IP address: 8.8.8.8

Target MAC address: IntelCor_15:84:cb (b4:96:91:15:84:ch)

Target IP address: 192.168.18.18

ARPIRMI MY ¥ AE R

LF:3

Y Catalyst R K ETH A 1E 7 IPibiE0.0.0. 0MARPIRIAT |, Z R ALK IPIRZ IR ER ThEE W AE & 5 BWindows PC_E B I Pl 11 H 38,

ATRERY RIR 5 R

BRABENBRE R
UTREMKXBEPN AN SMERT RO RE LAT%E%LWEH{:.

1. IR ARPERI BY & 3%

1= 1Tip device tracking probe delay <1-120>% 5 BAEEIR M\ STIR ML K IEARPIRIR, &SR A RRILER N B SRR UPHE B BT &% <1-
120>F MM |, XA URARE R ERS RN ENREE S|P UL RS RN A ATREM

X2 108 EARPHRNEER 9 7R 6.

Switch (config)#ip device tracking probe delay 10

& {Tshow ip device tracking all i S SABBIAEIR iR &

<ttroot>

Switch #show ip device tracking all

Global IP Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30

G obal | P Device Tracking Probe Delay Interval = 10


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#toc-hId-1801948000
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#toc-hId-1801948000

192.168.10.10 b496.9115.84cb 12 GigabitEthernetl/0/2 30 ACTIVE ARP
Total number 1interfaces enabled: 1

Enabled interfaces:
Gil/0/2

2. ARPIRNI W ELE B 3IIR

1Z {Tip device tracking probe auto-source fallback <host-ip> <mask> [override] i3 SLE SARPERM B R IPHE it . FA LSS , ARPERNTH
BERIPRT20.0.0.0, MR EHNFEVLANFH RBAEIEOSVHIPHLL , REMRESVIFKEEB P , 4Bt EZIPit

o

X 2 Ff<host-ip>EL & 570.0.0.2008 R 6o

Switch (config)#ip device tracking probe auto-source fallback 0.0.0.200 255.255.255.0 override

#Ex1, BEESVIFIP

EARNHG | AT ARITMABE BRIEHIIE O (GigabitEthernet1/0/2)IIE T SVI IPHEdE ( vian1289IPibit ) |, FEIEARPERM AV RIPHb b
Bk 7192.168.10.254,

& {Tshow ip device tracking all i S LA BB RIVIRE

<ttroot>

Switch #show ip device tracking all

Global IP Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3

Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval =0
IP Device Tracking Probe Auto Source = Enabled

Probe source | P selection order: SVI, Fall back 0.0.0.200 255. 255. 255.0

192.168.10.10 b496.9115.84cb 12 GigabitEthernetl/0/2 30 ACTIVE ARP
Total number interfaces enabled: 1

Enabled interfaces:
Gil/0/2

EHESHRD | BikGigabitEthernetl/0/2F 308 & 1% — R ARPEF



182 13:31:63.121397 3c:41:8e:4f:17:c1 IntelCor_15:84:ch
183 13:31:03.1216088 IntelCor_15:84:ch 3cid4l:@e:4fi17:cl
123 13:31:33.886355 3c:41:0e:4f:17:cl IntelCor_15:84:cb
124 13:31:33.806582 IntelCor_15:84:ch 3ci4l:Be:4f:17:cl
144 13:32:01.534263 3c:4l:8e:4f:17:cl IntelCor_15:84:ch
145 13:32:01.534377 IntelCor_15:84:cb 3c:4l:8e:4f:17:c1
163 13:32:38.386323 3c:41:0e:4f:17:cl IntelCor_15:84:cb
164 13:32:30.386325 IntelCor_15:84:ch 3cid4li@er4fi17:cl
182 13:32:59.184148 3c:41:0e:4f:17:cl IntelCor_15:84:cb
183 13:32:59.184318 IntelCor_15:84:cb 3c:4l:8e:4f:17:c1

ARPHRN ThEE

ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP

68 Who

68 192.

6@ Who

68 192.

6@ Who

68 192.

68 Who

68 192.

6@ Who

68 192.

EHESERD |, BIAARPERN M &% 5Pt} 192.168.10.254 , X 2SVI (vian 12)#3IP,

M Wireshark - Packet 102 - pciPassthrud

has

168.

has

168.

has

168.

has

168.

has

192.168.18.18?

18.1@ is at b4:

192.168.18.18?

18.18 is at b4:

192.168.18.187

10.10 is at b4:

192.168.18.18?

18.1@ is at b4:

192.168.10.1687

.18.10 is at b4:

Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:

168.18
84:ch
168.18
84:ch

168.18.

84:ch

168.18.

84:ch

168.18.

84:ch

.254

.254

254

254

254

¥ Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPw4 (8x@388)
Hardware size: 6
Protocol size: 4
Opcode: request (1)

erge Fil gdare H 47 e 4

sender IP address: 192.168.18.254

Target IP address: 192.163.18.18

ARPIEMI MY X AER

EBR2KREBSVIHIP

EARRF |, ATARPEENA BB #2192.168.10.10/24 , IR KREFESVI IPHsE , NRIPHHE S 192.168.10.200,

TR BR SV 1 649 | P 31t

Switch (config)#int vlan 12
Switch (config-if)#no ip address

12 {Tshow ip device tracking all @y 3 LABBIA B ZhRIVIEE.

<tfroot>

Switch #show ip device tracking all

Global IP Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3

Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval =0
IP Device Tracking Probe Auto Source = Enabled

jcl (3ci4l:@e:af:l7:cl)

Target MAC address: IntelCor_15:84:cb (b4:96:91:15:84:ch)

Probe source | P selection order: SVI, Fall back 0.0.0.200 255. 255.255.0

Frame 182: 6@ bytes on wire (488 bits), 6@ bytes captured (488 bits) on interface @
Ethernet II, Src: 3c:4l:8e:4f:17:cl (3c:41:8e:4f:17:c1), Dst: IntelCor_15:84:chb (b4:96:91:15:84:ch)



192.168.10.10 b496.9115.84cb 12 GigabitEthernetl/0/2 30 ACTIVE ARP

Total number 1interfaces enabled: 1
Enabled interfaces:
Gil/0/2

EHESERSD |, BikGigabitEthernetl/0/2& 308 & 1% — X ARPERI,

176
177
196
197
217
218
238
239
257
258
278
279

13

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

=50
39:
39:
39:
39:
39:
4a:
4a:
4
4a:
41:
41:

180.
8a.
290
29.
58.
58.
27.
27.
57.
57.
27.
27.

167788
167975
131512
131616
724683
724858
746620
746784
248571
248782
193284
193419

ARPHRN ThEE

3ci4l:ge:4f:
IntelCor_15:
3c:4l:0e:4T:
IntelCor_15:
3c:41:8e:4F:
IntelCor_15:
3ci4l:ge:4f:
IntelCor_15:
3c:4l:8e:4F:
IntelCor_15:
3c:4l:ge:4f:
IntelCor_15:

17:
84
182

17

a4
182

17

a4
182

17

a4
182

17

a4
182

17

84

82
ch

cb

ch

cb

cb

ch

IntelCor_15

3ci4l:@e:af:
IntelCor_15:
3c:4l:8e:4T:
IntelCor_15:
3ci4l:@e:af:
IntelCor_15:
3c:4l:@e:4T:
IntelCor_15:
3c:41:8e:4F:
IntelCor_15:
3cid4l:@e:af:

184
17:
a4
17:
84
17:
84
17:
a4
17:
a4
17:

ch
82
cb
82
cb
82
ch
82
cb
82
ch
82

ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP

ERESHERT , BIAARPENH KE 5Pl 2 F k79 192.168.10.200,

M Wireshark - Packet 176 - pciPassthrud

68 Who

68 192,

68 Who

68 192.

68 Who

68 192.

6@ Who

68 192.

68 Who

68 192.

68 Who

68 192,

has

168.

has

168.

has

168.

has

168.

has

168.

has

192.168.18.182

18.18 is at b4:

192.168.10.187

18.18 is at b4:

192.168.16.182

18.18 is at b4:

192.168.18.187

10.18 is at b4:

192.168.18.182

16.18 is at b4:

192.168.18.182

.18.18 is at b4:

Tell 192.168.1@.20@

96:91:15:
Tell 1a2.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:

84:ch

168.18.

84:ch

168.18.

84:ch

168.18.

84:ch

168.18.

84:ch

168.18.

84:ch

Frame 176: 6@ bytes on wire (480 bits), 6@ bytes captured (488 bits) on interface @
Ethernet II, Src: 3c:41:8e:4f:17:82 (3c:41:8e:41:17:82), Dst: IntelCor_15:84:cb (b4:96:91:15:84:ch)

Hardware
Protocol
Hardware
Protocol

type:
type:
size: 6
sire: 4

request (1)

Sender MAC address:

Sender IP address: 192.168.18.280

Target MAC address:
Target IP address: 192.168.18.18

ARPHR BV 1E 1S B

3. AEHERIPRERE

iZ1T ip device tracking maximum O @5 AE B IPIR & B,

IntelCor_15:84

% Address Resolution Protocol (request)
Ethernet (1)
IPv4 (@x@308)

rch (b4:956:91

3c:41:@e:47:17:82 (3c:41:8e:47:17:82)

:15:84:ch)



R SHAREEZRAIPRERE  MEBFRENEVHERHNE,

S

FE

Switch (config)#int g1/0/2
Switch (config-if)#ip device tracking maximum O

1= {Tshow ip device tracking all % % LB 1A GigabitEthernet/0/2 L 1 Pig % BRER VIR TS

Switch #show ip device tracking all
Global IP Device Tracking for clients = Enabled



Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface Probe-Timeout State Source

Total number interfaces enabled: 1
Enabled interfaces:
Gilo/2

BUFIPDTIR R IE


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
https://www.cisco.com/c/en/us/support/docs/ip/address-resolution-protocol-arp/118630-technote-ipdt-00.html
https://www.cisco.com/c/en/us/support/docs/ip/address-resolution-protocol-arp/118630-technote-ipdt-00.html
https://www.cisco.com/c/en/us/support/docs/ip/address-resolution-protocol-arp/118630-technote-ipdt-00.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



