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Settings Monitoring Log Analytics

Monitoring and Log Analytics Settings

Monitoring enables you to monitor a wide range of applications, system statistics, and key
performance indicators (KPI) of all deployment nodes from a centralized console.

@ Monitoring

Go to Monitoring 7 View

Log Analytics provides a flexible analytics system for in-depth analysis of syslog data generated from
different endpoints.

@ ) Log Analytics

Go to Log Analytics [ View
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<#root>

vi nont es-i se- 33- 1/ adm n#show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 81008
Database Server running 134 PROCESSES
Application Server running 518925
Profiler Database running 86939

ISE Indexing Engine running 486865

AD Connector running 90383

M&T Session Database running 486437

M&T Log Processor running 2564857
Certificate Authority Service running 245113

EST Service running 583881

SXP Engine Service disabled

TC-NAC Service disabled

PassiveID WMI Service disabled

PassiveID Syslog Service disabled

PassiveID API Service disabled

PassiveID Agent Service disabled

PassiveID Endpoint Service disabled



PassiveID SPAN Service

DHCP Server (dhcpd)

DNS Server (named)

ISE Messaging Service

ISE API Gateway Database Service
ISE API Gateway Service

ISE pxGrid Direct Service
Segmentation Policy Service
REST Auth Service

SSE Connector

Hermes (pxGrid Cloud Agent)
McTrust (Meraki Sync Service)
I

SE Node Exporter
| SE Pronet heus Service
| SE Graf ana Service

ISE MNT LogAnalytics Elasticsearch
ISE Logstash Service

ISE Kibana Service

ISE Native IPSec Service

MFC Profiler

disabled
disabled
disabled
running
running
running
running
disabled
disabled
disabled
disabled
disabled

runni ng
runni ng
runni ng

running
running
running
running
running

247148
488895
501344
559099

91058

357191
504738

359800
362762
365658
507795
574221
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Access the Search Dashboard
menu
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Access the Create menu

Access the Manage Dashboard
menu
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EU Dashboards

Manage dashboards and folders

& Browse B Playlists
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m = 1= Sort (Default A-Z) - Filter by stared ~ © Filter by tag

B general ~
I1SE-Dashboards
[ General m
MFC Profiler
[ General

R IR 7 T4



AR ISERFHRMNEFFHITENLARNZET , ABREET — . WRQNF6tE R
B, MISERFRIAEREHEHRELERUTES  “A time mismatch is detected between
ISE server and client machine which lease inconsistent Grafana behavior , please sync
time on both machines.” ( % FISERRSS 22 M=~ im Z RIRY B A1 A TEE |, X AT RS 3R —
BHGrafanafTh , BESLERAITEN LREZNE. )

B8 8 S WIEHIER

BT RE M BRSIER , 255 THUAE IR E S KRS,
SR AT B E AR 2

SHEIRAE> R 4360 >KHE T,

KifiGrafana$ ik E LRSS (+)ER , RAE QTR H ER.



<+ | Create

00 Dashboard

() Folder

8 Alert rule

@ &, Import
a

BRI TR
FZH  ANINER
ERRMFEARET, EFE R REERNE D,



i+ Add panel "

D =
Add a new panel Add a new row
A
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Add a panel from the panel library
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vi mont es-i se-33- 1/ adm n#show | oggi ng application ise-promnetheus/pronetheus. | og
vi mont es-i se-33- 1/ adm n#show | oggi ng application i se-node-exporter/node-exporter.|og
vi nont es-i se-33- 1/ adm n#show | oggi ng application ise-grafanal/grafana.l og

AR RAREAMHTRENFRARS , BT NIRRT HRE R, WEXL RS
REBT

BXES

- BRSPS EIBRAIEE | MRAR3.2
- BRIBHRESEIZEE RIS . lRA3.3
+ GrafanaX 1y

At
. = 1
00N N



https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/release_notes/b_ise_32_RN.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_maintain_monitor.html
https://grafana.com/docs/grafana/latest/fundamentals/intro-to-prometheus/
https://grafana.com/docs/grafana/latest/fundamentals/intro-to-prometheus/
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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