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. BRI B MRS 5IZ(ISE)V3.3
« JAMF PRO 10.48.1-t1689600654

AXHEPNEEHRETREXRENEFNRZEFEEN, AXEFEANAAERZHNERAR
(BN ) BE. MREHMNELTEIRES , FHRRETHEAARTHBELE,
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AMDMiIE#HE R IJAMF PRO

SR EHEEEEANENKF, ERENJIAMFE |, WikH
: https://YOUR ACCOUNT.jamfcloud.com/index.html.

<A jamf PRO

USERNAME

admin

PASSWORD

JAMF PROEFE T


https://YOUR_ACCOUNT.jamfcloud.com/index.html

SEINERES | BB HRER,

Jamf Pro Dashboard

The Jami Pro Dashiboard provides a viswual cvendew of the things you care abott mest In your emvironmant. Add important items to your (ashboaed te quickly
el nitor their statuse:
72 : and easily manitor their statuses.

JAMF PRO2 I E 4R

STWIEEHEE | %#ESystem > Useraccounts and groups.

Settings

Search

All System Global Jamf Apps Self Service Server Metwork Com

SyStem 11 settings

1 User accounts and groups

Set Jamf Pro user privileges, Directory Service accounts, and password
policies

JAMF PRORSIRE

FR]4.EF IR Password Policy.

Settings

+ User accounts and groups

+ New &£ Password Policy

JAMF PRO A Fo il P2 R 4R

$545, IS , BWINRTERESES AR | BEFETAllow Basic Authentication,



AEE : MNJAMF PRO v10.35FF 18 , APINEAR G HRRIEBRIAKRE A, Hitk , BXAME AIXLE
IhEE LA RMDMEE R IE & T 1€,

BXREFRER  FSHALEAPIZHRIFE X,

F$B’6, BRARE—NIEER , BEELSEIFE RN Menu Settings , RAJFEHNetwork
IntegrationMenu , REIEERE,

Settings
network integration Clear
All System Global Jamf Apps Self Service Server Metwork

Network 1result found for "network integration”

@, Metwork integration

Integrate with a network access management service
JAMF PROM £2 55 %,

BT HREE T+ New N ISE 335 INET KB

«— Metwork integration

JAMF PROM & & A1 B

%84, fENetwork Access Management Service FH FHIKEH | RE#r1E 7 Cisco ISERVIETT,

« ETX , EXHDisplay NameFRE—NEH |, MAREIFTR,
« WTFISENHMBIREMERE , AIUREBXERERE.
« BEMITSavelLE.


https://developer.jamf.com/jamf-pro/docs/classic-api-authentication-changes
https://developer.jamf.com/jamf-pro/docs/classic-api-authentication-changes
https://developer.jamf.com/jamf-pro/docs/classic-api-authentication-changes

Bt & ROl SISERI M B EE K

LRI ZERSERUTERNNMEER
URL:https://YOUR_ACCOUNT jamfcloud.com/networkIntegrationEndpoint/ID. R fFSLURL , B A
BRI TR 1 A © RIEEISE,

AMDME £ A= ISE

HFR1IEERE>TE>-MERF>SEMDM , R EHAd,

= il Identity Services Engine Administration / Network Resources

] Deployment Licensing  Certificates  Logging  Maintenance  Upgrade  Health Checks  Backup & Restore  Admin Access  Settings

MDM / UEM Integrations

MDM | UEM Integration Name Status Service Provider  Hostnama [ IP Addre... Description Timeout [msec)

ISE MDME R 32

B2 EMDM/UEMER B HERA BB L%,

o EENB/IPHUES , NZBISTRPEKKIURLFIEFEYOUR_ACCOUNT.jamfcloud.com,
« fEPort , NJAMF PROEGIFHTTPSIE #1%£1%443,
« EXBIBMIBO P, KEMAE , HAAAIBHURLARD 5 (TR F+



: InetworklIntegrationEndpoint/ID ) .
« WAEBXJIAMF PROSEHITE 2 U5 B RAYA 7 & AR N BE,
« J¥MDMJR %585 #Y Status E L N Enabled,

. Identity Services Engine Administration / Network Resources

) Network Devices Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers External MDM

MDM | UEM Intagrations > New

New Server

Cisco ISE supports mobile device management and Microsoft configuration management servers.
l Click here to view the list of MDM servers supported by Cisco ISE.
‘ MDM  UEM intagration Name*

JAMF_PRO
nl

Description

4
Sarver Type
Mobile Davice Manager P @
Authentication Typo
Basic [

Hostname [ IP Addross®
YOUR_ACCOUNT. jamfcloud.com

443

{max length: 5

Instance Nama

fmetworkintegrationEndpoint/ID o
(
Usomame*
admin
0]

Password®

Palling Interval*

240 @

MOMIUEM Device Compliance Timeout*
30000 0]
1 to 30000 (milliseconds)

When re-authenticating an endpoint into the network Cisco ISE refers to cached MOM attributes
of the endpoint. If the age of the cached MDM attributes is greater than the interval configured,
Cisco ISE sends a fresh query to the MDM server for the endpoint's atiributes. If there is a
change in compliance stats, Cizco |ISE issues a Change of Authorization.

Compliance Cache Expiration Time®
1 (D]

1 to 10080 (minutes)

Status
Enabled W

ISE MDM JAMF PRO: & 7= i

SR3ME TR A BEIMTNERE, WREERT , WEREEG, NRLEZEREIAAE Y5
, BRI SEHREE D .



®

Information

Connection 1o senver is successiul with cunment settings.

R ZhE#EEIMDM JAMF K F=

SBATE 2 B ET R IEEOK, ERHEESD , ¥ FIDevice Identifier , EAISEXBKLKImEiFE,

- BEENZER , BALUEFRREZHMACH 1 SHIFBHE M.
- BEXWED R , RIFEE.

{I} Thiz MDM or UEM server supports Cisco ISE API Version 3.

Device ldentifier

Configure Cisco ISE to identify endpoints through variables other than MAC addresses. This
allows accurate identification of endpeoints even the MAC address presented Cisco |SE is not
necessarily the MAC address of the physical network interface card (for example, when MAC
address randomisation is enabled). Check the check boxes next to the device identifiers to be
used. Drag and drop the device identifiers to define the sequence of verification. If the first
device identifier on the list is not available for an endpoint, then Cisco ISE checks for the second
identifier on the list, and so on.

Device Identifier (1) Enabled

3 1. Legacy MAC Address -]

3+ 2. Cert - SAN URI, GUID ]

3 3. Cert- CN, GUID ]
MDMAR 35 25 19 EL b L i

K UF 5 JAMF PROSE I 8 B Y R 360 52



BiR SR MRIEERY , B LLEEF MISE PANRS 28 £ X EJAMF PROEHIMHTTPSHE :

Protocol |Length |Info

74
74

47386 - 3128
3128 - 47386
47386 - 3128

[SYN] Seq=0 Win=292@0 Len=@ M55=146@ SACK_PERM TSval=21126413@ TSecr=@ WS=128
[SYN, ACK] Seq=8 Ack=1 Win=6516@ Len=@ M55=146@ SACK_PERM TSval=503104863 TSecr=211264130 W5=128
[ACK]

Seqg=1 Ack=1 Win=29312 Len=0 TSval=211264131 TSecr=583104863

TCP
HTTP
TCP
TLSV1..
TCP
TLSv1..
TCP
TCP
TCP
TLSv1..
TCP
TLSv1..
TLSv1.-
TCP
TLSV1..
TLSV1..
TCP
TCP
TLSv1..
TLSv1..
TCP
TLSv1..
TCP

1254
66
1254
2641
66
413
141
66
72
111
66
66
117
360
66
1617
66

3128 -+ 47386
HTTP/1.1 288
47386 - 3128
Client Helle
3128 -+ 47386
Server Hello
3128 - 47386
47386 - 3128
3128 - 47386
Certificate
47386 - 3128

Change Cipher Spec

[ACK]
[ACK]
[PSH,
[ACK]
[PSH,

[ACK]

443 HTTP/1.1
[ACK] Seg=1 Ack=118 Win=65152 Len=8 TSval=5€3184864 TSecr=211264131
Connection established
Seq=118 Ack=40 Win=29312 Len=0 TSval=211264384 TSecr=503104317

Seq=40 Ack=439 Win=64896 Len=@ TSval=503104318 TSecr=211264385

ACK] Seg=14@ Ack=439 Win=64896 Len=1188 TSval=583104457 TSecr=211264385 [TCP segment of a reassembled PDU]
Seq=439 Ack=1328 Win=32128 Len=@ TSval=211264524 TSecr=503104457
ACK] Seq=1328 Ack=439 Win=64896 Len=1188 TSval=503104457 TSecr=211264385 [TCP segment of a reassembled PDU]

Seq=439 Ack=5891 Win=40192 Len=8 TS5val=211264525 TSecr=583184457
Server Key Exchange, Server Hello Done
Client Key Exchange

3128 - 47386 [ACK] Seq=5438 Ack=514 Win=64896 Len=0 TSval=583184459 TSecr=211264526

Encrypted Handshake Message
3128 - 47386 [ACK] Seq=5438 Ack=520 Win=64896 Len=@ TSval=503104462 TSecr=211264529
3128 - 47386 [ACK] Seq=5438 Ack=565 Win=64896 Len=@ TSval=503104463 TSecr=211264529
Change Cipher Spec, Encrypted Handshake Message
Application Data
3128 -+ 47386 [ACK] Seq=5489 Ack=859 Win=6464@ Len=@ TSval=583184601 TSecr=211264668
Application Data, Application Data
47386 - 3128 [ACK] Seq=859 Ack=7840 Win=46208 Len=0 TSval=211264922 TSecr=503104855

IR 2HIRSIAMF S HIE EH9 R B

B 3RISE:ISEAE R4 3B M o0 HTERAE |, tlise-psc.logFiR :

DEBUG
TRACE
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
INFO

DEBUG

INFO

[admin-http-pooT116][[]] cisco.cpm.
[admin-http-pooT116][[]] cisco.cpm.
[admin-http-pooT116][[]] cisco.cpm.
[admin-http-pooT116][[]] cisco.cpm.
[admin-http-pooT116][[]] cisco.cpm.
[admin-http-pooT116][[]] cisco.cpm.
[admin-http-pooT116][[]] cisco.cpm.
[admin-http-pooT116][[]] cisco.cpm.
[admin-http-pooT116][[]] cisco.cpm.
[admin-http-pooT116][[]] cisco.cpm.
[admin-http-pooT116][[]] cisco.cpm.
[admin-http-pooT116][[]] cisco.cpm.
[admin-http-pooT116][[]] cisco.cpm.

[admin-http-pooT116][[]] cisco.cpm.
TRACE [admin-http-pool116][[]] cisco.
Response data received from the MDM
DEBUG [admin-http-pool1l16][[]] cisco.cpm.
DEBUG [admin-http-pool1l16][[]] cisco.cpm.
TRACE [admin-http-pool16][[]] cisco.cpm.
DEBUG [admin-http-pool1l16][[]] cisco.cpm.

apiPath: /ID/ciscoise/v3

redirectUrl: https://YOUR_ACCOUNT.

queryMaxSize: 1000
apiVersion: 3
vendor:
productName: JSS
productVersion: 10.48.1-t1689600654
COMMA: ,

JAMF Software

cpm.

mdm.
mdm.
mdm.
mdm.
mdm.
mdm.
mdm.
mdm.
mdm.
mdm.
mdm.
mdm.
mdm.

mdm.
mdm.
server :
mdm.
mdm.
mdm.
mdm.

api.MdmServerInfoApi -:::::- inside the method : callMdmSer
apiimpl.MDMVerifyServer -:::::- Inside MDMVerifyServer.veri
apiimpl.MDMVerifyServer -:::::- apiVersionSb : 3, mdmApiVer
apiimpl.MDMVerifyServer -:::::- MDM Rest API Server Query S
apiimpl.MDMVerifyServer -:::::- MDM Rest API Server Query P
apiimpl.MDMVerifyServer -:::::- 1. Connecting to the MDM se
util.MdmRESTClient -:::::- sendGETRequestDom: start HTTP r
util.MdmRESTClient -:::::- sendGETRequestDomNonComp: start
util.MdmRESTClient -:::::- ===mdmFlowInfo===null,=====serve
util.MdmRESTClient -:::::- QueryType is heartbeatQuery
util.MdmRESTClient -:::::- using httpClient for http query
util.MdmRESTClient -:::::- GET: MDM Server URL: https://YOU
util.MdmRESTClient -:::::- Proxy Config in request = [,PRO
util.MdmRESTClient -:::::- MDM Server Response Code: 200
util.MdmRESTClient -:::::-

<?xm1 version="1.0" encoding="UTF-8"?><ise_api><name>mdmin

util.MdmRESTClient -:::::- sendGETRequestDom: end HTTP req
util.MdmRESTClient -:::::- sendGETRequestDomNonComp: end H
apiimpl.MDMVerifyServer -:::::- isMdmSettingsIdNotNull flag
api.MdmServerInfoApi -:::::- returning from the method : ca

jamfcloud.com/enroll



errorMsg: null
errorOccurred: false

}

FEERMDMBR 5585 1 AIA i &

L SR AR Y Bl BEISEE X JAMF-PROSESIHITIVE R, HITHEIRNSE R ( EILXAIH
) REEETR(PAN), PANT QEEEG EEE N FEMDMERS BRAVEE . BN A EZLER
NRAET RFEH,

FRESERAATHREBEHRE,

$181.1EPANT = B ATRACES 5l 19 4H HFexternal-mdm.

= M ldentity Services Engine ‘Cparations / Troubleshoot
J Bockmarks Diagnostic Tools  DownloadLogs  Debug Wizard
Daan Deizug Profie Conlguraticn
y e p——
| Context Visibasty Debvg Lop Configueation
Debug Level Configuration
4, Oparation:
1 Poliey
&, Adml A
Gompanant Name Loglovel  Dessrigtion Log file Name Log Fetar
Work Centers
TR E L Dewica Manag, . B ol Disabled

TRACEZ 3l /0 #9 S\ ZBMD MR 44 3 17 B FE HEBR

SE2MPANT R REFHRHREEE



= el ldentity Services Engine

J|  Bockmarks Diagnostic Tools Download Logs Debug Wizard

%  pashboard
Beneral Tools -

A il
'3 Contuxt Visibility RADIUS Authessication Troubl

% operations Exscuts Network Davice Com...
Evalusze Cosfigaration Validat. ..

U rolicy Pasluie Troublaskactng

2. Administration Agertiess Postore Troubleshs...
EndPoini Dsbug

Al Work Centers o
Zasslon Traes Teats

7 Intersctive Holp

TrustSse Tesls b

W EEMDMIE 215 B M Bz /IR R 61

Operations / Troubleshoot

Add TCP Dumg packst Tar manionng on b network intoefbce and woubleahoot problama an the NeWor 53 thiy JDREM,

Host Name®

niised3 w

Nabwark teiface®

GigabitEthernat O [Lp, Running] e
Filer
A
£.9: Ip hast 10.77.122.123 and nat
10377022119
File: Hame
faccapMOM
Rapsaitory
Haorg w
File: Siza
10
Mb
Limit 10
1
Fila(s)
Time Limit
5
Minute(s)
[ Promiscusus Mod

=]

@

HE3 B KHAEMDME . NFR2EITHIR , AEERRANRERE, FEHERBI,

SRANSR2F L IR, EFX RifVise-psc.logBER D MIT Ao

7 &R EEER

ERMERT , HAEEISE RN it SIAMF 0BT LR -

Error

Connaction to sarver failed with:

MDM Server AP errar
A connection timeout occurred. Check If the MDM server is reachable,

Please try with different settings.

MDM%E 1% 28



EASMDMMEXH BEERUTER !

TRACE [admin-http-pool126][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- Inside MDMVerifyServer.veri
DEBUG [admin-http-poo126][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- API version retrieved from
DEBUG [admin-http-poo126][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- apiVersionSb : 3, mdmApiVer
DEBUG [admin-http-poo126][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- MDM Rest API Server Query S
DEBUG [admin-http-poo126][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- MDM Rest API Server Query P
DEBUG [admin-http-poo126][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- 1. Connecting to the MDM se
DEBUG [admin-http-pooT126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDom: start HTTP r
DEBUG [admin-http-pool126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: start
DEBUG [admin-http-poo126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- ===mdmFlowInfo===null,=====serve
DEBUG [admin-http-pooT126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- QueryType 1is heartbeatQuery
DEBUG [admin-http-poo126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- using httpClient for http query
INFO [admin-http-pool126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- GET: MDM Server URL: https://YOU
INFO [Timer-12][[]] cisco.mnt.common.utility.AlarmMessageDiskQueue -:::::- Inside dequeue

INFO [Timer-12][[]] cisco.mnt.common.utility.AlarmMessageDiskQueue -:::::- root exists

INFO [Timer-12][[]] cisco.mnt.common.utility.AlarmMessageDiskQueue -:::::- alarm.1692086243915 deleted
INFO [admin-http-pool126][[]] cisco.cpm.mdm.util.MdmServersCache -:::::- MDM server - Status : Active,
ERROR [admin-http-pool126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- Error message while connecting t
Connection Failed to the MDM server host - YOUR_ACCOUNT.jamfcloud.com, and port - 443 : Connection time
DEBUG [admin-http-pooT126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDom: end HTTP req
DEBUG [admin-http-pooT126][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: end H
ERROR [admin-http-pool126][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- Exception occurred while co
ERROR [admin-http-pool126][[]] cisco.cpm.mdm.api.MdmClient -:::::- A connection timeout occurred. Check
DEBUG [admin-http-poo126][[]] cisco.cpm.mdm.api.MdmServerInfoApi -:::::- returning from the method : ca

apiPath: null
redirectUrl: null
queryMaxSize: null
apiVersion: null
vendor: null
productName: null
productVersion: null
COMMA: ,

errorMsg: null
errorOccurred: true

EHFESHRF , EBEUATEER

DNSHE — IREEEUNRET 2MAENR , WISERNJAMFHEXEHHITER, WREXR
EREINFNENMITER , B RXEA P, WEMTATEE K MARENSE,

Source | Destination | Protocol | Length |Info
18.88.248.21 10.88.248.59 DNS B5 Standard query 8x5a75 A
10.88.248.21 10.88.248.59 DNS B5 Standard query @x9f&9 A
10.88.248.59 10.88.240.21 DNS 206 Standard query response
18.88.248.59 16.88.248.21 DNS 158 S5Standard query response

MDMHFEIDNSHR £

MDMIE $£ EIEFEI’JE%H%#’“—ZZH% EEWHIP#bit (EDNSEWHMDMIREF RS ) , MAgEs
EIEENSYNEERZ, XRTFXAIJIAMFEAINEREREH , WA INNRE TH443m 0 LAE



HEEEIMDME B R A

EEAM - 404

BEARTECERIEREMDMBS SR EENIAMFIKS, ER2 , BEEHAEEZNRHTEFE
FEEHIR , BARTEZEH,

Connection Failed: 404:Not Found:

MDM error 404 45l

Error

Connection to server failed with:

MDM Server API error

Please try with different settings.

REFRERSREHANNHEE

DEBUG
TRACE
DEBUG
DEBUG
DEBUG

[admin-http-poo132][[]1]
[admin-http-poo132][[]1]
[admin-http-poo132][[]1]
[admin-http-poo132][[]1]
[admin-http-poo132][[]1]

cisco.
cisco.
cisco.
cisco.
cisco.

cpm.

cpm

cpm.
cpm.

cpm

mdm.
.mdm.
mdm.
mdm.
.mdm.

api.MdmServerInfoApi -::

apiimpl.MDMVerifyServer
apiimpl.MDMVerifyServer
apiimpl.MDMVerifyServer
apiimpl.MDMVerifyServer

|

the MDM server is not reachable

nside the method : callMdmSer
- Inside MDMVerifyServer.veri
- API version retrieved from |
- apiVersionSb : 3, mdmApiVer
- MDM Rest API Server Query S



DEBUG [admin-http-pool132][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- MDM Rest API Server Query P

DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- 1. Connecting to the MDM se
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDom: start HTTP r
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: start
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- ===mdmFlowInfo===null,=====serve
DEBUG [admin-http-pool132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- QueryType 1is heartbeatQuery
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- using httpClient for http query
INFO [admin-http-pool132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- GET: MDM Server URL: https://YOU
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- Proxy Config in request = [,PRO
INFO [admin-http-pool137][[]1] cpm.admin.infra.spring.ISEAdminControllerUtils -::admin:::- mapping path
INFO [admin-http-pool137][[]1] cpm.admin.infra.spring.ISEAdminControllerUtils -::admin:::- mapping path
INFO [admin-http-pool132][[]] cisco.cpm.mdm.util.MdmServersCache -:::::- MDM server - Status : Active,
ERROR [admin-http-pool132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- Error message while connecting t
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDom: end HTTP req
DEBUG [admin-http-pool132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: end H
ERROR [admin-http-pool132][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- Exception occurred while co
ERROR [admin-http-pool132][[]] cisco.cpm.mdm.api.MdmClient -:::::- Connection Failed: 404:: the MDM serv
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.api.MdmServerInfoApi -:::::- returning from the method : ca

apiPath: null
redirectUrl: null
queryMaxSize: null
apiVersion: null
vendor: null
productName: null
productVersion: null
COMMA:

errorMsg: null
errorOccurred: true

}
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.util.MdmServersCache -:::::- mdm Guid: GUID is found in cac

LR BEIHIRER —DIHTTPSERE | HP S ERJAMFY RMISERS 85 2 [811% 1 9 B A B3

o

Source | Protocol |Length |Info
10.88.248.21 HTTP 183 CONNECT 1443 HTTP/1.1
10.31.184.78 HTTP 185 HTTP/1.1 288 Connection established
10.88.246.21 TLSv1.2 419 Client Hello
10.31.104.78 TLSv1.2 213 Server Hello, Change Cipher Spec, Encrypted Handshake Message
10.88.248.21 TLSv1.2 72 Change Cipher Spec
10.88.248.21 TLSv1.2 111 Encrypted Handshake Message
10.88.248.21 TLSv1.2 349 Application Data
10.31.104.78 TLSw1.2 1824 Application Data

(5i%404 MDM% R B4R S

ZHEIERELMN : 401

BRI IR R RIEEMDMIRE FE B EE AR A /- HI R

BIUERAF :



. BETFJAMFIKSH,
. BAERREISEERN MR,
. WATHTAPISBRIE ( MAEEHERE ) .

Error

Connection to server failed with:

MDM Server APl error
Connection Failed: 401:: the MDM server is not reachable

Please try with different settings.

MDMIE 48 1%1K55401

ISELR BB REATH

INFO [admin-http-pool8][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- GET: MDM Server URL: https://YOUR
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- Proxy Config in request = [,PROX
ERROR [admin-http-pool8][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- Error message while connecting to
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDom: end HTTP requ
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: end HT
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- retry connecting using api v
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- MDM Rest API Server Query St
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- MDM Rest API Server Query PA
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- 2. On Error : re-connecting
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDom: start HTTP re
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: start
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- ===mdmFlowInfo===null,=====server
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- QueryType 1is heartbeatQuery

DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- using httpClient for http query -
INFO [admin-http-pool8][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- GET: MDM Server URL: https://YOUR
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- Proxy Config in request = [,PROX
ERROR [admin-http-pool8][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- Error message while connecting to
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDom: end HTTP requ
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: end HT

DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- retry connecting using api v



BREAHBRERTRETH , WTEAR :

Source | Protocol | Length |Info
10.88.240.21 HTTP 183 CONNECT :443 HTTP/1.1
18.31.104.78 HTTP 185 HTTP/1.1 288 Connection established
10.88.240.21 TLSv1.2 419 Client Hello
10.31.104.78 TLSv1.2 213 Server Helle, Change Cipher Spec, Encrypted Handshake Message
10.88.240.21 TLSv1.2 72 Change Cipher Spec
10.88.240.21 TLSv1.2 111 Encrypted Handshake Message
10.88.240.21 TLSv1.2 349 Application Data
10.31.104.78 TLSv1.2 1871 Application Data
10.88.248.21 TLSv1.2 349 Application Data
18.31.104.78 TLSv1.2 1871 Application Data

iR KA MDMEIE =401
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https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/discussions-network-access-control/455447/2/JAMF%20Integration%20with%20ISE%20as%20MDM.pdf
https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/discussions-network-access-control/455447/2/JAMF%20Integration%20with%20ISE%20as%20MDM.pdf
https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/discussions-network-access-control/455447/2/JAMF%20Integration%20with%20ISE%20as%20MDM.pdf
https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/discussions-network-access-control/455447/2/JAMF%20Integration%20with%20ISE%20as%20MDM.pdf
https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/discussions-network-access-control/455447/2/JAMF%20Integration%20with%20ISE%20as%20MDM.pdf
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
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