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Upgrade Selection

Select the upgrade process you want to carry out:

1. Full upgrade is a multi-step process that enables a complete upgrade of your Cisco ISE Deployment. This will
upgrade all nodes in parallel so services will be down during the upgrade with this option. This is intended to
upgrade the deployment as quickly as possible.

2. Split upgrade is a multi-step process that enables the upgrade of your Cisco ISE Deployment while allowing
services to remain available during the upgrade process for end-users and administrators. This may require
changes to the network or load balancers to ensure there are available nodes to service authentications. Uptime
is accomplished by upgrading nodes in batches and is the option to limit downtime while taking longer than full
upgrade.

Before you begin an upgrade process, check that all your Cisco ISE software is stable by performing the
required Health Checks.

@ Full Upgrade

O Split Upgrade

Start Upgrade
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Biackup ISE

= Blacky
« Expon ceviificales and private beys (Adminstral
Soltware

= Review T [SE Upgrade Guide and Release

Credentiats
= Make a nole of the Active Direclony jomn crecentais, and the RSA Secunl node secrel, if appicabie.
Operational Data Fjuf{pﬂ}

= Purge operational data 1o Mprove UpgIaGE peritmance (Administrat

censes in e & trat Syt cenzing window Check the checkboes for all your purc hased Icenses, and cick Enabie
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Upgrade bundle for upgrading ISE version 2.6, 2.7, 3.0to  11-Aug-2021 12607.68 MB MR

3.1. This is a signed bundle for image integrity.
ise-upgradebundle-2.6.x-3.0.x-t0-3.1.0.518.SPA.x86_64 tar.gz
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Prepare to Upgrade

From the following drop-down lists, choose the required repository, upgrade software bundle, and
patch file. Then, click Start Preparation
Repository” Upgrade31 W
Bundle® ise-upgradebundle-2.6.x-3.0.x-10-3.1.0. 518 5PA xi
Patch Mone v

Start Preparation
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Upgrading Nodes

View the progress of the upgrade process on each Cisco ISE node
Upgrade progress can be monitored from Secondary PAN Ul while Primary PAN is getting upgraded
and from Primary PAN Ul while Secondary PAN is getting upgraded.

Estimated time of Upgrade process: 5Shr 12min

Start
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Upgrade
# Upgrade Nodes

Upgrading Nodes

View the progress ofthe upgrade process on each Cisco ISE node.
Upgrade progress can be monitored from Secondary PAN Ul while Primary PAN is getting upgraded

and from Primary PAN Ul while Secondary PAM is getting upgraded.

Estimated time of Upgrade process: S5hr 12min

Owerall Upgrade Progress
SEEEEss—— dhr 45min
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Upgrade Health Checks Backup & Restore Admin Access Settings
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Welcome Checklist Prepare to Upgrade Staging Upgrade Nodes Summary
Upgrade
Estimated time of Upgrade process: She 12min
Overall Upgrade Progress
Zhr 34min
cisco-ise-1.gce.iselab.local
0]
cisco-ise-2.goe.iselab.local
o ‘ — (i)
STEP 2 OF 8 - VERIFY FILES IN BUNDLE
cisco-ise-3.gce.iselab.local
w o — ()]
STEF 2 OF 8 = VERIFY FILES IN BUNDLE
cisco-ise-4.gce.iselab local
v () — 0]
STEP 2 OF 8 - VERIFY FILES IN BUNDLE
€] Exit Wizard
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Summary
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Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Health Checks

Validate your deployment against any critical errors, Staring will perform a range of checks 10 ensure that
all your seftware ks working stable (Health Check might not respond for 15 minutes). Once validation will
finish you can download repon, After successiull checking you can go to Upgrade WorkTlow,

Platform Support Check 44
- [0
| Deployment Validation 11
e W
| DNS Resohability 4
o [0
| Trust Store Certificate Vislidation 141
L] @
| System Certificate Validation a4
o 0]
| Disk Space Check a4
L] @
| NTP Reachability and Time Source Chack L]
- @
| Load Average Check am
e LO]
| MDM Validation ifn e
L0 @ o
| License Validation 1
- @
| Services or Process Fallures 44
-] 0]
| 0 Bandwildth Performance Check a8
o @

a HEalh Chicks completed. You ean go to Upgrade Werkliow

ARBES

HAPELEERARRERIETEETRHCUIN , 2E REXARRESHNHEIHES.

Post-Upgrade Tasks

MNow parform the mandatory [Fost-upgrace 1askd for this rekease.

Mate: If Full Upgrade was usad on this deploymant and i due to any unexpactad avent it book mors than
gstimated tima, please check Deploymant sync status, IF amy nods is out of sync, Cisco recommends to run
manual synec on secondary ISE which are ot of sync.

[ Don't show post upgrado massagas again
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