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Web Browser ISE

o @

" User setlects SAML Login
option on ISE GUI

Internal Redirection to Azure
https://login.microsoftonline.com/

r Y

v

SAML Request, Identity Provider (Azure AD) authenticates the user

Azure AD

&

Encoded SAML Response is returned along with assertion data

SAML Response is sent to Service Provider (ISE)
t 3

ISE confirms successful authentication as a
result of SAML Response parsing, browser

<
is redirected and logged into ISE GUI
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L J



#i Ald Provider Name 8 & Submit AR F. IJERERFEFHNIISEEEN ( MBMER) -

= Cisco I5] Administration - [dentity Managament

Identities Groups External Identity Sources dentity Source Sequences Settings

.......
External ldentity Sources

2. BLBISES B RIES
SMEIEE> System >EE R RRR>FHRII>EHRIESE , RAEERBRETRBERZR,
Mldentity Source FHIFIFR PR 2RI ENATEIDRMUBEFEHS , WEFR.

= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Authentication
Authentication Method Password Policy Account Disable Policy Lock/Suspend Settings

Authorization ) .
' ! Authentication Type

Administrators

Settings

(0) Client Certificate Based

SAML:Azure w

3. FHRSREFER
SEEE>FHEE-NBHDIR > SAML IR HEF> [ SAMLIRHEF],
FHEB R BIRSREFES  RAEEESHERE (WEFRTR) .



ldentity Provider List » Azure_SAML

SAML Identity Provider

General dentity Provider Config. Service Provider Info.

Service Provider Information

(] Load balancer

Export Service Provider Infa. Export

Includes the following portals:

Sponsor Portal {default)

TE.xmIX 4 HRF. 12 FLocation URLFentitylD{E.

<?xml version="1.0" encoding="UTF-8"7>

<md:EntityDescriptor entityID="http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd" xmlns:md="urn:oasi
<md:SPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol" WantAssertionsSig
<md:KeyDescriptor use="signing'">

<ds:KeyInfo xmIns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>
MIIFTjCCAzagAwIBAgINAg2amSTL6NAE8FY+tzANBgkghkiGOwOBAQwFADATMSMwWIQYDVQQDEXpT
QUIMX2TzZTMEMS0x0S5ja3VtYXIyLmNvbTAeFwOyMTA3MTkwMzI4MDBaFwOyNjA3MTgwMzI4MDBa
MCUxIzAhBgNVBAMTGINBTUXxfaXNTMyOXLTESLmNrdWlhcjIuY29tMIICIjANBgkghkiGOwOBAQEF
AAOCAg8AMIICCgKCAgEAviT1a4+S0uP33j037yCOXnHAZzADupfgcgwcp13QnFxhVfnDd01ixGRT817aQ
1zdKhpwf/BsJeSznXyaPVxFcmMFHbmyt469gQ/jQQEyt7YhyohGOt1lop01lgDGwtOnWZGQ+ccvgXSL
GelHYdTDtE1LMEcGg1mCd56GfrDc]dX0cZImiDzizyjGKDdPf+1VM5JHCo6UNLF1IFyPmGvcCXnt
NVgsYvxSzF038ciQqImOsqrVrrYZuIUAXDWUNUg9pSGzHOFkSsZRPxrQh+3N5DEFFIMzybvmlFYu
9h83gL4WIWMizETO6Vs/DOp6BST2MPxKe790R5TfxFqIDIDNYgCnHMGooVmnSSnDsAgWebvF1luhZ
nGGkH5R0gT7v3CDrdFtRoNYAT+Yv0941KzFCSEOsshykGSjgVn31XQ5vgDH1PvgNaYs/PWiCvmI/
wYKSTn9/hn7JIM1DgOR1PGEkVjg5WbxcViejMrrIzNrIciFNz1FuggaE8tC7uyuQZa2rcmTrXGWC]
sDU4uOvFpFvrcC/Tavr9Fnx7LPwXa0asvld19SPbD+qYgshz9AI/nIXaZdioHzEQwa8pkoNRBwjZ
ef+WFC9dWIy+ctbBTO+EMO6Xj1laTI1bV80mN/6LhiS8g7KpFz4RN+agliu6pgZ5058Zot9ggkpFw
kVS9vT4EOQzwWNGo7pQI8CAWEAAaNIMHswWIAYDVRORBBkwF4IVaXNTMyOxLTESLmNrdwWlhcjIuY29t
MAWGA1UdEwQFMAMBAf8wCwYDVROPBAQDAgLsMBOGA1UdDgQWBBRIkY2z/9H9PpwSnOPGARCj51aZ
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWDQYJKoZIhvcNAQEMBQADggIBAIE6GmMNnBL
206Dkb6fHdgKd9goN8N2bj+34ybwxqvDSwGtn4NAG6HY1q7N6i1zAD/7s0ZfHgOT2UTgZpRFIFsHN
CGchSHgDt3bQ7g+GW1vcgreC7R46genaonXVr1tRwllvVIdCf8IQFFMxya/rIC4mxVeoo0j1F19d
rvDBH+XVEt67DnQWkuLp8zPJUugfad4HOvdm6oF3uBteO/pdUtEi6f0bqrowCyWd9Tjq7KXfd2ITw
hMxaFsv8wWcVuOMDPkPIxUwwt6gfHObE5TuT4EYVuuHiwMNGbZqggb+ad4uSkX/EfiDVoLSL6KI31
nf/341cuRTIUmDh9g2mppbBwOcxzoUxDm+HReSe+0JhRCyIJcOvUpdNmYC8cfAZuiV/e3wk0BLZM
TgV8FTVQSnra9LwHP/PgeNAPUcCRPXSwaKE4rvjvMc0aS/iYdwZhZiJ8zBdIBanMv5mGulnvTEt9IK
EEwj9ysT1IHmdgoH3EmOFOgnzRORVSMPbIxXAoTFjfoITTMdQXNHhg+w1POKXS2GCZ29vAM52d8ZCq
UrzOVXNHKWKwWER/gq1GgaWvh3X/G+z1shUQDrJcBdLcZI1WKUMa6XVDj1l8byhBM7 pFGwg4z9YIZGF
/ncHcoxFY759LA+m7Brp7FFPiGCrPW8EOV7bUMSDmmg/53NoktfJ1CckaWE87myhimj0
</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</md:KeyDescriptor>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</md:NameIDFormat>



<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:WindowsDomainQualifiedName</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName</md:NameIDFormat>
<md:AssertionConsumerService index="0" Location="https://10.201.232.19:8443/portal/SSOLoginResponse.act
<md:AssertionConsumerService index="1" Location="https://ise3-1-19.onmicrosoft.com:8443/portal/SSOLogin

</md:SPSSODescriptor>
</md:EntityDescriptor>

XML Ry ERE 1

entitylD="http://CiscolSE/100d02da-9457-41e8-87d7-0965b0714db2"

AssertionConsumerService
Location="https://10.201.232.19:8443/portal/SSOLoginResponse.action"

AssertionConsumerService Location="https://ise3-1-
19.onmicrosoft.com:8443/portal/SSOLoginResponse.action"

F£—% : BEEAzure AD IdPIZE
1. tlEAzure ADA

&% ZE|Azure Active DirectoryB B I AMUERIR , RBEREHAD , EAFFR.

Azure Active Directory admin center

Dashboard > Default Directory

1% Dashboard . .
o w Default Directory | Overview

= All services Azure Active Directory

d FAVORITES @ Switchtenant [i] Deletetenant — Createatenant [ What's new [l Preview features 7 Got feedback?

% Azure Active Directory O Overview

’
¢ Getting started

A Users & 9

O Azure Active Directony can help you enable remote work for your employees and partners. Leam more

s . e & Preview hub

s Enterprise applications

# Diagnose and solve problems

Default Directory
Manage
£ Search your tenant
b Users
& Groups % Tenant information @ Azure AD Connect
BE  External ldentities
Your role Status
sk Roles and administrators Global administrator More info Mot enabled
A Administrative units (Preview) License
Last sync

m . _— Azure AD Premium P2
= Enterprise applications Sy has never run

Tenant ID

CH Deviees

B4aceb48-115d-4ad9-a3bf-7E660...
2 App registrations

Primary domain
&) Identity Governance ekomeyccisco.enmicrosaft.com

BT Application proxy

@ Licenses
Sigm-ins
B Azure AD Connect 3
28
§= Custom domain nameas 26
24
1 Mobility (MDM and MAM) 22

2

Password reset duag 23


http://CiscoISE/bd48c1a1-9477-4746-8e40-e43d20c9f429
https://10.201.232.19:8443/portal/SSOLoginResponse.action
https://ise3-1-19.example.com:8443/portal/SSOLoginResponse.action
https://ise3-1-19.example.com:8443/portal/SSOLoginResponse.action

% Users , B dHNew User , RIEFEERE User name. NameFinitial Password, 2 dCreate ,
AP~

Identity
User name * (i) | mck /|@| gdplab2021.onmicrosoft.. |E
The domain name | nead isn't shown here

MName * (i) | mck /|
First name | |
Last name | |
Password

@ Auto-generate password

O Let me create the password
Initial password

|:| Show Password

2. Bl Azure ADA

1%£EGroups., #FHNew Group.

Dashboard > Default Directory > Groups

Groups | All groups

Default Directory - Azure Active Directory

s + New group | L Download groups [i] Delete ) Refresh == Columns

&2 All groups

2 Deleted 6 This page includes previews available for your evaluation. View previews —>
eleted groups

K Diagnose and solve problems ‘ O Search groups +? Add filters

R Group type i Security, ELEHZFR ( MEFIR ) o



Azure Active Directory admin center

© Dashboard > TAC > Groups >

Edl pashboard
New Group
i= all services
* FAVORITES
Group type * @
B Azure Active Directory | Security v |
& HEEE Group name * (i)
) Enterprise applications | ISE Admin Group \/|

Group description (D

| Enter a description for the group |

Azure AD roles can be assigned to the group @
T
Membership type * @

| Assigned %

Owners

Mo owners selected

Members

Mo members selected

3. FAzure ADAF D EL4AA

K ifiNo members selected ( REFRK A ) o BAF , RAERTHEEF, EEHCreate ARIEDEAE
RAFEA,



Add members X

Search (D)

L mck X

mck
mck@gdplab2021.onmicrosoft.com

Selected items

Mo items selected

& X EGroup Objectid , FWREF , ISEEELHHI576c60ec-cOb6-4044-a8ec-d395b1475d6e T~
BT Ro



Dashboard >

&3 Groups | All groups
TAC - Azure Active Directory
« 4N 4 ) Tl Pelet O A == : . o)
T~ Newgroup ¥ Download groups elete Refresh =2 Columns Preview features A Got feedback?
& Al groups

This page includes previews available for your evaluation. View préviews —
&2 Deleted groups o 2 v

A Diagnose and solve problems

|/'--‘ Search groups | *7 Add filters
Settings Name Object Id Group Type Membership Type
{9} General |:| . ISE Admin Group l STSCSUec-cUbS-dDM-aSec-dBQSb‘IdTSdﬁel Security Assigned
3 Expiration

8 Naming pelicy

4. ®lEAzure AD Enterprise S T2

FADT , EEEVNAEFRHEEHENARER.

“ Dashboard > Default Directory > Enterprise applications

Ell Dashboard z z L E :
Enterprise applications | All applications
= All services Default Directory - Azure Active Directory
% FAVORITES “ -+ New application == Columns [&] Preview features 7 Got feedback?
B Azure Active Directory Overview
. O Try out the new Enterprise Apps search preview! Click to enable the preview. =
6 Users 0 overview
£ Enterprise applications # Diagnose and solve prablems Application type Applications status Application visibility
| Enterprise Applications | | Any v | | Ay v
Manage
B Al applications | First 50 shown, to search all of your applications, enter a display name or the application ID.

1%£$% Create your own application,



Azure Active Directory admin center

El pashbeard
= &l services
% FAVORITES
B Azure Active Directory
:. Users

L Enterprise applications

&

Dashboard Enterprise applications

Browse Azure AD Gallery

| t Create your own apahca‘.icnl (D Request new gallery app A Got feedback?

o You're in the new and improved app gallery experience, Click here to switch back to the legacy app gallery experience. =

[ £ search application

Single Sign-on : All Uger Account Management : All Categories : All
Cloud platforms
Amazon Web Services (AWS) Google Cloud Platform Oracle
\‘-—-ﬂ"_-}
Google Cloud

On-premises applications

Add an on-

emises application Manage Application Proy

5

—3 Federated 550 gJ Provisioning

Featured applications

Adobe Creative Cloud Adobe Identity ADP GlobalView
‘ Microsoft Corporation ‘ Management ({Deprecated)
D Adobe lne ' ACPLLC
Adobe Adobe 2= )

MANAREFEN , REEFERERE (FF ) PRAINAMAEEMGNARF REEE  REE
d el &8 ( MEAR ) o



Create your own application X

What's the name of your app?
| 1SE_3_1_Admin_SSO o

What are you looking to do with your application?
II:) Configure Application Proxy for secure remote access to an on-premises application

(:) Register an application to integrate with Azure AD {App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

5. FARMEINARRF

1% Assign users and groups.

Azure Active Directory admin center

* Dashboard » Enterprise applications >

B . .
o pasneesd g2 ISE_3_1_Admin_SSO | Overview
= All services Entarprise Application
*  FAVORITES &
B Azure Active Diractory i Oveniew Properties
& users [ oeployment plan H Name (D
ISE_3_1_Admin_S50
& enterprise spplications Manage | £3.1 = D |
1 properties Application 1D @
. | T6b82bcb-a918-4016-aad?-... [ |
& Ovmers Obiect D ®
ject I ®
4. Roles and administrators (Preview) l 22aedf32-82¢7-4712-ab34-1.. [y ]
& users and groups .
Getting Started
D Single sign-on
@ Provisioning
B} application proxy & 1. Assign users and groups —3 2. Set up single sign on
G Self-senvice Provide specific users and groups access Enable users to sign into their application
to the applications using their Azure AD credentials
Security Aszign users and groups Get started

& Conditional Access



# #Add user/group.

Azure Active Directory admin center

Dashboard > Enterprise applications » 1SE_3_1_Adrmin_S50
EL pashiboard -
2 ISE_3_1_Admin_SSO | Users and groups
= all pervices Enberprise Applicatan
i Kwonre h T Add se/group t =2 colemrs | & Got feedback?
B Azure Active Directory B Overview
. 0 The spplication will appesr for attigned usent within My Apps. Set ‘vitible ta ubert? 25 no in properties to prevent this, —3
a Users D ceployment Fan
B8 crterprise applications Manage 41 200 sear
It eropenies Dislary Nasme ‘Dbject Type Rale assigred

# #HUsers and groups.

Azure Active Directory admin center

® Dashboard > Default Directory > Enterprise applications > Add an application > ISE30 >

£ Dashboard Add Assignment

= All services Default Directory

% FAVORITES

Users and groups
b Azure Active Directory grotp >

a Users

1T] >

== Enterprise applications

None Selected

User

EEZAEBNAH ITERE.

N oaE aEREMBANENIRASREE  BYHLEINERNEESESRENT

2N

IR1SISERY A R X FR

Users and groups

L2 Search

ISE Admin Group

@

mck@gdplab2021.onmicrosoft.com

1EEGroupfa , B Assign.



Azure Active Directory admin center

1l Dashboard
= All services
+ FAVORITES

b Azure Active Directory

& Users

i2° Enterprise applications

& Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30 >

Add Assignment

Default Directory

A\ When you assign a group to an application, only users directly in the group will have access. The assignment
does not cascade to nested groups.

Users and groups

1 group selected.

User

Hit , EfEE RN AR F I Users and groups3E £ R IEFEFTIERILA

Azure Active Directory admin center

&
Edl pashboard
= All services
J FAVORITES
- Azure Active Directory
[ ]

aa Users

m Enterprise applications

Dashboard > I5E_3_1_Admin_550

A ISE_3_1_Admin_SSO | Users and groups

Enterprise Application
+ Add user/group & t [0 Remove J~ {ate Credentia == Columns AP Got feedback?

B ovenview

o The application will appear for assigned users within My Apps. Set “visible to users?” to no in properties to prevent this. =
[ Ceployment Plan

Manage F First 200 shown, to search all users & groups, enter 2 display name.

il properties

& Owners [:I . ISE Admin Group Group

i Roles and administrators (Preview)

Display Name Object Type

& Users and groups

6. BLi&Azure AD Enterprise S T2

SEZHNARER , A5 % tSet up single sign on.

Azure Active Directory admin center

«
Eil pashboard
= All services
* FAVORITES
® Azure Active Directory

& Users

8 enterprise applications

Dashboard * Enterprise applications >

g ISE_3_1 Admin_SSO | Overview

Enterprise Application

«
i ovenview Properties
M opeployment Plan Mame O
H [1s&_31_admin_sso m|
Manage
" i Application ID @
ili Properties
pe | Tob82bcb-a918-4016-3ad7-... [ |
& Owners =
Object ID &
i FRoles and administrators (Preview) l 22apdf32-82¢7-47f2-ab34-1... [ |
& Users and groups .
Getting Started
3 single sign-on
® Provisioning
B application proxy & 1. Assign users and groups 3) 2.Setupsingle sign on
© self-senvice Provide sp-_?:i{ift users and groups access Enalle JS.EES to sign into their application
to the applications using their Azure AD credentials
Security Assign users and groups Get started

& Conditional Access



ET—1REFFIEESAML,

Azure Active Directory admin center

Dashboard * Emterprise applications » 15E_3_1_Admin_550
=1} A . =
Oachiomrd dmin_$S0 | Single sign-on -
= All services plrcaton
* FAVORITES . .
X o Select a single sign-on method  Help me decide
B Azure Active Directory e
& users M Cepieyenent Plan
1 i Manage ® Disabled SAML ﬁ Pagrword-bazed
B enterprise applications e Single sign-on iz not enabled. The user Rich and secure authentication 1o Pasgword storage and replay using a
Il Properties won't be able to lunch the app frem apphications using the SAML (Security web browser axtension or mobile app.
S My Apps. Assartion Markup Language) protocol.
& Cwmers
s Roles and administrators (Freview)
& Users and groups
D single sign-on
D Provisioning CO) Linked
Lirk 10 an application in My Apps
B Application proxy andjor Office 365 application launcher,

G self-service
Security

% Conditional Access
i Pemissions

B Token encryplion
Activity

D g

nd Usage & insights
W Auc logs

& Provisioning logs

IS Access reviews

# FBasic SAML Configuration3Z 8 FYEdit.

Set up Single Sign-On with SAML

Read the configuration guide 7 for help integrating ISE30.

o Basic SAML Configuration 2 Edit
Identifier (Entity 1D) Required
Reply URL {(Assertion Consurmer Service URL) Required
Sign on URL Optional
Relay State Ootional
Lagout Urd Optional

e User Attributes & Claims 2 Edit

givenname user.givenname
surname usersurnarme
emailaddress user.mail

name user.userprincipalname
Unigue User Identifier user.userprincipalname

FERASRS HERFSREREFEREPXMLXEWentity DEEFRIRIRRF (K&EID) ., £H
AssertionConsumerService P iy Locations fE1EFtReply URL (Assertion Consumer Service URL),
Click Save.



N B EEURLZYBENEFE  AYSEURLEEEHEIIPTREN % YR,

Basic SAML Configuration

E| Save

Identifier (Entity ID) * @
The default identifier will be the qudience of the SAML response for IDP-initiated 550

http://CiscolSE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd

http://adapplicationregistry.onmicrosoft.com/customappsso/primary

Reply URL (Assertion Consumer Service URL) * @
The default reply URL will be the destination in the SAML response for IDP-initiated 550

https://10.201.232.19:8443/portal/S5CLoginResponse.action

Default

Default

Sign on URL @

Enter a sign on URL

Relay State @

Enter a relay state

Logout Url @

Enter a logout url

7. Bti&Active Directory/A & 14

ERELGIRENABEHE , S TUser Attributes & Claims 3 i W Edit.




User Attributes & Claims

£ Edit

givenname user.givenname
sUrname USer.surname
emailaddress user.mail

name

user.userprincipalname
Unigue User |dentifier user.userprincipalname

# FAdd a group claim,

Azure Active Directory admin center

% Dashboard > Enterprise applications > ISE30 » SAML-based Sign-on >

8 Decibard User Attributes & Claims

= All services

XA FAVORITES -+ Add new claim | -+ Add a group claim |== Columns
2 Azure Active Directory

& Users Required claim

1) Enterprise applications Claim name

Value

Unigue User Identifier (Name ID) user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/surname user.surname

1% Security groups , RE# HSave, ESource attribute T K 8 T i%EZEGroup ID, EH L Ei%
A B E LA F R B 5 A B FRGroups.



Group Claims

Manage the group claims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?

(:) Mone

All groups

@ Secunty groups
O Directory roles

O Groups assigned to the application

Source attribute *

| Group 1D

Advanced options

Customize the name of the group claim

Mame (required)

| Groups

Mamespace (optional)

|:| Emit groups as role claims (O

BT ZANARBRIEEN. EXTREH , ©=2Groups.



Azure Active Directory admin center

« Dashboard * Enterprise applications * |SE_3_1_Admin_550 > SAML-based Sign-on >

B i i

£l Dashboard User Attributes & Claims

= All services

*  FAVORITES + Add new claim Add a group claim == Columns

B Azure Active Directory

Users Required claim

Enterprise applications Claim name Value

i

Unigue User Identifier (Wame ID) user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value

Groups user.groups
http://schemas.xmlsoap.org,/ws/2005/05/identity/claims/emailaddress user.mail
http://schemas.xmlsoap.org,/ws/2005/05/identity/claims/givenname user.givenname
http://schemas.xmlscap.org,/ws/2005/05/identity/claims/name user.userprincipalname
http://schemas.xmlsoap.org,/ws/2005/05/identity/claims/sumame usersurname

8. TEiAzureBr & 5 0 BIE T HIEXMLI 4

X SAMLE R IEF F RV BR BB T HBIEXMLR T T o

SAML Signing Certificate /' cdit
i

Status Active

Thumbprint B2AFABB4TB350C93DEZD59ECETEEACE12CE84462

Expiration 71972024, 12:16:24 PM

Maotification Email chandandemo@outlook.com

App Federation Metadata Url https://login.microsoftonline.com,/182900ec-e960... [

Certificate (Basegd) Download

Certificate (Raw) Download

|Feceration Metadata ML Lownload |

B=2 . N TEIEMAzure Active Directory £ £ FIISE
SMEEE>SHEE>NTH DR > SAML [dREREF> [BHSAMLIRHEEF].

FFiZE D+ Y1# ElIdentity Provider Config , #AJ5 % HiBrowse, M T & AzureBk & THIEBXMLE R+
ERBKE BEHRIETHEEXMLX S , REEHREF



= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Azure
External ldentity Sources
=] SAML ldentity Provider
Cartificate Authentication F General Identity Provider Config. Service Provider Info. Groups Attributes Advanced Settings

1 Active Directory " + " 5
Identity Provider Configuration
LDAP Impet [dentity Providar Config File | Choose File (1)

Provider Id
ODBC

) RADILS Tok Single Sign On URL hitps:{flogin. microsoftonline.com/182900ec-e960- 4340-bd20-e4522197aci8/saml2

h oKken
Single Sign Out URL (Redirect) hitps:/flogin. microsoftonline.com/182900ec-e960-4340-bd20-e4522197ecf8/saml2
RSA SecurlD P =
Sianina Certificates

SAML Id Providers L . N : N
Subject Issuer Valid From Valid To (Expira... Serial Number
1 Sacial Login
CN=Microsoft Azure Federated S50 Certificate  CM=Microsoft Azur.  Mon Jul 19 1211622 FriJul 19 12:16:24 .. 2528 CB 30 EB AL 80 B

$ME : FISELEESAMLA

P B Groupsit Tl , ARJFFFClaim namefy{E M Configure Active Directory Group attribute®s i 2|
Group Membership Attribute

= Cisco |S] Administration - Identity Management

ldentities Groups External ldentity Sources Identity Source Sequences Settings

ity Provider List > Azure
External Identity Sources

SAML Identity Provider

1 Certificate Authentication F General Identity Provider Config Service Provider Info Groups Anributes Advanced Settings
—
1 Active Directory
Groups
I LDAP

Group Membership Attribute | groups
! ODBC

RADIUS Token

1 RSA SecurlD

F1 SAML Id Providers O Mame in Assertion Name in ISE

#HAdd, fERATERFAzure Active Directory A P 2 EL 2 4H PRV ISEE AN AN RIDEETM S
HREY & #Fo

FEISEREEAMHMISERERELMNA, EARTHF , FAARSuper Admin, Click OK.Click
Save.

X2EAzure PV E EISE LR E B W2 [H 6 2 — MRS,



Add Group

*Name in Assertion 576c60ec-c0b6-4044-a8ec-d3

*MName in ISE Customization Admin N

Customization Admin
ERS Admin

ERS Operator
Elevated System Admin
Helpdesk Admin
|dentity Admin

MnT Admin

Metwork Device Admin
FPolicy Admin

REAC Admin

SPOG Admin

Super Admin

System Admin
TACACS+ Admin

—

(A% ) B55 : MERBACER
ME—SFFi4 | TLUEISE FERE Y S FRZAH A S R

EREETAENIFREFIKE(RBAC) , iHS M EIAdministration > System > Admin Access >
Authorization > Permissions > RBAC Policies A RIEEEH# TE &,

HRERX REIEENSE,



~ RBAC Policies

Rule Name Admin Groups Permissions
lCustomizaticm Admin T the pustomization Admin Menu ... T Actions
_Elevated System Admin + f _System Admin Menu Access... = Actions
v E ERS Admin St the Super Admin Data Access T+ Actions
ERS Operator T Super Admin Data Access T Actions
ERS Trustsec T Super Admin Data Access T Actions
Helpdesk Admin T the Helpdesk Admin Menu Access T Actions
_Identlt-,r Admin T r !denliw Admin Menu Access... t Actions
MnT Admin - then MnT Admin Menu Access T Actions
Network Device Admin T !\Aetwork Device Menu Acce... T Actions
Policy Admin T n  Policy Admin Menu Access ... + Actions
- B RBAC Admin T 2 RBAC Admin Menu Access ... T Actions
Read QOnly Admin '_ r super Admin Menu Access ... T Actions
SPOG Admin T 1 Super Admin Data Access i Actions
Super Admin T 2 Super Admin Menu Access ... T Actions
Super Admin_Azure f _Sur.ter Admin + r _Super Admin Menu Access ... T Actions
System Admin T the System Admin Menu Access... T Actions
TACACS+ Admin 1 TACACS+ Admin Menu Ace... T Actions

56 UE
BACHWEE TEER.

N B - Azure i T EER AYSAML SSOBF R TR, SAMLERAFAISELE | Azure
SAML SSOF REIEE T 1E,

TFFISE GUIR IR TRE. REFMER—NMATEASAMLE KL,

1. HEEMISE GUIE R , H# dLog In with SAML.



TN
CISCO

l[dentity Services Engine

Intuitive network security

Log In With SAML

[ Log In With ISE ]

English | B45E

Froblems logging in?

2. REQF[EEE [ EIMicrosoft B R FEE. WMAMKNEISENA+TNKFHWAFREER (WEATR
), REREET—F (WEBMR)



Be Microsoft
Sign In

mck@gdplab2021.onmicrosoft.com

Can't access your account?

S.RMARFNER , RAREHEF,



B Microsoft

<« mck@gdplab2021.onmicrosoft.com

Enter password

Forgot my password
Sign in

4. 0% , RESREEEMRISENAEHENR , F R\ 281 ERVISELE B NMNR ( WEFT

RIL S (49
/. |\ ) o
= Cisco IS Dashboard
Summary

Total Endpoints Active Endpoints vjected Endpoints Anomalous Behawior (0 Authenticoted Guests (©  BYODEndpoints (0 Gom, plnnCe

¢ 0 0 0 0 0 0 0 ’

i AUTHENTICATIONS i NETWORK DEVICES
Vst St Devicn Nams -

ST
E 7R

ER D RAAVE R T AT HE E# T HEDR,



A ALIP

T BR1E3% H B8 MAzure Active Directory 2 [BIAMESAMLE R ZEXEE, Eit , BRI LIEENG
PIRHUEREF (Azure) KBNS B HRIEHEKXNEIR , HPISESEH KT,

B MASESHNECHKFRBBFERHEIR, it , ARBIEMARHBISEREY , H Bitet
HEMRBEIP (Azure)HF,

TN EERKFEERIHRRSBFER., SHRALNE | EEBBBRN Rk EEERN
TG (AT ) .

B Microsoft

<« mck@gdplab2021.onmicrosoft.com

Enter password

Your account or password is incorrect. If you don't
remember your password, reset it now.

Password

Forgot my password
Sign in

B& 2. AFFE TRZAFIHESAML SSONE., SZaifEREL , ISEMKRZWAFEIE |, it
Rt AR R AP (Azure)o

EFRLAA  FRIERTEEBITONARFANARESR (MEAR) .



% Microsoft
Sign in

Sorry, but we're having trouble signing you in.

AADST550105: The signed in user
‘userwithoutgroup@gdplab2021.onmicrosoft.com’ is not assigned to a role for the
application "76b82bcb-a%918-4016-aad7-b43bcd4326254'(ISE_3_1_Admin_550).

Troubleshooting details 4
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: 1215cea0-c349-4bee-922d-262995222101

Correlation Id: 71052620-45¢1-4fad-baas-ff75842cfo10

Timestamp: 2021-08-04T22:48:02Z

Message: AADSTS50105: The signed in user 'userwithoutgroup@gdplab2021.onmicrosoft.com’
is not assigned to a role for the application '76b&2bch-a918-4016-3ad7-
b43bc4326254°(1SE_3_1_Admin_S50).

Flag sign-in errors for review: Enable flagging
If you plan on getting help for this problem, enable flagging and try to reproduce the error
within 20 minutes. Flagged events make diagnostics available and are raised to admin attention.

B 3.ISEN ARSZ BT ELEBSAMLERER, YMNBHREEFAZUeTT TR RS RRUEERF
ISEX#£SAMLIERAET , @XEEBE, MAzure ADMESSOBEFZFE/ER , ENISEFRXEHFHIE
HEF L RHWSAMLIER,



10.201.232.19:84

B

This page isn't working

10.201.232.19 is currently unable to handle this request

il Enterprise applicat E3.1 Adm Test single sign-on with ISE_3_1_Admin_S50
ISE_3_1_Admin_SSO | SAML-based Sign-on -

A& 4. ISEEZHBREERELHEHEIR. WRZAEAzuret I NAEFPOENENFERS
FAEISERTE |, & HILRIR,

ERIEEE ;. FRAzure MISEHR SAML & 1712 72 748 (SAML Identity Provider Groups)i£Ii+ T~
WAFHEMMERE. BXEMAEE , BSRARXEWNEAAzure ADBELESAML SSOFBH TH SR
2.7./14.,



||||||I||
CISCO

ldentity Services Engine

Intuitive network security

n Access Denied

Log In With SAML

‘ Log In With ISE ]

English | B35

Problems logging in?

BEBRISERFE
DMEISE LB HULA M AHH BERD . SRBRE-HEHBR>BILES> R BERE.

AHEn (BER3 |BEXHR

1/ @i guest.log

-



opensaml |ifi ise-psc.log
saml Wi ise-psc.log

BESAMLEFZEMTEERNAFAEHNBE

N B ERUEEEARE. NEREN  ARCAS.

1. AP MISEEE REEE[EIdP URL.

<ffroot>

2021-07-29 13:48:20,709 INFO
2021-07-29 13:48:20,712 INFO

forwardStr for: https://10.201.232.19/ admi n/Loagi nAction. do

2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG

[https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework
[https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework

IDP URL: https://login.mcrosoftonline.con 182900ec-e960-4340-bd20-e4522197ecf 8/ sanl 2

2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG

[https-jsse-nio-10.201.232.19-8443-exec-7][]
[https-jsse-nio-10.201.232.19-8443-exec-7][]
[https-jsse-nio-10.201.232.19-8443-exec-7][]
[https-jsse-nio-10.201.232.19-8443-exec-7][]

cpm.saml.framework
cpm.saml.framework
cpm.saml.framework
cpm.saml.framework

SAML. request - spUrl ToReturnTo: https://10.201. 232. 19: 8443/ port al / SSOLogi nResponse. acti on

2021-07-29 13:48:20,844 DEBUG
2021-07-29 13:48:20,851 DEBUG

2. M3 8 BRI SAMLIE K7

<tfroot>

2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG

[https-jsse-nio-10.201.232.19-8443-exec-10][]
[https-jsse-nio-10.201.232.19-8443-exec-10][]
[https-jsse-nio-10.201.232.19-8443-exec-10][]
[https-jsse-nio-10.201.232.19-8443-exec-10][]

[https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework
[https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework

[admin-http-poo146][] api.services.persistance.dao.DistributionDAO -::::
[admin-http-poo146][] cpm.admin.infra.spring.ISEAdminControllerUtils -::

.imp1.SAM
.imp1.SAM

.imp1.SAM
.imp1.SAM
.imp1.SAM
.imp1.SAM

.imp1.SAM
.imp1.SAM

cpm.saml.framework.imp1.SA
cpm.saml.framework.imp1.SA
cpm.saml.framework.imp1.SA
cpm.saml.framework.imp1.SA

-::::- Decoded SAML relay state of: _0049a2fd-7047-4d1d-8907-5a05a94ff5fd_DELIMITERportalId_EQUALS0049a

2021-07-29 13:48:27,177 DEBUG

[https-jsse-nio-10.201.232.19-8443-exec-10][] opensaml.ws.message.decode


https://10.201.232.19/admin/LoginAction.do
https://login.microsoftonline.com/182900ec-e960-4340-bd20-e4522197ecf8/saml2
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://10.201.232.19:8443/portal/SSOLoginResponse.action

-::::- Decoded SAML message

2021-07-29 13:48:27,182
2021-07-29 13:48:27,183
2021-07-29 13:48:27,183
2021-07-29 13:48:27,183

opensaml.common.binding.
2021-07-29 13:
13:
13:

2021-07-29
2021-07-29

2021-07-29

<tfroot>

2021-07-29
2021-07-29
2021-07-29
2021-07-29

2021-07-29

2021-07-29

2021-07-29

2021-07-29

2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29

[ parseAttri

2021-07-29

13:

13:
13:
13:
13:

13:

13:

13:

13:

13:
13:
13:
13:
13:
13:
13:
13:

but es] Set on | dpResponse object

48:
48:
48:

48:

) %

48:
48:
48:
48:

48:

48:

48:

48:

48:
48:
48:
48:
48:
48:
48:
48:

27,183
27,183
27,184

27,184

27,184
27,184
27,184
27,184

27,184

27,184

27,184

27,184

27,184
27,184
27,184
27,184
27,184
27,184
27,184
27,184

DEBUG
DEBUG
DEBUG
DEBUG

DEBUG
DEBUG
DEBUG

DEBUG

ez,

DEBUG
DEBUG
DEBUG
DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

13:48:27,184 DEBUG

[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
decoding.BaseSAMLMessageDecoder -:::
.232.
.232.
.232.

[https-jsse-nio-10
[https-jsse-nio-10
[https-jsse-nio-10

[ htt ps-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

[ https-jsse-nio-10.

[ https-jsse-nio-10.

[ https-jsse-nio-10.

[ https-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml

.201
.201
.201

201.

201.
201.
201.
201.

201.

201.

201.

201.

201.
201.
201.
201.
201.
201.
201.
201.

232.

232.

232.

232.

232.

232.
232.
232.
232.

232.
232.
232.
232.
232.
232.
232.
232.

19-8443-exec-10][]
19-8443-exec-10]1[]
19-8443-exec-10][]
19-8443-exec-10][]

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

19- 8443-exec-10][]

19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]

19- 8443-exec-10][]

19- 8443-exec-10][]

19- 8443-exec-10][]

19- 8443-exec-10][]

19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]

opensaml .

saml2.binding.dec

opensaml .ws.message.decode
opensaml .ws.message.decode
opensaml.common.binding.de

:- Intended message destination endpoint: h

opensaml.common.binding.de

cpm.saml. framework

.impT. SAl

opensaml.common.binding.de

cpm san . f ramewor k.

saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework

cpm.

cpm san . franewor k.

cpm san . franework. i

cpm san . franework. i

cpm san . franewor k.

saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework
cpm.saml. framework

cpm.

- attribute<http://schenns. xm soap. org/ ws/ 2005/ 05/

i mpl . SAl

.impT. SAl
.impT. SAl
.impT. SAl
.impT. SAl

i mpl . SAl

. SAl

3

. SAl

np

i mpl . SAl

.impT. SAl
.impT. SAl
.impT. SAl
.impT. SAl
.impT. SAl
.impT. SAl
.impT. SAl
.impT. SAl

dentity/

. framework

4. BT BN 576c60ec-cOb6-4044-a8ec-d395b1475d6eVAB 1 , EREZ B WIT,

2021-07-29 13:48:27,185 DEBUG
2021-07-29 13:48:27,185 DEBUG
2021-07-29 13:48:27,185 DEBUG
2021-07-29 13:48:27,185 DEBUG

[https-jsse-nio-10.201.232.19-8443-exec-10][]
[https-jsse-nio-10.201.232.19-8443-exec-10][]
[https-jsse-nio-10.201.232.19-8443-exec-10][]
[https-jsse-nio-10.201.232.19-8443-exec-10][]

. framework
. framework
. framework
. framework

cpm.saml
cpm.saml
cpm.saml
cpm.saml

.impT. SAl

.impT. SAl
.impT. SAl
.impT. SAl
.impT. SAl


https://10.201.232.19:8443/portal/SSOLoginResponse.action
https://10.201.232.19:8443/portal/SSOLoginResponse.action
http://schemas.microsoft.com/identity/claims/tenantid
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/identity/claims/identityprovider
http://schemas.microsoft.com/identity/claims/identityprovider
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://schemas.microsoft.com/identity/claims/identityprovider
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://schemas.microsoft.com/claims/authnmethodsreferences
http://schemas.microsoft.com/claims/authnmethodsreferences
http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password
http://schemas.microsoft.com/claims/authnmethodsreferences
http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
mailto:mck@gdplab2021.onmicrosoft.com
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

2021-07-29 13:48:27,185 DEBUG
2021-07-29 13:48:27,185 DEBUG
2021-07-29 13:48:27,186 DEBUG

Assertion Consumer URL:

2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:

27,186
27,186
27,186
27,186
27,186
27,186
27,186
27,186
27,186
27,186
27,186
27,188
27,188
27,188
27,188
27,188
27,188
27,188
27,188
27,188
27,188
27,189
27,189
27,358

5. RBACER KL,

<#froot>

10.24

null

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
INFO

[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.imp1.SA
[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.imp1.SA
[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework.imp1.SA
IdP URI: https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
SP URI: http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd

ortal/SSOLoginResponse.action
Request Id: _0049a2fd-7047-4d1d-8907-5a05a94ff5fd_DELIMITERportalId_EQUALS0049a2fd-7047-4d1d-89
Client Address:
Load Balancer:

https:

.226.171

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[admin-http-poo150][] ise.rbac.evaluator.impl.

201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.
201.

10.201.232.19:8443

232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.
232.

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

cpm.
cpm.
cpm.
cpm.
org.
org.
cpm.
org.
org.
org.
org.
org.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.

saml.framework.validat
saml.framework.validat
saml.framework.validat
saml.framework.validat
opensaml.security.SAML
opensaml.security.SAML
saml.framework.validat
opensaml.xml.signature
opensaml.xml.signature
opensaml.xml.signature
opensaml.xml.signature
opensaml.xml.signature

saml
saml
saml
saml
saml
saml
saml
saml
saml
saml
saml

.framework.
.framework.
.framework.
.framework.
.framework.
.framework.
.framework.
.framework.
.framework.
.framework.
.framework.

validat
validat
validat
validat
validat
validat
validat
imp1.SA
imp1.SA
imp1.SA
imp1.SA

MenuPermissionEvaluatorImp

'A:‘::'::'::':z'::‘:Rbac Log Summary for- user Sam"User:‘::’:?‘::‘:z‘::‘::‘::‘::':7':7':7':7‘::':7'::':7':7':7':7‘::':7'::':7':7':

2021-07-29 13:48:27,360

2021-07-29 13:48: 27, 368 ERROR

java. l ang. Nul | Poi nt er Excepti on

INFO

2021-07-29 13:48: 27,369 | NFO

2021-07-29 13:48: 27,369 | NFO

2021-07-29 13:48: 27, 369 ERROR

[admin-http-poo150][] com.cisco.ise.util.RBACUtil -:::

[ adnmi n-htt p- pool 50][]

[ admi n-htt p-pool 50][]

[ admi n-htt p- pool 50][]

[admi n-http-pool 50][] cpm adm n.

:- Populating cach

infra.utils.Perm ssionEvaluationUil -:::

cpm admi n.infra.action. Logi nAction -::::- In Login
cpm admi n.infra.action. Logi nAction -::::- In Login
cpm admi n.infra.action. Logi nAction -::::- Can't sa\


https://login.microsoftonline.com/182900ec-e960-4340-bd20-e4522197ecf8/saml2
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://10.201.232.19:8443/portal/SSOLoginResponse.action
https://www.w3.org/2001/04/xmldsig-more#rsa-sha256
mailto:mck@gdplab2021.onmicrosoft.com
mailto:name=mck@gdplab2021.onmicrosoft.com

2021-07-29 13:48:27,369 INFO [adnmin-http-pool50][] cpm admin.infra.action.Logi nActi onResul t Handl er -::

2021-07-29 13:48:27,369 INFO [adnin-http-pool50][] cpm admin.infra.spring.|SEAdm nControllerUtils -:::


https://10.201.232.19/admin/LoginAction.do

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
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