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Add RADIUS Server Group

MName

Dead Time Maximum Failed Attempts
10 minues 3

RADIUS Server

ﬂl The servers in the group should be backups of each other
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T Filier

HANCEL QK

Mathing found
Create new RADIUS Server CANCEL




Edit RADIUS Server

Capabilities of RADIUS Server

Althentication ALUthonzaton

MName

ISE

Server Name or [P Address Authentication Port

10.81.127.185 1812
Timeagout

10

Server Secret Key

Ll Ll S o Ll
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HTTPS Connection
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@ To use a RADIUS server successiully. you must configune the RADIUS user
accounts with the required authorization values, as described in the halp,

Radius-server-group L -

Authentication with LOCAL
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Authentication with LOCAL
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Server Group for Management/REST AP

ﬂ To use a RADIUS server successfully, you must configure the RADIUS user
accounts with the required authorization values, as described in the help.

radius-server-group

Authentication with LOCAL
Before External Server
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EMHERE, BRI ERE
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MName Description
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Identity Group
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v Advanced Attributes Settings

Radius:Service-Type " Administrative "

Cisco:cisco-av-pair v fdm.userrole.authority.admin|  ~

v Attributes Details

Access Type = ACCESS_ACCEPT
Service-Type = 6

cisco-av-pair = fdm.userrole.authority.admin

v Advanced Attributes Settings

Radius:Service-Type ~  NAS Prompt

Cisco:cisco-av-pair “r fdm.userrole.authority.ro "

v Attributes Details
Agccess Type = ACCESS_ACCEPT
ServiceType = 7

cisco-av-pair = fdm.userrole.authority.ro
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Click here to do visibility setup Do nol show this agair
Authorization Policy (3) o Vv Iy Seluj ]

Result
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radius-Sener

177,69, 245,220

#£=% : $hZTDevice > System Settings > Management Accessit M+ , ARG ERTESTRM
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CIsCO Monitoring

System Settings
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Logg

Traffic Settings
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Management Access
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Ann, Configuration Managemant Interface

Data Interfaces

Configure how to authenticate managemant connections to the device.

HTTES Connection

Serser Group for Management/REST AP
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Authentication with LOCAL
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Server Credentials

Plaase provide the credentials for testing.,
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http://https.//FDM_ip_Address

h

NIIr
CISCO.

Firepower Device Manager

© Successfully logged out

fdm_admin

EEEEREE I-||

LOG IN

AILATEISE RADIUSSERT B & ERIF B FEIRE R KN

= Cisco ISE

Live Logs Live Sessions
! Rab c
Tima
b

Jul 06, 2021 Da:54:12.41.

Status Details Repea Identity Authentication Policy
Evl Identity Agtheentication Policy
[~ a e _sdmin FTD_FOM_Radéus_Access »»> F

Operations - RADIUS

EERAF A LEFDMN A LBES

N » 20 Fds L J h '
Filt
Authorization Policy Authorization Profiles
Authorization Policy Authorization Prol Piles
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N1 [T . e i P o= = -+
J i l Firepower Device Manager Tt U = = @ @ '9 ﬁ_}‘\
cisco Monitoring Policies Objects Device: ftd-cda-hav e O\

~  Model Software VDB Rule Update High Availability
Cisco Firapower Threat Defense for VMWa... 6.5.0-115 309.0 2019-08-12-001-vrt Not Configured

T s Nowwork (&)
() () o] o) () (o) ) ()

Cisco Firepowerit % EE8CLI (EERAF )

ECANOGUT-M-D4N7:~ ecanogut$ ssh fdm_admin@l10.122.111.212

fdm_admin

Administrator

CONFIGURE

The authenticity of host '16.122.111.212 (16.122.111.212)' can't be established.
ECDSA key fingerprint is SHA256:sqpyFmCcGBs1EjjDMdHnrkqdw4@qvc7nelI+PjwéfIs.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '1€.122.111.212' (ECDSA) to the list of known hosts.

Password:

11l New external username identified. Please log in again to start a session.

Copyright 2004-2019, Cisco and/or its affiliates. All rights reserved.

Cisco is a registered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

Cisco Fire Linux 0S v6.5.0 (build 4)
Cisco Firepower Threat Defense for VMWare v6.5.8 (build 115)

Connection to 1@.122.111.212_clnsed.

'ECANOGUT-M-D4&N7:~ ecanogut$ ssh fdm_admin@l1€.122.111.212
Password:

Last login: Tue Jul 6 17:081:20 UTC 2021 from 16.24.242.133 on pts/@

1!

Copyright 2004-2019, Cisco and/or its affiliates. All rights reserved.

Cisco is a registered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

| Cisco Fire Linux 0S v6.5.0 (build 4)
Cisco Firepower Threat Defense for VMWare vé6.5.0 (build 115)
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®=% : 7EGeneral tools ( EM I E ) T , #%$#Fon TCP Dumps ( ETCP#fiE L ) , RIFEREF
Add+, EFENE, MEZOXHKE. FHEE , REERFLEFUMUKREFDM IPHHHBER. &

#¥Save and Run

= Cisco |ISE

Diagnostic Tools Download Logs Dabug Wizard

» Mew
General Tools w
RADIUS Authentication Troubl
e - Add TCP Dump
Execute Network Device Com... p——
Add TCP Dump packet for manitoring on a network interface and troubdeshoot problems on the network as they appear
Evalunte Configuration Valldat
Pasture Troublashooting Host Han
s03
Agentiess Postune Troubkeshs
EndPoint Debug
TCP Dump letwork Interface *
GigabitEthernet O [Up, Running)
Sossion Traco Tosls
TrustSec Tools > Filta
p host 10.122.111.212 )
4
E.q:ip host 10.77.122.123 and not

177.122.118
FOM_Tshoot

Lepasiory

W

B=F : EZXFDMUIHBAEE R ER,
ML : £ISEL | EFStopiRE H R ifpcapX R EBEE XK EBEN N EMEE,



= Cisco ISE QOperations - Troubleshoot & B v QO @ (@ &
»
Diagnostic Tools Download Logs Debug Wizard Click here to do visibility setup Do not show this again.
Genaral Toals w TCP Dum[}

RADIUS Authentication Troubl...

Exacute Network Davice Com..,

Tha TCP Dumg wtility page is to monitor the confents of packets on a netwark interface and troubleshoot problems on the nefwork as they appear

Evaluste Configurstion Validat... RowsPage 1 -« n SaL_lj) “AkTe hov
Posture Troubleshooting
7 Retresh - Add B Trash Y Filear &
Ageniless Posture Troublasho...
EndPoirt Debug [1 Host Name Network Interface Filter File Mama Repository  File 5.. Number o
TCP Dump
O ise31.ciscoisn.lab ‘GigabitEthernet 0 [Up, Run ip hast 10.VZZ111.212 FDM_Tshoet VM 10 1

Session Trace Tesis

TrustSec Tools

IWVUUJLJ] P Ay S0 | TWULL 15

(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM

TRATLY LIWVD L LA N0 LU YT 0L WD

-cisco (10.81.127.185)> STOR FDM_Tshoot .zip

- cisco (10.81.127.185)> 150 Opening data channel for file upload to server of "/FDM_Tshoot.zip"
-cisco (10.81.127.185)> 226 Successfully transfemred "/FDM_Tshoot zip"

-cisco (10.81.127.185)> QUIT

-cisco (10.81.127.185)> 221 Goodbye

- cisco (10.81.127.185)> disconnected.

- FDM_Tshoot.zip (evaluation copy)
File Favorites Options Help

EIEB'IMw \ @

Commands Tools

© 8 =

Add  Extract To View Delete Find Wizard Info VirusScan Comment  SFX
T ‘n FDM_Tshoot.zip - ZIP archive, unpacked size 545 bytes
Name Size Packed Type Modified CRC32

| | FOM_Tshoot.pcap

545

File folder

473 PCAP File

7/6/2021 5:21 ...  3A095B10

- =

Total 1 file, 545 bytes

$FEHL : FTFpcapXHEL

KUFFDMAMISE Z B 8 B ZhiEfE



M FOM_Tshoot.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am @ ' REB ResEF oS EaaQaqH
|I ]-‘x;?;'- y & display filter Ctrl-/>
Mo. Time Source Destination Protocol Length Info
r* 1 ©.0808608 19.122.111.212 10.81.127.185 RADIUS 115 Access-Request id=224
-J— 2 9.091018 10.81.127.185 19.122.111.212 RADIUS 374 Access-Accept id=224
i
i
i
i
|
i » AVP: t=Class(25) 1=77 val=434143533a3061353137666239334a305a746a7367524e766e61675159744374454
» AVP: t=Vendor-Specific(26) l=58 vnd=ciscoSystems(9)
» AVP: t=Vendor-Specific(26) l=68 vnd=ciscoSystems(9)
» AVP: t=Vendor-Specific(26) l=64 vnd=ciscoSystems(9)
¥ AVP: t=Vendor-Specific(26) l=36 vnd=ciscoSystems(9)
Type: 26
: Length: 36
‘ —Veader—IDi—ciscoSystems—(o)
| T
» VSA: t=Cisco-AVPair(l) 1=38 val=fdm.userrole.authority.admin
98 77 ee 2b @e bf 8@ 50 56 a4 dé fl 88 @8 45
@1 68 8@ 34 49 @0 48 11 b4 f8 @a 51 7f b9 @a
6f d4 87 14 d1 7e @1 54 @5 be 82 &0 81 4c B89
90 cc eb ae 36 16 dd 51 49 9c 15 @c ab cl1 @1
6d 51 64 6d 69 6e 06 2] a5
tEGtZULR
XPWHUPQS
41411859 2

MR pcap X LR EREMEKE , NIUELA T IEIR :

1. EEFDMEE 7N T IEFEISE Pttt
2. MNRBH KR T AR, MBIERE A FIHKE1812-1813,
3. REISERFDMZ B HYEE

& FAFDM4 R SUHF R TR L.

FEHEBRMFDMiR & TUE 4 BURY AR R |, EHRBEF

- FdmPasswordLoginHelper
- NGFWDefaultUserMgmt
- AAAldentitySourceStatusManager
- RadiusldentitySourceManager
B} I IhEERI P A H E BRI BLTE /var/log/cisco/ngfw-onbox.log # 3% 2

SEZ%7%:

https://www.cisco.com/c/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-quide-640/fptd-
fdm-mgmt.html#id 73793



/content/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-guide-640/fptd-fdm-mgmt.html#id_73793
/content/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-guide-640/fptd-fdm-mgmt.html#id_73793
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150 — B IRE B GERE : 2 = AnyConnect®E Fi%SSL VPN , 6 = AnyConnect® = iiIPsec
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