EWindowsHISE L i & £ SSIDFELBYOD
B =%

F TR UF

RERMWIRE(]

WHE (spwHE

&g

AR ST R a2 A B SSIDF I SSIDEE A T Windows I BRI & 3 BRS 5| E LR E A HIRE

TR
=R

Cisco BB THUTER :

- BREMRSSIZB(ISE)RAI.ONEE
« Cisco WLCHIEL &
- B#iR%(BYOD)IEEI{E

ERREHF

AXEPHEEETUT R FE SR

* Windows 10
« WLCHIAP

ANHEPHNEEHRETREXRERNEFHNRFEEN, AXEFEANARRZRAERAR



(RN BE. MREBWMELTFEHIRS , BEHAETHEMEGSHEER T,
B2

f£#SSIDBYODH , RE—/SSIDATHMEIZER , HEUGRFI EEMEZNTLIH RN
R, 5% , AFERARFBMNZB(MSCHAPV2)IE#EISSID, #EISELRWESHHRRILE , AF
FEE@MEBYODI T, BREEMERE , AWEBFFIRMISE FEHA#IEREBIF(NSA), NSAZE
EARBEFPBAMSETHEBESXHMNIER, NSAEBLLIERS , BEPBREITR, KiKER
EAP-TLSEA TEHMIEBIE —SSIDIITE —NF BRI, ISEREXRBEFIHENFBERARIE
EAPH EMZ R EM , HIEUNRZFNE LB RINER,

Windows BYOD#. SSID 5

« #1ZREAP-MSCHAPV2 & 311
. EEMEBYOD P

« BESEH

« NSATE

. REXHTR

C ERTH

- EAP-TLSE 331

(WS
ISE BLiE

HBR1.EISELFMMEZIRZ HEERADIUSHIHER4A,
S EISE > Administration > Network Devices > Add Network Device,

S P2, ABYODA F A BIE B4R, EiR4ME B Client Authentication Enhanced Key Usage, &
AT LAAE A BIARYEAP_Certificate_Template,



= (Cisco IS Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Edit Certificate Template

Certificate Management

term
Caertificate Authority
Ovarview
Issued Certificates Subjict
Cartificate Authority Cartifica.. Common Name (CN} SUsarMames
Intarnal CA Settings
k g Organizational Unit {OLU)
| Cartificate Templates
External CA Settings Organization {0)
City (L)
State (ST) Karnataka
Country (C)
1 MAC Address
o
w
v

Cllent Authentication || Server Authentication

HIR3. N T E B XA B A ERITE B XA

SMFISE >T 0> BYOD >EFin AR, £ HAdd , REM T HFIFRHEENative Supplicant
Profile(NSP).

L4l , SSIDE MMM EBIENITESSID BYODZ BIFMEEN B HMEE,. %FEProtocolfERTLS, &
ECertificate template ( ZEL—FHEIR ) , HELZ A LUEABRIAWEAP_Certificate_Template.

ffoptional settings T~ , RIFEE kR usermi User and Machine authentication, EARHIH | ©HE
ENAF SRR, REEMEENRINEE,



= Cisco ISl Waork Centers - BYQD

Overview dantities Identity Groups Metwork Devices Ext |d Sources Client Provisioning Porals & Components Paolicy Elements Policy Sets Repons More
o ’ D
Ros
ng S S0 N .
Piaxy Auti-Conl
Wirnless ProSin URL
Sacurit 2 Orplise
SSID Name Prox eate Templ...
Allawed Protocel * ns -
BYOD-Dotix . S Sortificate_temp!

« Optional Settings

Windows
Settings

| Authentication Mode User I w

B4 AWindows R Z B2 E F in A KB

SMEISE >T#H.0v> BYOD >E Fim AR >% F in B H K #& . 1%&#F“Operating System ( I#1ER S
) "#EAWindows ALL, %&#EWinSPWizard 3.0.0.2F1 £ — % HBIZ2AINSP,

= Cisco Waork Centers - BYOD

Client Provisioning

Cliont Provisioning Policy

Client Provisioning Policy

Rule Name Identity Groups Operating Systems Other Conditions Results
H 05 Any Apple 105 Al Cantice(s) Cisco-ISE-NSP
Andraid A A
f
C 0% Y C

LIRS N ARIFM NBYODIRF W IR % B2 RNEE X o
SHEIISE >R EE> SRS T3 >4 B> B> RANE B >R 10,

f£Common TaskF , £ Native Supplicant Provisioning. EXEWLC L 8I2HEEBACLEZFH
EEBYODITF, LAERABRIAIF . BUUAIZBEENBYODI TR, M EISE > Work Centers >
BYOD > Portals and components , 5% HAdd,



= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results
YOD Wireless Badirect
Authentication > BYOD_Wireless_Redirect I
Authorization e T )

| Authorization Profiles * Access Type
ACCESS_ACCEPT b

Downloadable ACGLs
Metwork Device Prafile & Cisco ~ @

Profiling b
Service Template

Posture 3 Track Mavement

Client Provisioning

m]
(m]
Agentless Posture ]
|

Pagsive ldentity Tracking

v Common Tasks

Mative Supplicant Provisioning ACL BYQD-Initial e Value BYOD Portal (default)

HIR6. QBRI FHEE XM

SMEBVISE >EE>AHH DR IEPEEN . A IEFNIEBREXH , SEARIANIESE
B X o

= Cisco ISE Administration - Identity Management

Identities Groups External |dentity Sources dentity Source Sequences Settings

> cen_profile
External ldentity Sources
Certificate Authentication Profile

£

! Certificate Authentication F

* Name
= cert_profile

“1 Preloaded_Certificate_Prof Description

1 Active Directory
“1 ADJoioint #
LDAP
oDpBC dentity Store [not applicable) ~
RADIUS Token

RSA SecurlD

Usa Identity From ) Certificate Attribute Subject - Commaon Mi ~
SAML Id Providers
Secial Lagin

Match Client Certificate Against @ Newer

Caertificate In Identity Stara O Oniy i

SERIVNEEMRFIHERBREL—SHOUBNIIPEEXHSREARINIPRESXH. YAFPE
BYOD M /EHMITEAP-TLSLAR B2 A RINRRT , X2 AEMW,



= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

or_Teap

Identity Source Sequence

~ Ildentity Source Sequence

BYOD_id_Store

4
~ Certificate Based Authentication
Select Certificate Authenticatien Profile cert_profile hd
~ Authentication Search List
A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selacted
Internal Endpoints nternal Users
Guest Users ADJoioint

S8, 812 Policy Set. authentication PolicyfAuthorization Policy.

SMEBISE > Policy > Policy Sets, BIERIEEHRTE,

PESMNRIERE K AREREL-FHEENSHRFS.

DIRBIER, BUFOIBTAN KK,

1. FARIMBYODHIRE , FRHEESRSFIENEE MELE X,

2. F 2XMBYODHMITEAP-TLSHIRE , R FNXLIRZMN T2 1A BENR,



= Cisco ISE

~ Authentication Policy (1)

(+) Status Rule Name Conditions

Q

a Default

2 Authorization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

I ~ Authorization Policy (3) ]

Folicy - Policy Sets

iy

Use

BYOD_i

_Stora

Results
(+) Status Rule Name Gonditions Profiles
Q
@ MNotwork Accoss-EapAuthentication EQUALS EAP-TLS
(-] Full_Accooss AND PermitAccess x
L EndPoints- BYDDRegistration EQUALS Yes
[ BYOD_Redirect E EndPoints BYODRegistration EQUALS Unkknowmn BYOD_Wireless_Redire.

WLC B&

FSIR1.EWLC LEERadiusfR 5528

SinZlL£> AAA > Radius >S5 RiE,

# Options

Security Groups

Select from list

Select from list




NIIE

Clisco

MONITOR WLANs CONTROLLER

WIRELESS SECURITY MANAGEMENT COMMANDS

HELP

FEEDBACK

Security

w AAA
General
w RADIUS
Authentication
Accounting
Auth Cached Users
Fallback
DNS
Downloaded AVP
P TACACSH+
LDAP
Local Net Users
MAC Filtering
w» Disabled Clients
User Login Policies
AP Policies
Password Policies

Local EAP

b

Advanced EAP
Priority Order
Certificate

v w

Access Control Lists

w

Wireless Protection
Policies

Web Auth

h

TrustSec

-

Local Policies

Umbrella

Advanced

b

-

SMEIR£> AAA > Radius > Accounting.

||'|o||l|
CISCO

RADIUS Authentication Servers > Edit

Server Index

Server Address(Ipv4/Ipvé)
Shared Secret Format
Shared Secret

Confirm Shared Secret

Key Wrap

7

10.106.32.119

(ASCII W

® ]

I..o.n.l.

® |

Iﬁpﬂpiy Cisco ISE Default settings

Apply Cisco ACA Default settings {]

IPort Number 1812 I
Server Status lm|

| support for Con | Enabled |]
Server Timeout E\ seconds
Network User Enable
Management Enable
Management Retransmit Timeout E‘ seconds
Tunnel Proxy [ Enable
Realm List
PAC Provisioning [T Enable
IPSec I:l Enabie
Cisco ACA [ enable

MONITOR ~ WLANs

CONTROLLER. ~ WIRELESS

SECURITY MANAGEMENT COMMANDS

HELP

O (Designed for FIPS customners and requires a key wrap compliant RADIUS server)

FEEDBACK

Security

v AAA
General
= RADIUS
Authentication
Accounting
Auth Cached Users
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
= Disabled Clients
User Login Policies
AP Policies
Password Policies

-

Local EAP
Advanced EAP
Priority Order
Certificate

v v W

Access Control Lists

Wireless Protection
Policies

w

v

Web Auth
TrustSec

h

RADIUS Accounting Servers > Edit

Server Index

I Server Address(Ipv4/Ipve)

Shared Secret Format
Shared Secret
Confirm Shared Secret

Apply Cisco ACA Default settings

IPort MNumber

7
10.106.32.119 |

lees ® |
rsaes ® |
0

1813 I

Server Status
Server Timeout
Network User
Management
Tunnel Proxy
Realm List

PAC Provisioning
IPSec

Cisco ACA

Enabled v
5 seconds

Enable
[} Enable
[C] Enable

O Enable
(]
) enable

Enable



HBR2.EEDot1x SSID,

alvaln
cIsco MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANS > Edit 'BYOD-Dot1x'
* WLANS ' —
| ;
A Genera Advance ]
e sinesd Profile Name [6v0D-Dotix ol
Type WLAN
SSID [BvOD-Dot1x |
Status Enabled
Security Policies [WPA2][Auth(802.1X]]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy | Al ~
Ilnte:face,-'lnterface Group(G) |management v | I

Multicast Vlan Feature | Enabled
Broadcast S5ID Enabled
NAS-ID |none

Lobby Admin Access [=]

SR MEEEMACLN AR R ZRRMEE R A ER,
- A EIDHCPFIDNSHUDPHE ( BRIAMER T A ¥EDHCP )
° 5'8EE1§0
- BBHMRE,

F# : BYOD-Initial ( i ERNEEXHFFhan BACLHETIRE )

MONITOR WLAMS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

Security Access Control Lists > Edit
b AAA
» Local EAP General
Advanced EAP Ia((ess Lisk Hame BYOD:Initial
¥ Priority Order Deny Counters a
A
CetHicats Seq Action  Source TP/ Mask Destination 17/ Mask Protocol Source Port Dest Port DSCR  Direction  Number of Hits

* Access Control Lists
Arcess Control Lists
CPU Access Control Lists

» FlexConnect ACLs
Layer? ACLs
URL ACLS

Permit 0.0.0.0 J 0.0.0.0 0.0.0.0 { 0.0.0.0 uor Any Any dny Any o
Permit 9.0.0.0 / 0.0.0.0 10.106.32.119 / 2§5.235.255.253 Ay Any Army Any Any o
Permit 10.106.32.11% / 255.255.255.255  0.0.0.0 {0000 Any Any Any Ay Any o
Dany 0.0.9.0 /0.0.00 0.0.0.0 / 0.0.0.9 Any Ay Any Any  Any ]

o b b pe
oooo

Wireless Protection
Policies

Web Auth
TrustSec

-

-

Local Policies
umbrelia
b Advanced

oAl

HHRIEREE



= Cisco ISt Operations - RADILS Fiy A aQ & B &
Live Logs @ an
Misconfigured Supplicants Misconfigured Network Devices RADIUS Draps Client Stopped Responding Repeat Counter
-
ever ~  Latest 20 recc ~  Last & minules
F ot Frop T

Tima Status Datails Ropas... |dentity Endpoint ID ldentity Group  Authenti..  Authorization Policy Authorization Profiles Ei
w® w Ideenity Endpain ID Identiny Group Authenticsr  Awthesization Pelicy Authorization Prafiles E

Now 20, 2020 11:13:47 4., [ & ] ot maser 50 IE-AAE4 B Wirgless =, Wiraloas »» Full_Acosens PermitAccoas
Now 29, 2020 11:13:47.2. & dotlnuses S0:3E-ANELE HoghteredDevices Wireless =..  Wirloss =» Full_Acceess Permithccass w
Now 29, 2020 11:10:57.9... ] & detinsaer 50:IE-AAELE Prafilad Wirsless = Wirsless »> BYOD_Redirect EVOD_Wireleas_Rediact T

1. ARERE , ARFERARAFENEBEBRITPEAPEHRIE, EISEL , AF /REEE@MNBYOD-

Redirect,

Cisco ISE

Overview

Event 5200 Authentication succeeded
Username dotTxuser

Endpoint Id 50:3E:AA:E4:81:B6 &

Endpoint Profile TP-LINK-Device

Authentication Policy Wireless >> Default
Authorization Policy Wireless >> BYOD_Redirect

Authorization Result BYOD_Wireless_Redirect



Cisco ISE

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Username

User Type

Endpoint Id

Calling Station Id
Endpoint Profile

Authentication |dentity
Store

Identity Group
Audit Session Id

Authentication Method

2020-11-29 11:10:57.955

2020-11-29 11:10:57.955

isee30-primary

5200 Authentication succeeded

dotl1xuser

User

50:3E:AAE4:81:B6

50-3e-aa-e4-81-bb

TP-LINK-Device

Internal Users

Profiled

0a6a21b20000009a5fc3d3ad

dot1x

Authentication Protocol

PEAP (EAP-MSCHAPv2)

Service Type

Network Device

Framed

WLC1

2. #EBYODEME , AF#ARMELEMIRE , BIERITEAP-TLSHRB T L L RINFR.



Cisco ISE

Overview

Event 5200 Authentication succeeded
Username dot1xuser

Endpoint Id 50:3E:AA:E4:81:B6 &

Endpoint Profile Windows10-Workstation
Authentication Policy Wireless >> Default
Authorization Policy Wireless >> Full_Acceess
Authorization Result PermitAccess

KERMNRRIF
S EMyDevices Portal #EAEZIEE R, ZAUFEIRZFBZBHAEMRES.
&\ LA MyDevicesi 1 812 URL,

S EIISE > T /Lv\(Work Centers)> BYOD >["]1 = f14H #(Portal and Components)>& & &1~
(My Devices Portal)>%& F1& & (Login Settings) , AEH AT EREURL,

dot1 M i
nllllllll —

ciIsco My Devices Portal

Manage Devices
MNeed to add a device? Select Add. Was your device lost or stolen? Select your device from the list to manage it.

Number of registered devices:2/5

MAC Address...

[J MAC Address Device Name Description Status

[0 50:3E:AAE4:81:B6 MyWindows Device Registered

HUEHEER



—RIER

Xt FBYODi AR , AMAEPSNT QMBI /5 AIXLISEA #.

scep - scep AEE R, BARBEXHguest.logHlise-psc.log.

client-webapp — A REM I HEHEWA M4, BHIRHEXH — ise-psc.log
portal-web-action — AR B Fim B E KL EWA Y. B BEXH — guest.log.
P — BN FHEXSES. BRBEXH — guest.log

portal-session-manager — B¥r A &EXH — TP 2iEMHXH AR E S — gues.log

ca-service- ca-service;H 2 — B 45 BEXH — caservice.logHfcaservice-misc.log

ca-service-cert - ca-servicelll 5388 — B #5 HEX# — caservice.logHlcaservice-misc.log

admin-ca- ca-service admin messages — B #x H & X #fise-psc.log. caservice.log#lcasrvice-
misc.log

certprovisioningportal — MR iAE 17 E S — B4R BE X fFise-psc.log

nsf — ENSF#<#E S — B 5 B &3 Fise-psc.log

nsf-session — RIFEEFHXHELE — B4R BEX fFise-psc.log
runtime-AAA — FREIE1TINEH4., B BEXH — prrt-server.logo
NFEFIHAE :

B, %temp%\spwProfileLog.txt(f1 40
: C:\Users\<username>\AppData\Local\Temp\spwProfileLog.txt)

TEBEDHT
ISER &

Initial Access-Accept with redirect ACLFIRedirect URL for BYOD Portal,

Prrt-server.log

Radius,2020-12-02 05:43:52,395,DEBUG,0x7f433e6b8700, cntx=0008590803, sesn=isee30-primary/392215758/699,C
[1] User-Name - value: [dotlxuser]
[25] Class - value: [#%%*%*]
[79] EAP-Message - value: [i

[80] Message-Authenticator - value: [.2{wébU Ap05<Z]



[26]
[26]
[26]

[26]

cisco-av-pair - value:

cisco-av-pair - value:

MS-MPPE-Send-Key - value: [¥*%%%*]

[url-redirect-acl=BYOD-Initial]

MS-MPPE-Recv-Key - value: [****] RADIUSHandler.cpp:2216

HBRLAAFZRSMEIMNE A EWLCEE @ F/ISEEE M URLAT,

Guest.log

2020-12-02 05:43:58,339 DEBUG

[urT-redirect=https://10.106.32.119:8443/portal/gateway?sessionId=0a6a

[https-jsse-nio-10.106.32.119-8443-exec-5][] com.cisco.ise.portal.Gatewa

redirect=www.msftconnecttest.com/redirect

client_mac=null

daysToExpiry=null

ap_mac=nul

1

switch_url=null

wlan=null

action=nsp

sessionId=0a6a21b20000009f5fc770c7

portal=7f8ac563-3304-4f25-845d-be9faac3c44f

isExpired=null

token=53a2119de6893df6c6fca25c8d6bd061

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

05:

05:

05:

05:

05:

05:

43;

43;

43;

43;

43;

43;

58,339

58,339

58,344

58,344

58,344

58,355

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

[https-jsse-nio-10.

[https-jsse-nio-10.

[https-jsse-nio-10.

[https-jsse-nio-10.

[https-jsse-nio-10.

[https-jsse-nio-10.

106.

106.

106.

106.

106.

106.

32.

32.

32.

32.

32.

32.

119-8443-exec-5][]

119-8443-exec-5][]

119-8443-exec-5][]

119-8443-exec-5][]

119-8443-exec-5][]

119-8443-exec-7][]

cisco.ise.portalwebaction.u

cisco.ise.portalwebaction.u

cisco.ise.portal.util.Porta

cisco.ise.portal.util.Porta

com.cisco.ise.portal.Gatewa

cisco.ise.portalwebaction.c



2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

40:

40:

58,356

58,356

58,360

58,360

58,360

58,361
58,361
58,361
58,361

58,361

58,362

58,365

58,366
35,611

35,611

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

[https-jsse-nio-10.

[https-jsse-nio-10.

[https-jsse-nio-10.

[https-jsse-nio-10.

[https-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

[https-jsse-nio-10.

[https-jsse-nio-10.

[https-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.

[https-jsse-nio-10.

106.

106.

106.

106.

106.

106.

106.

106.

106.

106.

106.

106.

106.

106.

106.

32.

32.

32.

32.

32.

32.

32.

32.

32.

32.

32.

32.

32.

32.

32.

119-8443-exec-7]1[]

119-8443-exec-7]1[]

119-8443-exec-7][]

119-8443-exec-7]1[]

119-8443-exec-7]1[]

119-8443-exec-7]1[]
119-8443-exec-7]1[]
119-8443-exec-7]1[]
119-8443-exec-7]1[]

119-8443-exec-7]1[]

119-8443-exec-7]1[]

119-8443-exec-7]1[]

119-8443-exec-7]1[]
119-8443-exec-6][]

119-8443-exec-6][]

cisco.

cisco.

cisco.

cisco.

cpm.

cpm.

cpm.

cpm.

cpm.

cpm.

cpm.

cpm.

guestaccess.

guestaccess.

guestaccess.

guestaccess.

guestaccess.

guestaccess

guestaccess.

guestaccess.

ise.portalwebaction.a

ise.portalwebaction.a

ise.portalwebaction.a

ise.portalwebaction.a

flowmanager

flowmanager
flowmanager
flowmanager

flowmanager

.flowmanager

flowmanager

flowmanager

cisco.ise.portalwebaction.c

com.cisco.ise.portalSessionl

cisco.ise.portalwebaction.c



@ BYOD Welcome Bl + ]

¢ @ D & 10.106.32.119:844 : alSetup.act tal=7t eOfaacicddfiise BN e o + MmO &® =
cI1SCO BYOD Portal
o -

BYOD Wekome

Vielcome 1o the BYSD perial

The following system was detected

Windows
Was your device detected incorrectiy?
Selet pour Device

Windaws

EBYOD M I H L 8 & Start,

020-12-02 05:44:01,926 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-3][] cisco.ise.portalwebaction.ac

2020-12-02 05:44:01,926 DEBUG [https-jsse-nio0-10.106.32.119-8443-exec-3][] cisco.ise.portalwebaction.c

Lt | ISEQ LR EFEBYODFIENMAEXH/ER , B BIRENBYOD INITIRA,

2020-12-02 05:44:01,936 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-3][] guestaccess.flowmanager.ste

2020-12-02 05:44:01,936 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-3][] guestaccess.flowmanager.ste

2020-12-02 05:44:01,936 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-3][] cpm.guestaccess.flowmanager

2020-12-02 05:44:01,936 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-3][] cpm.guestaccess.flowmanager

2020-12-02 05:44:01,950 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-3][] cisco.ise.portalwebaction.c

2020-12-02 05:44:01,950 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-3][] cisco.ise.portalwebaction.c



& c @ D & nipsy/10.106.32.119:844 tal/ByodStart.action? M T & I L MO ® =
i
]
cisco BYOD Portal
0 -
Device information

Erer e 0avioe Name 800 COUONEI RSTPIDUCA 107 This devion
»° yow Bnage it uling the My Devices Portal
Dwvice name. *
hby-Davice
Dwscripteon
Dwvice I S0 3EAAE4 31 B8

WMARRABN , AEEEregister,

2020-12-02 05:44:14,682 DEBUG [https-jsse-nio0-10.106.32.119-8443-exec-1][] cisco.ise.portalwebaction.a

Request Parameters:
from=BYOD_REGISTRATION
token=PZBMFBHX3FBPXT8QF98U717ILNOTD68D
device.name=My-Device

device.description=

2020-12-02 05:44:14,682 DEBUG [https-jsse-nio0-10.106.32.119-8443-exec-1][] cisco.ise.portal.actions.By

2020-12-02 05:44:14,682 DEBUG [https-jsse-nio0-10.106.32.119-8443-exec-1][] cisco.ise.portalwebaction.a

2020-12-02 05:44:14,682 DEBUG [https-jsse-nio0-10.106.32.119-8443-exec-1][] cisco.ise.portalwebaction.a

2020-12-02 05:44:14,683 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-1][] cpm.guestaccess.apiservices
username= dotlxuser

idGroupID= aal3bb40-8bff-11e6-996c-525400b48521

authStoreGUID= 9273fe30-8c01-11e6-996c-525400b48521

nadAddress= 10.106.33.178

isSameDeviceRegistered = false



2020-12-02 05:44:14,900 DEBUG

2020-12-02 05:44:14,902 DEBUG

2020-12-02 05:44:01,954 DEBUG

2020-12-02 05:44:14,969 DEBUG

[https-jsse-nio-10.106.32.119-8443-exec-1][] cpm.guestaccess.flowmanager

[https-jsse-nio-10.106.32.119-8443-exec-1][] cisco.ise.portalwebaction.c

[https-jsse-nio-10.106.32.119-8443-exec-3][] cisco.ise.portalwebaction.c

[https-jsse-nio-10.106.32.119-8443-exec-10][] cisco.cpm.client.provision

[ ¢ @ @ & hitps//10.106.32.119:8443 /porta Register.action™ BYOD_REGISTRATION 8% - @ %

wifran]n

Cisco

Install

BYCD Portal

| Cisco Network Setup Assistant

Network Setup Assistant

This application automatically configures
network settings.,

Stait Quat

§ 2018 Cisco Systems, Inc. Cinco, Cisco Systems and Cisco Systers ko are
pwrmasica of oo Systems, Ine pndior 83 000ates in the U S and
Cartam ofhee COURITES

WM , YAFENSALREStartst |, 2EFF s L INET 82 & RspwProfile xmlB X4 |, LLE HI7E
TCPi% 8905t T & A Cisco-ISE-NSP.xmIF I A&

Guest.log

2020-12-02 05:45:03,275 DEBUG [portal-http-servicel5][] cisco.cpm.client.provisioning.StreamingServiet
2020-12-02 05:45:03,275 DEBUG [portal-http-servicel5][] cisco.cpm.client.provisioning.StreamingServiet

2020-12-02 05:45:03,308 DEBUG [portal-http-servicel5][] cisco.cpm.client.provisioning.StreamingServiet
2020-12-02 05:45:03,308 DEBUG [portal-http-servicel5][] cisco.cpm.client.provisioning.StreamingServiet



WirelessNSP

2.0

ALL

wireless

BYOD-Dotlx



WPA2

TLS

false

e2c32ce0-313d-11eb-b19e-e60300a810d5

---output omitted---

2020-12-02 05:45:03,310 DEBUG [portal-http-servicel5][] cisco.cpm.client.provisioning.StreamingServiet

MspwProfile xmliEENA RS , NSAEREREEE X4 HERCSR , REFHEEZISELFEHAURL
PKIZ P im 3R BUE B


https://10.106.32.119:8443/auth/pkiclient.exe

ise-psc.log

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

2020-12-02

ca-service.log

2020-12-02

version

05:

05:

05:

05:

05:

05:

05:

05:

05:

05:

45:

45:

45:

45:

45:

45:

45:

45:

45:

45:

- B S R L

10.106.32.119:844

v &

11,298

11,331

11,331

11,331
11,331
11,332
11,332
11,333
11,333

11,334

05:45:11,379

(o]

cisco

Install

DEBUG

DEBUG

DEBUG

DEBUG

INFO

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

BYOD Portal

{ Cisco Network Setup Assistant

B0%

Network Setup Assistant

Applying configuration... Specify additional

information if prompted.

T —
=

£ 2018 Cisco Systems, Inc
dem

or its affikates

Cinss, Cincs Systems and Ciaco Systems kg vw

arks of Ciso Systems, In o the LS. and

[https-jsse-nio-10.

[https-jsse-nio-10.

[https-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

[https-jsse-nio-10.

[CAService-Scep][scep job

106.

106.

106.

106.

106.

106.

106.

106.

106.

106.

32.

32.

32

32.

32.

32.

32.

32.

32.

32.

119-8443-exec-1][]

119-8443-exec-1]1[]

.119-8443-exec-1][]

119-8443-exec-1][]
119-8443-exec-1]1[]
119-8443-exec-1]1[]
119-8443-exec-1][]
119-8443-exec-1][]
119-8443-exec-1][]

119-8443-exec-1][]

cisco.cpm

cisco.cpm.

cisco.cpm

cisco.cpm.
com.cisco.
org.jscep.
org.jscep.
org.jscep.
org.jscep.

org.jscep.

- %

.provisioning.cert

provisioning.cert

.provisioning.cert

scep.util.ScepUti
cpm.scep.ScepCert
message.PkiMessag
message.PkcsPkiEn
message.PkiMessag
message.PkiMessag

message.PkiMessag

4d22d2e256a247a302e900ffa71c35d75610de67 Ox67e



subject [C=IN,ST=Karnataka,L=bangalore,0=cisco,0U=tac,CN=dotlxuser]

---output omitted---
2020-12-02 05:45:11,379 DEBUG

2020-12-02 05:45:11,379 DEBUG

caservice-misc.log

2020-12-02 05:45:11,380 DEBUG

2020-12-02 05:45:11,380 DEBUG

caservice.log

2020-12-02 05:45:11,380 DEBUG

2020-12-02 05:45:11,380 DEBUG

1: 50-3E-AA-E4-81-B6

2020-12-02 05:45:11,380 DEBUG

2020-12-02 05:45:11,380 DEBUG

2020-12-02 05:45:11,395 DEBUG
2020-12-02 05:45:11,395 INFO

class [com.cisco.cpm.caservice.

[CAService-Scep][scep

[CAService-Scep][scep

[CAService-Scep][scep

[CAService-Scep][scep

[CAService-Scep][scep

[CAService-Scep][scep

[CAService-Scep][scep

[CAService-Scep][scep

[CAService-Scep][scep

[CAService-Scep][scep

job

job

job

job

job

job

job

job

job

job

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

4d22d2e256a247a302e900ffa71c35d75610de67

CaResultHolder] [1472377777]: result: [CA_OK]

subject [CN=dotlxuser, OU=tac, O=cisco, L=bangalore, ST=Karnataka, C=IN]
version [3]

serial [0x518fa73a-4c654df2-82ffdb02-6080de8d]

validity [after [2020-12-01T05:45:11+0000] before [2030-11-27T07:35:10+0000]1]
keyUsages [ digitalSignature nonRepudiation keyEncipherment ]

ise-psc.log

0x67e

0x67e

0x67e

0x67e

0x67e

0x67e

0x67e

0x67e

0x67e

0x67e



2020-12-02 05:45:11,407 DEBUG [AsyncHttpClient-15-9][] org.jscep.message.PkiMessageDecoder -::::- Veri

caservice.log

2020-12-02 05:45:11,570 DEBUG [Infra-CAServiceUtil-Thread][] cisco.cpm.caservice.util.CaServiceUtil -:

ise-psc.log
@ in:
« [0 @ & https//10.106.32.119:8443/portal/By ter.action?from=E E ATION 8% o + @D ® =

NImnim

cisco BYOD Portal

Cisco Network Setup Assistant

Install

Network Setup Assistant

“our device is now configured for secure
&"f access to the 'BYOD-Dotlx' network.

2020-12-02 05:45:13,381 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-10][] cisco.cpm.provisioning.cer
2020-12-02 05:45:13,381 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-10][] com.cisco.cpm.scep.ScepCer
2020-12-02 05:45:13,385 INFO [https-jsse-nio-10.106.32.119-8443-exec-10][] com.cisco.cpm.scep.ScepCer

2020-12-02 05:45:13,596 DEBUG [https-jsse-nio-10.106.32.119-8443-exec-10][] cisco.cpm.provisioning.cer

ZEIEPRE , BEFWREAEAP-TLSE E — NS OB RIEA KRBT IHRENR,

prrt-server.log

Eap,2020-12-02 05:46:57,175,INFO ,0x7f433e6b8700,cntx=0008591342,sesn=isee30-primary/392215758/701,CPMS

,EapParser.cpp:150

Radius,2020-12-02 05:46:57,435,DEBUG,0x7f433e3b5700,cntx=0008591362,sesn=isee30-primary/392215758/701,C



[1] User-Name - value: [dotlxuser]

[25] Class - value: [#*#***]

[79] EAP-Message - value: [E

[80] Message-Authenticator - value: [U(@yE626|k0, . }]
[26] MS-MPPE-Send-Key - value: [****]

[26] MS-MPPE-Recv-Key - value: [****] /RADIUSHandler.cpp:2216

EFwAE (spwHE)

B o T BB XA

[Mon Nov 30 03:34:27 2020] Downloading profile configuration...

[Mon Nov 30 03:34:27 2020] Discovering ISE using default gateway

[Mon Nov 30 03:34:27 2020] Identifying wired and wireless network interfaces, total active interfaces:
[Mon Nov 30 03:34:27 2020] Network interface - mac:50-3E-AA-E4-81-B6, name: Wi-Fi 2, type: unknown
[Mon Nov 30 03:34:27 2020] Identified default gateway: 10.106.33.1

[Mon Nov 30 03:34:27 2020] Identified default gateway: 10.106.33.1, mac address: 50-3E-AA-E4-81-B6
[Mon Nov 30 03:34:27 2020] DiscoverISE - start

[Mon Nov 30 03:34:27 2020] DiscoverISE 1input parameter : strUrl [http://10.106.33.1/auth/discovery]
[Mon Nov 30 03:34:27 2020] [HTTPConnection] CrackUrl: host = 10.106.33.1, path = /auth/discovery, user :
[Mon Nov 30 03:34:27 2020] [HTTPConnection] HttpSendRequest: header = Accept: */*

headerLength = 12 data = datalLength = 0

[Mon Nov 30 03:34:27 2020] HTTP Response header: [HTTP/1.1 200 OK

Location: https://10.106.32.119:8443/portal/gateway?sessionId=0a6a21b20000009c5fc4fb5e&portal=7f8ac563-

[Mon Nov 30 03:34:36 2020] [HTTPConnection] CrackUr1: host = 10.106.32.119, path = /auth/provisioning/d

Mon Nov 30 03:34:36 2020] parsing wireless connection setting

[Mon Nov 30 03:34:36 2020] Certificate template: [keytype:RSA, keysize:2048, subject:0U=tac;0=cisco;L=b

[Mon Nov 30 03:34:36 2020] set ChallengePwd
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Nov

Nov

Nov

Nov

Nov

Nov

Nov

Nov

Nov
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30

30

30

30

30

30

30

30

30

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

34:

34:

34:

34:

34:

34:

34:

34:

34:

34:

36

36

36

36

36

36

36

36

36

37

2020]
2020]
2020]

2020]

2020]
2020]
2020]
2020]
2020]

2020]
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[Mon
[Mon
[Mon
[Mon

[Mon

Nov

Nov

Nov

Nov

Nov

30

30

30

30

30

03:

03:

03:

03:

03:

34:

34:

34:

34:

34:

ERImEZRIES.

[Mon
[Mon
[Mon
[Mon

[Mon

Nov

Nov

Nov

Nov

Nov

30 03:34:

30 03:34:

30 03:34:

30 03:34:

30 03:34:

37

37

37

37

37

37

37

37

38

44

2020]
2020]
2020]
2020]

2020]

2020]
2020]
2020]
2020]

2020]

WirelessProfile::StartWLanSvc - Start
Wlansvc service is in Auto mode ...
Wlansvc is running in auto mode...

WirelessProfile::StartWLanSvc - End

Wireless interface 1 - Desc: [TP-Link Wireless USB Adapter], Guid: [{65E78DD
Wireless interface - Mac address: 50-3E-AA-E4-81-B6

Identifying wired and wireless interfaces...

Found wireless interface - [ name:Wi-Fi 2, mac address:50-3E-AA-E4-81-B6]
Wireless interface [Wi-Fi 2] will be configured...

Host - [ name:DESKTOP-965F94U, mac addresses:50-3E-AA-E4-81-B6]

ApplyProfile - Start...

User Id: dotlxuser, sessionid: 0a6a21b20000009c5fc4fb5e, Mac: 50-3E-AA-E4-81
number of wireless connections to configure: 1

starting configuration for SSID : [BYOD-Dotlx]

applying certificate for ssid [BYOD-Dotlx]

ApplyCert - Start...

using ChallengePwd

creating certificate with subject = dotlxuser and subjectSuffix = OU=tac;0=c
Self signed certificate

Installed [isee30-primary.anshsinh.local, hash: 5b a2 08 le 17 cb 73 5f ba



] as rootCA

[Mon Nov 30

Certificate

[Mon
[Mon
[Mon
[Mon
[Mon
[Mon
[Mon

[Mon

Nov

Nov

Nov

Nov

Nov

Nov

Nov

Nov

30

30

30

30

30

30

30

30

03:

is

03:

03:

03:

03:

03:

03:

03:

03:

34:44 2020]

downloaded .

34:

34:

34:

34:

34:

34:

34:

34:

50

50

50

50

51

51

51

51

2020]
2020]
2020]
2020]
2020]
2020]
2020]

2020]

ISEFBL B T4k Bl B X

[Mon
[Mon
[Mon

[Mon

Nov

Nov

Nov

Nov

30 03:34:51 2020]

30 03:34:51 2020]

30 03:34:51 2020]

30 03:34:51 2020]

B XA

BYOD-Dot1x

Installed CA cert for authMode machineOrUser - Success

Omitted for brevity -

creating response file name C:\Users\admin\AppData\Local\Temp\response.cer
Certificate issued - successfully

ScepWrapper::InstallCert start

ScepWrapper::InstallCert: Reading scep response file [C:\Users\admin\AppDat
ScepWrapper: :InstallCert GetCertHash -- return val 1

ScepWrapper: :InstallCert end

ApplyCert - End...

applied user certificate using template id e2c32ce0-313d-11eb-b19e-e60300a81

Configuring wireless profiles...
Configuring ssid [BYOD-Dotlx]
WirelessProfile::SetWirelessProfile - Start

TLS - TrustedRootCA Hash: [ 5b a2 08 le 17 cb 73 5f ba 5b 9f a2 2d 3b fc d2



BYOD-Dotlx

true

ESS

auto

false



WPA2

AES

true

true

user



13

13

true



false

5b a2 08 1le 17 cb 73 5f ba 5b 9f a2 2d 3b fc d2 86 0d a5 9b

false



Wireless

[Mon

[Mon
[Mon
[Mon

[Mon

[Mon

[Mon

[Mon

[Mon

Nov

Nov

Nov

Nov

Nov

Nov

Nov

Nov

Nov

interface succesfully initiated, continuing to configure SSID

30 03:34:51 2020] Currently connected to SSID: [BYOD-Dotlx]

30

30

30

30

30

30

30

30

03:

03:

03:

03:

03:

03:

03:

03:

34:

34:

34:

34:

35:

35:

35:

36:

51

51

51

51

21

21

21

07

2020]
2020]
2020]

2020]

2020]

2020]

2020]

2020]

Wireless profile: [BYOD-Dotlx] configured successfully
Connect to SSID
Successfully connected profile: [BYOD-Dotlx]

WirelessProfile::SetWirelessProfile. - End

WirelessProfile::IsSing1eSSID - Start

Currently connected to SSID: [BYOD-Dotlx], profile ssid:

WirelessProfile::IsSing1eSSID - End

Device configured successfully.

[BYOD-Dotlx], Singl
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