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* Microsoft Windows 10 Pro
+ Cisco WLC 5508 , ix4<8.5.135.0
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WIRELESS PC

7N
~

‘

SSID: GUEST-WiFi

@

INTERNET

= A BERAFRIT MR RA T SRR,
U B —ORAE -

FSE1FE AP RREIRSEFRIRAF(SSID) | HEWIFi. X2 —MNFRAME , £HISERHTT
MACIH BB 1T B BRI, tEHRIESISELNE MR TE  HERNEEXHEEM
BiFEEBEMIIF. ISEREEEFMNcisco-av-pairsfIRADIUS Access-Accept:

« url-redirect-acl(£ 7 & 1€ [6) BRLE TR 8 LA R WLC L 28 3 T8 X B9 i 131 #2241 51 3R (ACL) B9 & #5)
« url-redirect ( NI EE@ZRE — FIISE )



F=% WEAFBEERBERISE, AF ffRegister for Guest Access , MARIRMEITUAEEF
o AFHEEMETOEZIKFNWRE, AJEATENMNETME , OB TEMRBRER SN
BEZNMBRENAR. QIBKFE , REFNAFRHELE (AFPENEE )  HEAXEEIEER

o

F=% : ISEEWLCEIERADIUSENER(CoA)EF F MR, HWLCKEEFAuthorize-Only/&
MBI RADIUS Access-Requestit , @EFHRIEA . ISEEAEWLC LA E Y Y Access-
AcceptflAirespace ACLI# TR , NIBHEBRMIGR (HEAFWRAHEEBURTRNKERE ) .

N B T RS ARITHNEAP)AE | ISEAFEECOA Terminate Sl it % B3 5 HIIT |
REAPREMTFIERAFMISEZE, EEXNTFMAB ( MACHIE ) , COAEFBRRIEFMEB T
T EEGH B AR AR i,
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1. A EMRRIEMIEHK R MITARADIUSIRS 85, SMElZ£> AAA > Radius >S A RIELAE A
RADIUS CoA(RFC 3576),

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers > Edit
¥ AAA Server Index 2
General
» RADIUS Server Address(Ipv4/1pve) 10.106.32.25
Authenticati
uehen LA dan Shared Secret Farmat ASCII
Accounting
Fallback Shared Secret e
i Confirm Shared Se
Downloaded AVP T Sho cree
» TACACS+ %
LDAP Key Wrap {Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Local Net Users
Port Numbe: 1812
MAC Filtering s
= Disabled Clients Server Status Enabled
User Login Policies
Py Suppart for CoA Enabled [
Password Policies Server Timeout 2 seconds
b Local EAP Network User Enable
Advanced EAP Managament Enable
¥ Priority Order Management Retransmit Timeout 2 seconds
b Certificate Tunnel Proxy Enable
= Access Control Lists Realm List
Access Control Lists 1PSac Enable

CPU Access Control Lists
FlexConnect ACLS
Layer2 ACLS

URL ACLS

AccountingB X UM B E. BUIFWLCEE RN KA “WIIEID"EERIISSID , MM AFISER
FESSIDELE RERHAM



CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Security RADIUS Authentication Servers
v AAA Auth Called Station ID Type AP MAC Address:SSID B
General
« RADIUS

Use AES Key Wrap

Authentication {Designed for FIPS customers and requires a key wrap compliant RADIUS server)

Security RADIUS Accounting Servers
= Acct Called Station ID Type IP Address
General
» RADIUS MAC Delimiter Hyphen

Authentication
L Network Tunnel Server
;ar::gack User Proxy Index Server Address(Ipv4/Ipvé)
Downloaded AVP 1 *  10.106.32.25

2. EWLANSIETI~ T , BIZZTTLLANWLAN)FEWIFIHEE ERNED ., £AMACTIENSE
2RZEIRENNone, ERE/HFMRIE, BXMICHKAAA)RSEEF |, EFEFHRIUEMIZKE
ISE IP#siit, fEAdvanceditBF £ , /5 FHAAA Override , F M & AR HI(NAC)RSIRE
HISE NAC ( CoAX )

3. SMEIZE>HREFEIFIR> T REH SR |, HEIBFEMERFIEK
« GuestRedirect, A F T BEEONREHEEQFEHMRE
* Internet , N AIMFZIEL ZIHINL , MATE B ALK LIFZ Y

LU 2GuestRedirect ACLH R ( EENEEMBERRISERES K BHISENRE )

Security Access Control Lists > Edit
~ AAA
General General
= RADIUS
Authentication Access List Name GuestRedirect
Accounting
Fallback Deny Counters 1}
DNS
Downloaded AVP Destination
» TACACS+ Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits
LDAP 0.0.0.0 /  10.106.32.25 /
1 Permit An An An A An o
Local Net Users 0.0.0.0 255.255.255.255 i : Y v i
MAC Filtering
= - 10.106.32.25 0.0.0.0
= Disabled Clients 2 Permit d / Any Any Any Any  Any 0

N e ralie 255.255.255.255  0.0.0.0

AP Policies
Password Palicies

b Local EAP

Advanced EAP
» Priority Order
b Certificate

v Access Control Lists
Access Control Lists
CPU Access Control Lists



ISE

1. MWork Centers > Guest Access > Network DevicesfFWLCH IR M &L AR E
2. BIBRIREMAE, ST ITEF O (Work Centers)>1h &2 A (Guest Access)> & 1948 (Identity
Groups)>£ 1% & 1448 (Endpoint Identity Groups)o

= Cisco I5I

Overview Identity Groups Ext Id Sources Administratior Metwork Devices

Identity Groups
Endpoint Identity Group

Endpoint Identity Groups
i% Profiled
su Blacklist p— - -
, GuesiEndpolnis
, Clsco_GuestEndpoints
=, RegisteredDeviees m CGancal
sy Unknown

User identity Groups

SETSMETHERC>HEFEASINIFMAA>TERE , QIBGTERE, BSHAMELTHER
BT aIRNR RS DEAFRE.



Overview Identities Identity Groups Ext Id Sources Administration Metwork Devices

Guest type name:; *
Guest Portals

Guest Types Guest-Daily

Sponsor Groups

Sponsor Portals Description:

Guest account acoess for 30 days

-
Lamguage File
Collect Additional Data
Custom Fields...
Maximum Access Time
Account duration stans
From first login
© From spensor-specified date (or date of self-registration, if applicable)
Maximum account duration
5 days - Default 1 (1-998)
Allow accoss only an those days and times:
From  9:00 AM To  5:00 PM Sun ¥ Mon 7 Tue  Wed ¥ Thu
Configure guest Account Purge Policy at:
Work Centers » Guest Access > Settings > Guest Account Purge Policy
Login Options
MU simultanous loging 3 (1-999)
WWhen guest exceeds limit:
0 Disconnect the aldest connection
Disconnect the newest connection
Redirgct user 10 2 portal page showing an error message C‘l
This requires the creation of an authorization policy rule
Maximum devices guests can registar: § (1-948)
( Endgoint identity group for guest device registratien:  Cisco_GuestEndpoints o .:D

Portals & Components

+ Fri Sat

AREBHFNFRINFEE . BRI, . $MZEIEH O (Work Centers)>Th %1 A (Guest

Access)>1H &[]/ (Guest Portals),



Create Guest Portal - Choose Portal Type

Choosa tho Cypss of POrtal Yo Want 1o CIsane

Sporscned-Guest Ponal
Sponsars creaty guosts’ sccounts. Guesis Catmal eroall thair owe sstauns,
O Self-Registered Goert Portal
Guosts provice information to sutomatcally Croats sn SCCOUNL, With SHONSOr 3pProval &% &n optonal roquinement
Hotspos Guest Panal
Guosls can ACCosE thi ribwiik withoul cracenlishs, Bl you can a0d & weltome masEge and AR,

GB‘MQI m

SRS EN , SHZHENTERE , ARE EMRRETRAFTIEBARE , LEDHBH
RIEFIE,

BRUMAEISELEESMTPIRS #F , BSFIAH

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216187-configure-
secure-smtp-server-on-ise.html

A EMmRERE NEIAE. EPortal Page Customization ™ , AILLBEXN ERNAMETE. 2R
INBRT , BEKFHERERNIX , IUEREBEHERETHREN K.

= Cisco|SE

Werk Centers - Guest Access a @ 53 @
Chviividw Mherlities Idetity Groups Ext I Sources Adrinistration Metwork Davices Partals & Componenls Manage AcCownls Policy Ebants Policy Sets Mong
—

Pl Nama: * Diederigitan

Buant

ik Clsco_Guest Seil-reglstered Guest portal

Grist Tids

Bposses Qeoups
Language File B

Spirded Porlaiy

Ponal tast URL

Portal Behavior and Flow Setlings Pomal Page Customizalion

Portal & Page Settings Guest Flow (Based on settings)

¥ Portal Settings

Lo
¥ Login Page Settings l
Sl Ragiration e Bt P
~ Registration Form Senings
(_.-us.nn o0 uest D Gust- Dadly ~ ) l I l
S Aagration, Chacgs Fussecnd Pamoword feccma.
Configure guest typas at:
Work Genters » Guest Avcess » Configure > Guest Types l

b Dtk et
(mum valid for: 1 Dy w Maximum: 5 WS)
I



https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/216187-configure-secure-smtp-server-on-ise.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/216187-configure-secure-smtp-server-on-ise.html

6.1813 S M B TE 0> Guest Access > Policy Elements > Results > Authorization Profiles & iX
AN RNE & X

- BEIF(EEREHEITF Cisco_GuestHl & I GuestRedirectty EE[EACL), Ut
GuestRedirect ACL2 Z BiFEWLC L &I E#Y,

= Cisco ISE Work Centers - Guest Access

Owverview dentities Identity Groups Ext ld Sources Administration Metwork Devices Portals & Components Manage Accounts Policy Elements

Authorization Profile

Conditions >

Results w

Allowed Protocols Reddirect to Self-registered guest portal

Authorization Profiles

ACCESS_ACCEPT A
Dawnloadable ACLE

v Common Tasks

« Permit_Internet ( Airespace ACLEInternet#i[a )



= C(Cisco ISE Work Centers - Guest Access
Overview |dentities Identity Groups Ext Id Sources Administration Network Devices Partals & Components

Authaorization Profilas > Parmit_internet

Conditions >
Authorization Profile
Results ~
* Mame o
Allowed Protocols Permit_internet

Authorization Profiles
Description

Downloadable ACLs -

i

* Access Type
ACCESS_ACCEPT ~

MNetwork Device Profile 2% Cisco  ~ (8

Sarvice Template

Track Movement -:EJ-
Agentless Posture L;:
Passive Identity Tracking 0]

~ Common Tasks

Airespace ACL Name

Airespace [Pvé ACL Name

ASA VPN

7 A8 A& N DefaulttyKIEEE, ERNHFITLBRTMEERINKKEE. FEBAMABHN F 4K
UESRME | ZERBE R FMACH R IESE1T(MAB) & 1 UE £ X R AIMacitb 1t 44 ( TR RIE4LE
) o

= Cisco I5E ‘Work Centers - Guest Access

Overview Identities dentity

Ext Id Sources Administration MNetwork Devices Portals & Components Manage Accounts Policy Elements Palicy Sets More

Policy Sets— Default Reset Policyset Hitcounts

Status  Policy Set Name Description Conditions Aliowed Protocols | Server Sequence  Hits
4
-] Defauit Defauit policy set Default MNetwork Access <X o
Authentication Policy (3)
(¥) Status  Rule Name Conditions Use Hits  Actions
Internal Endpoints

Optiong

Wired_MAB REJECT

] MAR oR i {g}

DROP



8.5 B [E — ;W LA Authorization policy. SI1ZZNAN |, 0 TFEFFRo

Authorization Policy (15)

(¥) Status Rule Name Conditlons Profiles Security Groups Hits  Actions

B &ESSIDXENF AL HRE TEANSHNE  AEESEE-FANCEAZEEQRHEIT .

APRIIERG , ISEAKXIERADIUS CoOAFHWLCARITEH FHRKIE, At , CHE—PEN
N (( HARIFERANEELN L IREHEAN—Zo8t ) |, FHEBFIREBPermit_internetiZ X EL & X #

o

Q.EMETLAEAZKG BE REAN N FREAMSHRINE, ZEREEREISELHESRIE , H
BEETHEBR. MR ZAFEGERLHNTERAFELKIBEST FHRIENEM , M TR &M
o TEISEWZEIR B MEEANIZR(NAD)FRadiusictkFILERE G , 2FERA L HBEEHEMBR. EILk
B, 7B % ENetwork Access:UseCase = Guest Flowf %4, At , ZXRiENFAIEEESHRIE
MomPBEBAANEEQAHTHEZ BRI,
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N AR TUERAGNFEEARNKAGEEA  BRERREAREE.

BSREARNEFA T FRISEFF IR RKAHRIEE

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/20027 3-Configure-
ISE-Guest-Temporary-and-Perman.html
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1. EXEKESSIDARAURLEE , REFEEMRHEFIFRE , MBEMR.


https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/200273-Configure-ISE-Guest-Temporary-and-Perman.html
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<« c 'Q @ & https:/fise3- 1.testlab.com:8443/portal/PortalSetup.action?portal=ee61094a- 60d5-4349-889b-3213b1e8cb w 1}

cisco Guest Portal

aliafn ’

Welcome
Sign on for guest access.
Username:

|

Password: Reset Password

Passcode: *

Or register for guest access

2. AT &SRB EEIE |, B9k B Register for Guest accessitll, R4 I RA T 8IE MK
BSEM K. R 1EGuest Portalfit & T /5 A 7 Registration Codei: Il , MFEBZFAME (X T
DR ATERFEBENRNAZBITEM) .

© & httpsy//ise3-1.testlab.com:8443/portal/SelfRegistration.action?from=LOGIN 80% - O o

ciISco Guest Portal

Registration
Fiease complete this registration form
Registration Code*

8018

Username
guestl
First name
Foonam
Last name b
Garg
Email address”
poengang@cisco.com
Mobile number
- 91 = 0000000000
Companry
Cisco
Person being visited{email)
abo@cisco. com
Reason for visit

Personal



SUREBRAFPRKBEETMEE , ESMEIEPL> BEEACRE>TEAFBRBUER
iﬁlﬁo ﬁ“ﬂﬂ .

Ovarview |dentities Identity Groups Ext |d Sources Administration Metwork Devices Portals & Components Manage Accounts Palicy Elemeants More -~
—
Guest Account Purge Policy Guest Username Policy
Custom Fields
Guest Email Settings: Gonfigure username requiraments that will be enfarced for guest usermames. Usernames arg not case sensitive
Usernami Lenglh

Guest Locations and S5I0s
Quekt Useenama Felley Minimum usermame kength:* 4 (164 characters)
Guest Password Policy
DHEP & DNS Services Usemame Criteria for Known Guests

If data is available, base usemame on:
Legging

° First name and last name
) Emai address

Ci Allowed in Usemames

Alphabetic: Custom w ABCDEFGHIJKLMNPORSTUWW

Minimum alphabetic: 3 (0-64)

Mumeric: Custom 23456789

Minimum numeric: 3 (0-64)

Special: All supported £

Minimum special: 0 {0-64)

4. IHOIZIKFE , REFEERHMFRIE (BRBEHEEERBERNED ) , ARVNREE T XL
, BER PR E B FER B

© & hitps:/fise3-1.testlab.com:8443/portal/CreateAccount.action?from =SELF_REGISTRATION e w

ci1sco Guest Portal

Account Created
Choose how to receive your login information, by text or emiail Email Me attempts leftS
You can only click the button S times

Username: guestl
Password: 3154
First name: Poonam
Last name: Garg
Email: poongarg@cisco.com
Mobile number: +810000000000
Company: Cisco
Location: India
SMS provider: Global Default
Person being visited (email): abc@cisco.com
Reason being visited: Personal



Your Guest Account Credentials

ise@testlab.com <ise@testlab.com> Today at 9:47 AM

To: Poonam Garg (poongarg)

'/@

Hello Poonam,

Your guest account details:
Username: guest1

Password: 3154

First Name: Poonam

Last Name: Garg

Mobile Number:+910000000000
Valid From: 2020-11-07 09:43:50
Valid To: 2020-11-08 09 0
Person being visited: ab
Reason for visit: Personal

R
|
2z
sa
b
%

5.8 &Sign OnARMER (WREVLFNIFTERE , WARFEREMBRED ; X2
HEZBHNAFEZNZ2NH ) .

© & o htt I .testlab.com:844 tal/Self trat - STRATION w

cISCO Guest Portal

Welcome
Sign on for guest access
Username:
guestl
Password: Reset Password
LI11]
Passcode: "
8015 I

Or reqgister for guest access

6.5 /E , TR - AIENEARKAUP) ( MREFFIIFTERE ) . AP ERRDIE
B, AERALEREREEE (EHFITFTHRARE )



e3-1.testlab.com:8443/portal/LoginSubmit

atlear]
CISCO

Guest Portal

Acceptable Use Policy
Please read the Acceptable Use Policy

Please accept the policy You are responsible for maintaining  ~
the confidentiality of the password and all activities that occur
under your username and password.Cisco Systems offers

the Service for activities such as the active use of e-mail,

instant messaging, browsing the World Wide Web and

accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not
permitted. Hosting a web server or any other server by use of

our Service is prohibited. Trying lo access someone else’s
account, sending unsolicited bulk e-mail, collection of other
people’s personal data without their knowledge and

interference with other network users are all

prohibited.Cisco Systems resemnves the right to suspend the
Sefvice ifCisco Systems reasonably believes that your use of

the Service is unreasonably excessive or you are using the
Semvice for criminal or illegal aclivities. You do not have the

right to resell this Service to a third party. Cisco Systems

reserves the right to revise, amend or modify these Terms &
Conditions, our other policies and agreements, and aspects
ofthe Semvice itself. Motice of any revision, amendment, or v

B T . T T ———

nit.action?from=AUP o @ 0

© &£ =0 https://ise3-1.testlab.com:8443/portal/A

Inr
Guest Portal

CISCO

Change Password
You are required to change your password now. Please enter a new password.
Current password:

New password:

Confirm password:

...ﬁ

9 PostLogin Bamer 5

<« (& Q © & ~° https://ise3-1.testlab.com:8443/portal/Chan

cISCO Guest Portal

Welcome Message
Click Continue to connect to the network.
You're very close to gaining network access.



e
cISCO Guest Portal

Success

You now have Internet access through this network

B HEER

RO RE T TATHEERITHREHRROER.

LB B , ISEfEOperations > RADIUS > Live Logs T & RXLE A , BT R

Tima Status Datslls Identity Endpaint ID Authenticst...  Authorization Policy Authorization P IP Address Idantity Group Evant
# Addres
Hew 07, 2020 04:17:32.48 [ et DO-A7:4SSHEF 84 Dutauili Dedualt »> Parmanest_Gussi_Access Permit_intarnet 10.106.32.2 Sasshon State is Staried
Ko 07, 2020 04:17:32.42 -] & . Parm ™
a
Hov 07, 2020 04:16:14.85 -] 0.108.3; o
-] L £ > WA w P

REMT :

- FEHAPIBRSE =N ERFN(Wifi_Redirect_to_Guest_Porta) H# EEMEHFITF (B HER
'LIEEZIjJ)o

- BEREEQUBRITEEM. RPEF (EAFCIENIKS ) 5, ISERECOAEMNH 1K
iE , HWLCHIA(BI SRR T)o

« WLCfEFAuthorize-Only[B 41T E# & 0 RIE , HIREIACLE #R(Authorize-Only
succeeded). [6117 & 214 E#8HY R L4& 5 (A

k& (Operations > Reports > Guest > Master Guest Report)i&Z# 1A :

Master Guest Report My Reporis  Expart To Schedule
From 2020-11-07 00:00:00.0 To 2020-11-07 04:38:26.0
]
Filter ~. 3 Rafrosh
Logged At Guest User Name MAC Address IP Address Operation Sponsor User Name
* Today WX Guest Usar Name MAC Addrass IP Address Operation Sponsor User Name

2020-11-07 04:17:01.1 guest! DO:37:45:89,EF:64 10,106.32.254 Password Change guestl

2020-11-07 04:16:33.9 guest) DO:37:45:89:EF:64 10.106.32.254 AUP

2020-11-07 04:13:51.0 guesti D0:37:45:89:EF:64 10,106.32.254 Add SolfReglstration

RIEAAF (EEEBRR ) AJURIEFERFHNHEIPRES,



RPN IR, , BRAFEEFIIF, -

Welcome test123 - i
e

cisco Seonsor Portal

Create Accounts Manage Accounts (1) Pending Accounts (Q) Notices (0)
Resend Extend Edit Suspend Delete Reset Password Print
Username: guestl
Password: ...
First name: Poonam
Last name: Garg
Email address: poongarg@cisco.com
Company: Cisco
Maobile number: +910000000000
Person being visited (email): abc@cisco.com
Reason for visit: Personal
Guest type: Guest-Daily
SMS provider: Global Default
From date (yyyy-mm-dd): 2020-11-07 09:43
To date (yyyy-mm-dd): 2020-11-08 09:43
Location: India
5SID:
Language: English
Group tag:
Time left: 0D 22H 48M
State: Active
Done

Ak L IE

HNFUHRENENINNE , TURETRN®EI, EX—BI2RFIHEITFEWork Centers >
Guest Access > Portals & Components > Guest Portals > Portal Name > Edit > Portal Behavior

and Flow Settings EELEH ., EEEMRETIE :
BENEARE

o HEXRE — HIRKk L TIESRSHERE, FBBEET, BFATEFIED (X 26 EEE
XHEMBERBNES

o EMB —MRBA , WRAFNEZRBWAF BT EM ( XMERIEMK TR E R )

« AUP — E BT )M AR 2 F AR

. REAMEBURHEEKRFHER,

ERBEFRE
- BREARE —0REA  WRAATHEZEBNEERFESR.

« AUP — BT3RS FE KR,
® gﬁgﬁaﬁﬁ]ﬁo



REEMRE

- BUABRT , RE2AEM,
HERESAMRE

- REERABITRE T,
BYODi% &

- RERIIFREGENRLAFERENSANRZ.

A B A HEERY K P

N R £ Registration Form Settings Fi%#%¥ T Require guests to be approvedi£In , N5 & 612 £ ik 7~
DB REALE, LLIEETUAERAEFHERAAEAREZBY (ATHEKFELL ) -

R R B AR R P(SMTP) RS R B IR , MASBIEKS -

< C @ © £ hitpsy//ise3-1.testlab.com:8443/portal/CreateAccount.action?from=SELF_REGISTRATION o=y w

alra]n y
cisco Guest Portal

Account Created

Choose how to receive your login information, by text or email,

hostfor more information

Your request for network access is denied Please contact your ‘

First name: Test
Email: poongarg@cisco.com
Location: India
SMS provider: Global Default

[

K Bguest.loghy BEHIA , HTSMTPRRSBH[EEHEIR , BARARAREH ABANFERE

<#froot>

2020- 11-07 07: 16: 38,547 ERROR [ GUEST_ACCESS SMIP_RETRY_THREAD] [] cpm guest access. api servi ces. util. Snt pM
j avax. mai | . Messagi ngExcepti on: Could not connect to SMIP host: outbound.cicso.com port: 25, response:

2020- 11-07 07:16: 38,547 ERROR [https-jsse-nio-10.106. 32. 25-8443-exec-1][] cpm guest access. api servi ces. nc
com ci sco. cpm guest access. excepti on. Guest AccessSyst enExcepti on: com ci sco. cpm guest access. excepti on. Gues

LGB EENE T4 MSMTPIRS SRECER |, tkPRIE2MT



= Cisco IS Work Centers - Guest Access

Ext Id Sources Administration  Metwork Devices Portals & Components  Manage Accounts Policy Elemant Policy Sets  More

Guest Email Settings
GCustom Fiolds

Guast Emall Sattings: oubound cisso com

Guest Locations and S5IDs
Configure SMTF server al:Work Ciarbers > Guast Aecess > Adminisiration > SMTF Sarver
Guest Us

Enable emall notifications to guests
Guest Password Palicy

DHCP & DNS Services

Logging

@ Account Created

« c o @ & https:/fise3-1.testlab.com:8443/porta teAccount.action?from=SELF_REGISTRATION e &

i
cisco Guest Portal

Account Created
Choose how o receive your login information, by text or emiail

First name: Poonam
Last name: G
Email: poongarg@cisco.com
Location: India
SMS provider: Global Default

BRERGEREGHEEDE , AP B MNEBFERN B3 Minclude this information on the Self-
Registration Success page#Bz F bR, XFRANFAEFEREA#ERN , FEAFNEIERIA
TLEREETKFEQNEREFEENMIT L, R , EMNSTUBT EE RS (SMS) S B FHf#H1& i,
It 3% 1 244 FE Send credential notification upon approval using=B% /8 A ( ¥riC B FHB4

ISMS )

BRI R IELE R A

Guest Approval Request

ise@testlab.com <ise@testlab.com> Today at 1:07 PM

To: Poonam Garg arg)

9

Please approve (or deny) this self-registering guest. The guest provided the following information:
Usemame: guest_user

First Name: Poonam

Last Name: G




REAREApproval ( Tt ) SEABFREAIIF , ZIKF 2RI

CISCO Sponsor Portal

Guest (guest_user) has been approved.

Help

MitetiE , AR EERFER (E£RAEY BHBESMSEWMNEIL ) .
B2, WRERER =Rt

- BARMGAN MY, XRBSENH , BAMMRIEAKFRESNL , HAERIEABHN (AT
wit ) MAEEIUMFAGEN RGN i, X7 T (Work Centers)>15 & # A (Guest
Access)>1% & (Settings)> 1 & HB£41% & (Guest Email Settings) T L&

- BAMHAHIE, ATEAAEAEC SR EFHAKS . X7EGuest PortalH #YWork
Centers > Guest Access > Guest Portals > Portals and Components > Portal Name >

Registeration Form Settings > Require guests to be approved > Email approval request to ™
[TAT=

o HEUH AL, WINRERTTER P EEMEERM, MRiEFSend credential notification
upon approval using Email , M&@FEXETEZEFMAEE (AR BNEZD ) BVEB4,

BEEEEEFIE
HEEECTLUBYSMS %, SAMBL TR -

1. 7ERegistration Form Settings ( EMFREIRE ) TIEFESMSIRSRRAR !

SMS Service Provider

Guests can choose from these SMS providers:

@ Global Default
T-Mobile

ATT
Verizon
ClickatellViaSMTR
Orange
Inmobile
TheRingRingCompany
Sprint

Maas

Guest see providers list only if multiple are selected

Configure SMS providers at:

Work Centers > Guest Access > Administration > SMS Gateway Providers

2. £ # Send credential notification upon approval using: SMSE%4E,



~send credential notification upon approval using:

B Email
B SMS

3. RJE , WEAFECIEK, R FEERFE T AR

@ P\ https://ise3-1.testlab.com:8443 /portal/SelfRegistration.action?from=LOGIN
a3 Psi/ /P / g

Registration
Please complete this registration form:

Registration Code*

8015

Username

Guest13

First name

Poonam

Last name

Email address*

poongarg@cisco.com

Mobile number*

= +91 > 9999999999

Company

SMS provider*

ATT

Global Default

Naas

4. SMSEFTitRMHENBESH —ERIX



[0 https://ise3- 1.testlab.com:8443/portal/CreateAccount.action?from=SELF_REGISTRATION e ﬁ

ciSCO Guest Portal

Account Created
Choose how to receive your login information, by text or email.

First name: Poonam
Email: poongarg@cisco.com
Mobile number: +919999999999
Location: India
SMS provider: NaaS

5. #&27] LLfEAdministration > System > Settings > SMS Gateway T Bt ESMSI1Z H#EFo
R& M

MREHEFEAFPBEZHIZEZAUPEILER T Allow guests to register devicesit I , N AT LUFAHE % -

~ Guest Device Registration Settings

Automatically register guest devices

A message displays to guests when they reach the maximum number of supported devices.

Allow guests to register devices

Yau can set the maximum number of supported devices in the guest type settings.

Device information will be stored in the endpoint identity group specified in the guest type of the user logging in to
this portal.

Configure guest types at:

Work Centers » Guest Access » Configure > Guest Types



© £~ https:/fise3-1.testlab.com:844 3 /portal/ChangePwd.action?from=CHANGE_PASSWORD LLL T}

CcISCO Guest Portal

Device Registration

You can add a maximum of 5 devices. Enter a device |D and device description. The device ID is the MAC address or Wi-Fi address ofthe device. Itis an
alphanumeric ID in this format: A1:B3:E5:19:6F BB

Device ID *

D0:37:45:89:EF.64

Device Description *

Cancel, Continue

Manage Devices (1)

D0:37:45:89:EF 64

BEE , RFL BRI ( B FManage DevicesHlF&R A ) . X2 FE R 2ikEAutomatically
register guest devices,

RES

ISR %R 7 Require guest device complianceit Tl , MIZEAF SEEZHIEZAUP ( AR ikt
BITIR R EM ) BRBIITZETE ( NAC/WebRE ) R, ISEXEZ F i 8 B NI BATE E 24
TREMNMNME, RE , FHLA LETHRAEBRITZESTME ( REZETAAN ) HELEREEER
ISE , ISEARFEEE R IECoAEH & 101 LAFE BAURS .

A BERY RAXAL N T e PR

IdentityGroup-Name EQUALS Endpoint Identity Groups:Clsco_GuestEndpoints
Wireless_MAB
-] Guest_Complaint AND PermitAccess
& Radius-Called-Station-ID CONTAINS Guest

E Session-PosturéStatus EQUALS Compliant

IdentityGroup-Name EQUALS Endpoint Identity Groups:Gisco_GuestEndpoints
] Parmanent_Guest_Access AND Wireless_MAB Limited_Access
=] Radius-Called-Station-ID CONTAINS Guest
=] Radius-Called-Station-ID CONTAINS Guest

AND Guest-Portal
Wireless_MAB

Wifi_Redirect_to_
Guest_Portal

% —MNEZIGuest_Authenticate ANIWF AR EEREIBBNEMIEEIIF. AR BTEMHERE
, COASEWEPURS , AP FEREBHITIOAFMAIKNERIHENRE. REERENACREAITE
WREERRE , COAFBXRERRPURES , UIEEX Internetfy 1717,



ZERBWHRBERBSFRD EHNE S mEEANL

<« Cc o @ & https:/fise3-1.testlab.com:8443/portal/Continue.action?from=CLIENT_PROVISION E e g

cisco Guest Portal

Connecting to Network

To continue, install and enable the Iatest Java version, and
make sure the Java plug-in is not blocked. You can download
and install Java from http:/fwww java comien/download. If you
are unable to download Java, connect to a different network and
try again

MR Eguest.log# , HAILAINX — K

<tfroot>

2020- 11-09 09: 23: 32,157 ERROR [ https-j sse-ni 0-10. 106. 32. 25- 8443-exec-7][] guestaccess. fl owmranager. st ep. ¢

BHiRE

7 R % A Allow employees to use personal devices on the networkiZ I , NI Lt~ B4l A P
ALEYBYODREH EMNAKRE. NTHEAF , ZREFTXHXEEARNER.

“‘RIFEANFPERTE RMTAER?
RINERT , BWHEIIFPEAGuest_Portal_Sequence 33 FEEHTELE :



~ Portal Settings

HTTPS port: ™ 8443 (8000 - 8999)

Allowed interfaces: * Make selections in one or both columns based on your PSN configurations.
If bonding Is not configured (7 If bonding Is configured (7
on a PSN, usa: on a PSN, use:
Gigabit Ethernet 0 Bond 0

Uses Gigakit Ethernet 0 as
primary, 1 as backup.

Gigabit Ethernet 1

Gigabit Ethernet 2
Bond 1

Gigabit Ethernet 3
Uses Gigabit Ethernet 2 as

Gigabit Ethernet 4 primary, 3 as backup.

Gigabit Etl tE
igabit Etherne Sond 2

Usas Gigabit Ethernet 4 as
primary, 5 as backup.

Certificate group tag: * Default Portal Certificate Group -

Configure certificates at:

Work Centers > Guest Access > Administration > System Certificates

Authentication method: * Guest_Portal_Sequence w (0

Configure authentication methods at:

Work Centers » Guest Access » ldentities » |dentity Source Sequences

XRABF#EFS , R2HABAS (EBEAFZE ) , REZHADEIE, BTERRERE
EENFDETERRZTEHRIERNBRERAFIIFHT - FE , RItEFNEEIERADFIE
By R TR AR,



= Cisco ISE Work Centers - Guest Access

Overview Identities Identity Groups Ext Id Sources Administration Network Devices Portals & Components
Endpoints w |dentity Source Seqguence
MNetwork Access Users * Mamea

Guest_Portal_Sequence

ldentity Source Segquencas

Dax< il i
Description A built-in Identity Sequence for the Guest Portal

~ Certificate Based Authentication

E] Select Certificate Authentication Profile

~ Authentication Search List

A set of identity sources that will be accessed in seguence until first authentication succeeds
Available Selected

Internal Endpoints Internal Users
Guest Users

All_AD_Join_Points

ELE , EHEIIF L, AP RMEE NI F6# 5 Active Directory R E X BFEIE |, HHIT
BYODEE :

&« c @ e & R

dilvan]n,
cisco Guest Portal

BYOD Welcome
Welcome to the BYOD portal,

Access o this network requires your device to be configured for
enhanced security. Click Start to provide device information before
compaenents are installed on your device,

The following system was detected
Windows
Was your device detected incorrectly?
Select your Device

Windows

=
N

XA, b AP AT B A AR ZBHAITBYOD,



LIRS ERAPFEIIMA2REBHAF/ADEIER | $EFEFRRE ( TBYOD) .

VLANE X

T AT ETactiveXHJava/MEF , N ADHCPRER MM ERH ., LCoAf A LK imkIVLANE kAt
, EERTIRE, FAMABER , KRBT EHEBEVLANKEE R, —FalseMRE ZEFEANACK
BEHERVLAN (DHCPAM/EH ) . Z—MAFEREBEENRT LREMN/NEFERFTAIPHLE, AT
Bt B hRA/CoA/ETT 2 BIWEEIR . BANZEEZF TR ZIFIIED,

HXER

- BRUSE MRS REE EEF

- WHMARFEIZENFTLBYOD

- BYODMYISE SCEPX #5HL & Rl

- WLC M ISE FHEFK Web & 1356 iF Fi & 7R 51

- EHAISERMWLC EFAFlexConnect AP {TE X Web & 1418 if #Y B & 7R 41
o BARZEFHMIH - Cisco Systems



/content/en/us/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
/content/en/us/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
/content/en/us/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
http://www.cisco.com/image/gif/paws/113476/wireless-byod-ise-00.pdf
http://www.cisco.com/image/gif/paws/113476/wireless-byod-ise-00.pdf
http://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
http://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
http://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
http://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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